Without Prejudice

Advisor (T)
Department of Telecommunications
Sanchar Bhavan,
New Delhi – 110001
Subject: Recommendations on Security related issues with wi-fi Network
Dear Sir,

ISPAI would like to submit that National Security is paramount for us and we fully support government in its endeavour. However, ISPAI would like to bring to your notice some challenges in implementing these recommendations:


March of technology can’t be handled at policy level only, without adequately addressing the technical and commercial implications on the service providers. 

· Storing of log & maintaining unlimited user id for authentication etc will be the big challenge. There will be an additional logistic and financial burden on service providers to build up required infrastructure which are already providing services to the users at a competitive price.

· It would not be possible to implement to take copy of valid photo-id requirement /verification for public hot-spots likes Airports, University Campuses, Hotels, Malls, etc. and the proposed process would make the Wi-Fi service itself untenable/inaccessible to the end customer due to practical implementation reasons. Considering that only a valid user (who has provided some details such as credit card for buying online or mobile phone for receiving sms based access details) would be using such public hotspots, it would be possible to identify /ascertain the credit card number or mobile phone or some other pertinent /relevant information of the concerned user.
· ISPs shall be responsible to secure wi-fi hotspot at the public places, to the extent technically possible, and not at home segment, as these can be tampered/altered by the users easily. Corporate customers are already secured through authentication systems in use and further advisories/best practice guidelines can be initiated with them. 

· It will have adverse impact on small ISPs which are operating in small cities/towns as they will not be able to use this technology due to stringent and non-practical regulations and customers will be the sufferers.

· All this will lead in lowering broadband penetration as ISPs will be restrictive in providing / deploying wi- fi connectivity and will never be able to achieve Broadband target.

ISPAI has raised its protest on certain recommendations during the meeting held on 9th Jan ’09. Though ISPAI has signed the recommendations under protest, however, we still feel several recommendations will not be possible to implement and some have logistical and commercial implications. ISPAI has extensively discussed these issues amongst the members and would like to meet you in person to apprise you about the same along with alternative solutions at the earliest before Government issues formal notification about implementing these recommendations.

The aim of the government is to secure / minimise the risk of wi-fi hot spot which can be achieved with the joint efforts by the govt and service providers. It can’t be one sided and holding service providers responsible for any misuse will not serve the ultimate purpose of securing the wi-fi networks. 

Look forward for a suitable time to meet you in person on this crucial issue. 

Thanking you,

Yours truly,

For Internet Service Providers Association of India

Rajesh Chharia 
President
