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SCOPE and OBJECTIVES.

In the modern European Society, the intensive use of Systems based in Information and Computing Technologies (ICT) has become a major threat for the society itself.

The uses of a cellular phone or paying with a credit card or visiting a health centre are normal activities for any European citizen that has something in common: The use of ICT systems.

The security and survivability of these systems is something that needs to be guaranteed in order to maintain the extensive use of these systems in Europe.

But ICT Systems are vulnerable. They are inter-connected using open channels to allow the clients to establish easy access to their services and this capacity can be used to threat the system itself. 

The biggest ICT Systems are normally well protected and they detect the intruders in their system and they have enough capacity to protect themselves against possible damages.

But it is not enough. All systems must be protected and there is a need to detect as early as possible any malicious attack to the ICT systems in order to prevent later damages.

The objective of the project is to protect the ICT Systems and obtain early detection of malicious activities in the System environment.

The way to achieve this main objective is install an Observation System (OS) that will monitor the environment of the system. This OS will monitor as much information is available in the particular ICT.

The Research objectives will consist in:

· Analyze the information available in the environment and Internally of the ICT System. 

· Research in the definitions of normal and malicious approaches to the ICT System.

· Research the controls that can be established to detect non standard or malicious approaches to the ICT System.

· Research in the early warning.

· Research in the possible actions to block undesired approaches to the ICT System.

· Install the System in at least one final user of big size ICT System.

· Analyze the results obtained in the test case.

· Analysis of futuristic requirements from an innovative product suit (could be preformed by iTcon:

· Integration with IRT procedures
· Integration with large control systems (CA, HPOV, etc)

· Integration of information from Vulenrabilities and attacks Databases 
· Integration of information from on-line alerts centre such as CERT NIST or future Sector based control centres
· Creation of “open” reports and alerts that could be distributed to different stack holders 
· Aspects of modular design

· Integration of de-facto protocols and standards for future “openness”
The methodology proposed for the MAD-ICT Project, is based in Intelligent Observation technologies. 

An Intelligent Observation System uses Artificial Intelligence techniques to perform pattern recognition data analysis and to create sets of rules to support or modify the strategies of the operators. 

The Intelligent Observation Systems are able to analyse the data involving the ICT system and to identify anomaly-related concepts. These systems are capable of filtering the exceptional situations and providing alert signals and explanations for the anomaly cases reducing the appearance of false positive in the alert detection.

Benefits and applications

The main objective of the Research is developing a methodology and customizable software to detect as early as possible any malicious intent to enter in a ICT System and react to it with defensive actions.

The benefit of such methodology will be reduce or, in some cases, get rid of the damage that can be caused by a malicious intent of penetrating an ICT System, producing in consequence a more secure behaviour for ICT Systems to be used by citizens and Industrial or Commercial Business.

A more secure ICT Systems will produce a more confident society in the use of these tools in their normal activity.

The riskman system can be used in any ICT System, in different areas of the systems such as internet access points, intranet access points, extranet access points, critical sub-systems or critical users. The riskman systems could be useful in all the CI systems, as example:

· Banks in their e-banking activities like, accounts look up, operations, stock market activities… 

· Any e-commerce activity.

· Infrastructure providers or operators, that has systems to control the infrastructure or to contact with their clients, providers…

· Health and other Systems that may contain critical or confidential information.

· Any Business activity with and electronic accounting, billing or payments, where changing Data Base Information may produce economic benefits.

The potential applications are really important and the ones listed above are only some examples of the potential use of the results of the Project findings.

General Approach

The project will be breakdown in the following activities:

1. Needs Expression and System Functional Specification.

Analysis of the ICT System owners needs, thorough the interviews with some of them, with the aim to verify our global vision of the project and find their particular needs, related to particular ICT’s or to a particular user.

A special attention will be focussed to detect the different types of information available, internally and externally to the ICT.

Description of Project Objectives and the functionality expected.
2. Positioning of the future products (could be preformed by iTcon)
Analysis of all the aspects that could influence the design of the future product
· market trends and existing products in this area
· Market needs
3. Validation of Functional Specifications. Research activities.

Once the Functional Specifications will be available, will be presented to the ICT System owners that has participated in the Needs Expression preparation.

In parallel, the following research activities will be addressed:

· Analysis of the Information available for early detection.

· Analysis of the normal approaches to the ICT System. In particular to the one selected to test the system. Define patterns of behaviour for normal clients.

· Controls to be established, in order to detect abnormal or malicious approaches to the ICT system.

· Possible actions to be taken.

4. Detailed Specifications

A detailed and constructive Technical Specifications will be prepared.

Definition and specification of at least one Test Case to be performed in a Real ICT System, while in operation.

In the same activity, a new detailed schedule will be produced.

5. System Procurement.

Preparation of the procedures, methodologies and software needed to fulfil the Project objectives.

6. Test in an ICT System in Operation.

The project findings will be installed in a real ICT System in operation, for a limited period of time.

Analysis of all incidences detected and not detected will feedback to the Specifications and System Procurement, in case that new functionalities or requirements must be implemented.

7. Dissemination of Project Results.

The findings of the project will be disseminated, first among the RISKMAN partners and later to all ICT community.

The means used will be organize workshops or participation  in the appropriate seminars.

8. Project Technical and Administrative coordination.

Expertise need in the Project.

There is a need of expertise in different areas of knowledge:

· Observation Systems. To be responsible for the specification, implementation and test of the OS.

· ICT Technologies. To be responsible of the research and definition of controls and actions to be taken to early detect abnormal or malicious activities.

· Modelling. Ob the normal, abnormal or malicious activities in the approaches to the ICT System.
· ICT System owner. To provide particular information and facilitate a test bed for the project findings.
· Security specialists. To analyse the security requirements, the trends in the market, existing  products in this area, paterns of security incidents and attacks, assessment of vulnerabilities and risks, analysis of main security architecture in the market and the optimal integration within future environment.
· Research center. To update and anticipate future risk and proactively to integrate in within the system database
Partners and anticipated budget.

The core partners of the project are:

· AIA
Advanced Software Company, expert in Observation Systems for Critical infrastructures like electricity or banking and in Modelling Physical or Organizational Networks (electric network or human relations).

AIA has also worked in the internet area, providing advanced tools for net observation or user pattern recognition. 

AIA has always worked to provide advanced and innovative approaches to the system solution.

· …

The budget for the project is:

