
                                                ABSTRACT
                                                Identity crime is well known, prevalent, and costly; and credit application fraud is a specific case of identity crime. The existing non-data mining detection systems of business rules and scorecards, and known fraud matching have limitations. To address  these limitations and combat identity crime in real-time, this paper proposes a new multi-layered detection system complemented with additional layer Communal Detection. CD finds real social relationships to reduce the suspicion score, and is tamper-resistant to synthetic social relationships. It is the whitelist-oriented approach on a fixed set of attributes. The CD algorithm matches all links against the whitelist to find communal relationships and reduce their link score. CD can detect more types of attacks, better account for changing legal behavior.
  EXISTING SYSTEM
                                 The existing non-data mining detection systems of business rules and scorecards, and known fraud matching have limitations.
PROPOSED SYSTEM
                                   Identity crime has become prominent because there is so much real identity data available on the Web, and confidential data accessible through unsecured mailboxes. It has also become easy for perpetrators to hide their true identities. This can happen in a myriad of insurance, credit, and telecommunications fraud, as well as other more serious crimes. In addition to this, identity crime is prevalent and costly in developed countries that do not have nationally registered identity numbers Data breaches which involve lost or stolen consumers identity information can lead to other frauds such as tax returns, home equity, and payment card fraud. Duplicates (or matches) refer to applications which share common values. 
                                                        There are two types of duplicates: exact (or identical) duplicates have the all same values; near (or approximate) duplicates have some same values (or characters), some similar values with slightly altered spellings, or both. This paper argues that each successful credit application fraud pattern is represented by a sudden and sharp spike in duplicates within a short time, relative to the established baseline level. many fraudsters operate this way with these applications and that their characteristic pattern of behaviour can be detected by the methods reported. In short, the new methods are based on white-listing and detecting spikes of similar applications. White-listing uses real social relationships on a fixed set of attributes.

                               Here we use communal detection algorithm. To account for legal behaviour and data errors, Communal Detection (CD) is the whitelist-oriented approach

on a fixed set of attributes. The whitelist, a list of communal and self relationships between applications, is crucial because it reduces the scores of these legal behaviours and false positives. Communal relationships are near duplicates which reflect the social relationships.
                                  MODULE DESCRIPTION:
1 .credit module.
2 . making whitelist 
3 .verification module
 1. credit module:
                             Credit applications are Internet or paper-based forms with written requests by potential customers for credit cards, mortgage loans, and personal loans. Users should submit identity details and it must be original. To reduce identity crime, the most important textual identity attributes such as personal name, fathername , date of birth ,mobile number ,Address , Email id must be used in credit application.
.
1. making whitelist:
                                   CD finds real social relationships to reduce the suspicion score, and is tamper-resistant to synthetic social relationships. It is the whitelist-oriented approach on a fixed set of attributes. With the CD layer, any two similar applications could be easily interpreted as because this paper’s detection methods use the similarity of the current application to all prior applications (not just known frauds) as the suspicion score. However, for this particular scenario, CD would also recognize these two applications as either  or by lowering the suspicion score due to the higher possibility that they are legitimate. To account for legal behaviour and data errors, Communal Detection (CD) is the whitelist-oriented approach on a fixed set of attributes. The whitelist, a list of communal and self relationships between applications, is crucial because it reduces the scores of these legal behaviors and false positives.
                                      Communal relationships are near duplicates which reflect the social relationships from tight familial bonds to casual acquaintances: family members, housemates, colleagues, neighbours, or friends The family member relationship can be further broken down into more detailed relationships such as husband-wife, parent-child, brother-sister, male-female cousin (or both male, or both female), as well as un cleniece (or uncle-nephew, auntie-niece, auntie-nephew). Self-relationships highlight the same applicant as a result of legitimate behaviour (for simplicity, self-relationships are regarded as communal relationships).
3 .verification module:

                                In this module loan provider verify the user identity details.      Duplicates (or matches) refer to applications which share common values. There are two types of duplicates: exact (or identical) duplicates have the all same values; near (or approximate) duplicates have some same values (or characters), some similar values with slightly altered spellings, or both. This paper argues that each successful credit application fraud pattern is represented by a sudden and sharp spike in duplicates within a short time, relative to the established baseline level.  
H/W System Configuration:-

        Processor               -    Pentium –III

Speed                                -    1.1 Ghz

RAM                                 -    256  MB(min)

Hard Disk                          -   20 GB

Floppy Drive                     -    1.44 MB

Key Board                         -    Standard Windows Keyboard

Mouse                                -    Two or Three Button Mouse

Monitor                              -    SVGA

 S/W System Configuration:-

Operating System            :Windows95/98/2000/XP 

Application  Server          :   Tomcat5.0/6.X                               



Front End                          :   HTML, Java, Jsp,xml
 Scripts                                :   JavaScript.

Server side Script             :   Java Server Pages.

Database                            :   Mysql

Database Connectivity      :   JDBC.
CONCLUSION
                                     Our detection system describes an important domain that has many problems relevant to other data mining research. It has documented the development and evaluation in the data mining layers of defence for a real-time credit application fraud detection system. In doing so, this research produced three concepts (or “force multipliers”) which dramatically increase the detection system’s effectiveness (at the expense of some efficiency). These concepts are resilience (multi-layer defence), adaptivity (accounts for changing fraud and legal behaviour), and quality data (real-time removal of data errors). These concepts are fundamental to the design, implementation, and evaluation of all fraud detection, adversarial-related detection, and identity crime-related detection system

                                 The implementation of CD algorithms is practical because these algorithms are designed for actual use to complement the existing detection system. Nevertheless, there are limitations. The first limitation is effectiveness, as scalability issues, extreme imbalanced class, and time constraints dictated the use of rebalanced data in this paper. The counter-argument is that, in practice, the algorithms can search with a significantly larger moving window, number of link-types in the whitelist, and number of attributes. The second limitation is in demonstrating the notion of adaptivity. While in the experiments, CD and are updated after every period, it is not a true evaluation as the fraudsters do not get a chance to react and change their strategy in response to CD and as would occur if they were deployed in real-life (experiments were performed on historical data).


