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Introduction

Few economic issues inspire as much controversy and popular debate as offshore outsourcing of professional services (Seshasai & Gupta, 2004).  For the first time in American history, white-collar American workers, such as information technology (IT) specialists, find their livelihoods threatened by Indian counterparts earning only ten percent of their income (Agrawal, Farrell, & Remes, 2003).  Proponents argue offshore outsourcing helps businesses maintain their competitive advantage and creates value in the American economy beyond lost wages (McKinsey Global Institute, 2003).  Opponents point out that not only do some workers lose their jobs, but offshore outsourcing suppresses wages for those who keep them (Brecher & Costello, 2003).

According to a 2003 Forrester Research study of 99 companies, 64% cited intellectual property concerns as the reason for their company deciding not to outsource offshore (McCarthy).  Recognizing the growing importance intellectual property and the transfer of knowledge capital in trans-national relationships, this paper considers the issues significant to offshore outsourcing at three levels: the nation-state, the firm, and the individual.  
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Figure 1: Levels of Consideration for Offshore Outsourcing
At the level of the nation-state an examination of international intellectual property laws and national concerns about these laws provides a rich context for the operation of the firm and the individual.  At the nation-state level the primary focus is on data security and protection.  Specific consideration is given to India and Russia as offshore destinations.  At the level of the firm, business strategy aspects specific to offshore outsourcing are compared and contrasted with those from on-shore outsourcing using common strategic frameworks.  At the level of the individual, cultural influences on the interpretation, implicit assumptions, and enforcement of intellectual property regulations are addressed.  Several case-studies related to offshore outsourcing and data security will also be presented.  These case studies illustrate the inter-relation between the individual, firm, and nation-state levels of outsourcing discussed previously.  Finally, strategies and best practices for firms concerned with managing offshore data security risks from both sides of the relationship are presented.   
The Nation-State: Data Security and Protection
Offshore outsourcing is still in its infancy, and its ultimate impact remains to be seen.  As it matures, though, new concerns are being raised by supporters and detractors alike.  Among these concerns is offshore data security, especially of intellectual property and personal information.  The Institute of Electrical and Electronics Engineers (2004) claims the threat to data security overseas poses a significant risk to American citizens and corporations.  Several spectacular incidents of data theft in recent years have underscored the point.  However, according to the Sand Hill Group (2003), “most software executives are not greatly concerned about intellectual property theft when they offshore work.”  Is such confidence misplaced?  This section examines data security concerns, such as intellectual property theft and privacy law compliance at a national level.

Why do intellectual property rights matter?

The debate over intellectual property rights (IPR) has produced a deafening furor in the international community over the last two decades.  The first shots in the modern struggle over IPR were fired in the mid-1980s, when easily duplicable goods such as videos and software began to cross borders as part of international trade (Helpman, 1993).  The value of these goods derived not from their physical embodiment as videotapes or floppy disks, but rather from their content.  Policymakers in the USA soon realized the potential losses to its economy from unfettered reproduction of such intellectual property and embarked upon a strategy of coercing other countries to adopt stronger IPR laws, usually through the threat of trade sanctions (Sell, 1995).

Two decades later, the battle rages on, especially between developing and developed countries.  Developing countries often see no benefit to enforcement of IPR (except to avoid punishment or to elicit favors from the developed world) and many advantages to ignoring IPR, such as reduced costs (Sell, 1995 and Correa, 2000).  For some countries, it seems to be a matter of life and death.  For example, African countries desperately want to manufacture their own AIDS drugs, but pharmaceutical companies that developed them do not want to lose their revenue (Thurow, 2003).  Other factors have exacerbated the problem.  The development of the Internet has reduced duplication and transmission costs of pure information to nearly nothing (Lessig, 2002).  The rise of entire new industries, such as e-commerce, has caused demand for IPR to explode.

Offshore outsourcing is making international IPR even more relevant.  In a truly globalized world, comparative advantage ceases to exist (L. Thurow, class lecture, March 10, 2004).  Factors of production can be moved almost instantaneously, and they will go wherever costs are lowest.  Producers can market their goods anywhere, and consumers can purchase goods from anywhere.  In such a world, companies possess only intellectual property as an advantage over their competitors.  While still a long way off, offshore outsourcing is bringing us closer to that world.

Offshore outsourcing and international IPR

Of course, international IPR issues are nothing fundamentally new.  Pharmaceuticals, software developers, and manufacturers have wrestled with them for more than a decade.  The World Trade Organization (1994) laid the basis for an international framework around IPR.  However, offshore outsourcing introduces new concerns.  It exposes companies to intellectual property risks far beyond what used to be possible.  Transporting high-value work overseas requires transporting internal information and technologies as well.  Once those assets are located abroad, protecting them becomes significantly more difficult.

For example, software piracy means software developers sell fewer units and earn less revenue than they should.  In 2002, piracy cost the industry 13.08 billion dollars worldwide (Business Software Alliance, 2003).  Nonetheless, piracy pales in comparison to a software company's potential losses if its source code leaked out.  At best, the company needs to undertake a herculean effort to insure competitors do not use its source code.  At worst, it can lose its entire competitive advantage.  Just such a nightmare nearly occurred for SolidWorks in India, where a single theft could have cost the company between 70 and 90 million dollars (upFront.eZine, 2002).

Businesses must protect their data to maintain their competitive advantage.  In some cases, they also must do it to avoid punishment from their home countries.  Privacy laws have introduced another dimension to information security.  Sensitive data, especially consumer data, are subject to a variety of restrictions in the US and EU.  Without sufficient security procedures in place, companies suffer the possibility of, at best, public embarrassment and, at worst, criminal charges.

International IPR laws

In recent decades, two international institutions have led the drive toward global IPR harmonization: the World Intellectual Property Organization (WIPO), which is an agency of the United Nations, and the World Trade Organization (WTO). The WTO's Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) of 1994 formed the basis for international cooperation on IPR (Correa, 2000).  As a result, IPR, especially copyright and patent, laws must follow a minimum set of guidelines, and indeed most countries do have similar IPR legislation.  The real difference at the national level lies in two areas: enforcement and trade secrets.  This section gives an overview of laws in two premier offshore outsourcing destinations, India and Russia, and discusses trade secrets.

Indian laws

India is a member of numerous WIPO treaties, such as the WIPO Convention and the Paris Convention (WIPO, 2003).  It is also a member and signatory to the WTO TRIPS agreement.  Its national legislation provides strong protection for patents, trade marks, industrial designs, copyright, and more.  Domestic organizations such as the National Association of Software and Service Companies (NASSCOM) lobby constantly for greater IPR protection.

Of particular importance to the offshore outsourcing industry is India's Information Technology Act (Indian Ministry of Law, Justice, and Company Affairs, 2000).  The Act criminalizes a number of computer offences, such as source code tampering, hacking, and misuse of data.

Yet despite being described as having “a good copyright law,” India is on the International Intellectual Property Alliance's (IIPA) Priority Watch List (IIPA, 2004).  The IIPA criticizes Indian enforcement as lax and uneven.  According to the IIPA, India lacks an effective mechanism for “national enforcement coordination” and instead relies on individual states for law enforcement.  This policy has resulted in fragmentation and cross-jurisdictional difficulties.  Even if IPR crimes are prosecuted, Indian courts face massive backlogs.

Russian laws

The Russian Federation's present shaky legal system pervades its business climate.  Like India, Russia is also a member to many WIPO treaties, including the WIPO Convention and the Paris Convention (WIPO, 2003).  However, Russia only has observer status in the WTO, so it cannot be a signatory to TRIPS.  Its domestic IP laws are fairly modern (Lysobey, 2003), and are gradually resembling American laws (Robb, 2002).  

Even so, Russia suffers from lack of enforcement, especially in face of organized crime syndicates (IIPA, 2004).  As a result, it is on IIPA's Priority Watch List along with India.  Furthermore, the government has not clarified its attitude toward foreign IP.  In fact, many view the Russian government as a threat to, not a defense for, foreign business interests.  Offshore outsourcing to Russia is still developing, so how the government reacts during a crisis remains to be seen.

Trade secrets

On paper, at least, both India and Russia maintain copyright, trademark, and patent laws that are congruent with Western business practices.  However, legislation regarding trade secrets can vary widely.  International agreements are vague on this matter.  For example, the relevant text in the TRIPS agreement, Article 39.2, simply says the following:

2. Natural and legal persons shall have the possibility of preventing information lawfully within their control from being disclosed to, acquired by, or used by others without their consent in a manner contrary to honest commercial practices so long as such information:

(a)  is secret in the sense that it is not, as a body or in the precise configuration and assembly of its components, generally known among or readily accessible to persons within the circles that normally deal with the kind of information in question;

(b)  has commercial value because it is secret; and

(c)  has been subject to reasonable steps under the circumstances, by the person lawfully in control of the information, to keep it secret. (WTO, 1994)
The wording of the article permits a wide range of interpretations.  WIPO recommends companies to opt for patent or utility model protection whenever applicable instead of relying on trade secrets.  Because of the uncertainty of trade secret laws, companies must make sure they specify which laws govern them in their contracts.

Home country privacy laws

For most companies, losing sensitive data because of offshore outsourcing leads to embarrassment and possible loss of revenue.  However, for some industries, the consequences can be much more severe; companies can be criminally liable for violating their home country's privacy or national security laws.  The deterrent posed by such laws to potential offshore outsourcers may even outweigh that posed by anti-offshoring legislation (Singh, 2004).  In this section, we examine which laws affect which companies.

The US has several privacy laws that companies must always follow, regardless of offshore outsourcing.  These include the Health Insurance Portability and Accountability Act, the Financial Modernization Act, and California's SB 1386 (Blum, 2004; Vijayan, 2004; Raysman & Brown, 2003).

The Health Insurance Portability and Accountability Act of 1996

The Health Insurance Portability and Accountability Act (HIPAA) was drafted in 1996 to strengthen regulatory oversight over medical industry.  Its stated purpose was:

“To amend the Internal Revenue Code of 1986 to improve portability and continuity of health insurance coverage in the group and individual markets, to combat waste, fraud, and abuse in health insurance and health care delivery, to promote the use of medical savings accounts, to improve access to long-term care services and coverage, to simplify the administration of health insurance, and for other purposes.” (USA 104th Congress, 1996)

The last phrase, “other purposes,” ultimately encompassed a range of regulations not entirely related to health insurance.  Most importantly, HIPAA contained privacy provisions that came into effect on April 14, 2003.  Known as the “Privacy Rule,” these provisions collectively specify federal standards for the protection of individually identifiable health information.  The Privacy Rule preempts any weaker local, state, or federal privacy law.

The HIPAA Privacy Rule limits the circumstances under which patient data can legally be released.  It requires a comprehensive approach to data security.  Companies must perform detailed risk analyses, assign security officers, and isolate sensitive functions.  All members must undergo security training.  Computers must be physically secure, and everything is subject to regular audit.  All communications must be secure.

The Privacy Rule holds many implications for offshore outsourcing in the health care industry, which has been conducting pilot studies with offshore medical transcription, billing, and radiology services.  HIPAA compliance is not trivial, and offshore health service providers such as Spryance Inc. take great pains to assure clients that they adhere to the Privacy Rule (Raj Malhotra, class lecture, April 10, 2004).
The consequences of noncompliance are severe.  Violators are subject to both civil and criminal penalties.  According to the United States Department of Health and Human Services (HHS), the following penalties may be levied:

Civil Money Penalties. HHS may impose civil money penalties on a covered entity of $100 per failure to comply with a Privacy Rule requirement.  That penalty may not exceed $25,000 per year for multiple violations of the identical Privacy Rule requirement in a calendar year.  HHS may not impose a civil money penalty under specific circumstances, such as when a violation is due to reasonable cause and did not involve willful neglect and the covered entity corrected the violation within 30 days of when it knew or should have known of the violation.

Criminal Penalties. A person who knowingly obtains or discloses individually identifiable health information in violation of HIPAA faces a fine of $50,000 and up to one-year imprisonment. The criminal penalties increase to $100,000 and up to five years imprisonment if the wrongful conduct involves false pretenses, and to $250,000 and up to ten years imprisonment if the wrongful conduct involves the intent to sell, transfer, or use individually identifiable health information for commercial advantage, personal gain, or malicious harm. Criminal sanctions will be enforced by the United States Department of Justice.

Clearly, companies stand to lose much if an offshore outsourcing provider violates the HIPAA Privacy Rule.  The offshore provider, being under foreign jurisdiction, has no legal obligation to follow HIPAA outside of any requirements set forth in its contracts with client companies.  The resulting legal asymmetry between nations has significant consequences for how firms engaged in offshore outsourcing develop business contracts.  Contracts are discussed in greater detail under the strategic recommendations section. 
The Financial Modernization Act of 1999

The Financial Modernization Act, otherwise known as the Gramm-Leach-Bliley (GLB) Act, protects personal financial information.  It applies to financial institutions such as banks and credit card companies.  The Federal Trade Commission (FTC) is responsible for enforcement.

The Safeguards Rule of the GLB Act is most pertinent to financial institutions considering offshore outsourcing.  It requires them to write a security plan detailing their measures against privacy loss.  Offshore outsourcing introduces additional complexity to the development and implementation of such a plan.

California Bill SB 1386

On July 1, 2003, the California's SB 1386 privacy law, one of the first in the country, came into full effect.  A “mandatory disclosure law,” it forces companies to notify customers of any unauthorized breach of security.  Failure to do so can result in civil penalties or class action lawsuits.

Companies with offshore outsourcing contracts can find it difficult to comply with the law.  When an unauthorized breach of security occurs offshore, the company is less likely to immediately realize it.

European Union Directive on Data Protection

Unlike the United States, the European Union has established comprehensive data privacy laws for its member states.  Directive 95/46/EC, otherwise known as the directive on data protection, applies throughout the EU.  It prohibits companies from collecting personal information unless necessary.  It also specifically addresses offshore transactions in Chapter IV, Article 25, which states:

“The Member States shall provide that the transfer to a third country of personal data which are undergoing processing or are intended for processing after transfer may take place only if, without prejudice to compliance with the national provisions adopted pursuant to the other provisions of this Directive, the third country in question ensures an adequate level of protection.” (European Parliament, 1995)

The European Commission has not approved common offshore destinations such as India.  Until it does, EU companies are heavily restricted as to the types of activity that can perform offshore.

The Firm: Business Strategy for Offshore Outsourcing

Because the clockspeed (Fine, 1998) of the software industry far outpaces the clockspeed of international law, firms must be weary of relying too heavily on developments in the law to protect them during this nascent stage of offshore outsourcing.  The mismatch in clockspeed creates an opportunity for arbitrage in a sense, where business practices are far outpacing legal ones and precedents remain to be defined.  While firms should be cognizant of the law and evolution of basic IP common denominators across countries in which the firm operates, the firm strategy should not rely on the law for enforcement of contractual agreements.  “Don’t confuse the law with policy and practice,” says Stephen Baxter, “You can have the strongest IP, but I only know of two cases where this helped the firm in the end,” (class lecture, April 10, 2004).  Therefore, despite the significance of legal developments, firms stand equally to benefit from a clear business strategy for outsourcing, data security and intellectual property protection.

In contrast to the perspective of the nation, or government, (Wiederhold, class lecture, 2004) for a firm the purpose of measuring the value of its intellectual capital is not to report the financial value, but rather to attempt to report the company’s success in managing its intellectual capital (Kumar, 2003).  This intellectual capital can be measured in terms of IP, however, it also includes certain tacit knowledge of the firm.  These intangible corporate assets include: human capital and structural capital (including innovation, relationship, and process capital).  His Holiness Pope John Paul II, the Roman Catholic Pontiff, recognized the growing importance of “know-how, technology, and skill” in His 1991 Encyclical Centesimus Annus writing: 

“Whereas at one time the decisive factor of production was the land, and later capital… today the decisive factor is increasingly man himself, that is, his knowledge.”
From a financial perspective one measure that has been used as an effective yardstick for intangible assets is Market to Book Value (M/B).  The more knowledge intensive the company, the greater the ratio (Kumar, 2003, Roos et. al, Winter).  
While firms have considered the strategic value of assets in the past using the framework in Figure 2, traditionally IP strategy has only included explicit, or hard assets in this analysis.  With the significant increase in offshore outsourcing, appropriability of tacit knowledge as an asset must also be considered.   
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Figure 2: Asset Appropriability Between Firms
Traditionally, a firm’s IP strategy has been viewed as a subset of the firm’s R&D strategy.  From this perspective, the global R&D strategy of firms has received considerable attention by economists and sociologists.  However, there is increasing concern that domestic firms are enabling foreign competitors by providing them with significant tacit knowledge and IP beyond R&D including the specific business knowledge and the business processes necessary to succeed.  

Hold-Up

From the perspective of potential hold-up by an outsource service providing firm (as illustrated in Figure 2) there are several issues to consider.  First, each firm must consider the relative balance of power in the relationship.  In some cases, a multi-national firm may hold more power than the national government of a small country.  In other cases, the multi-national firm may have less power than local firms, due to personal relationships or other factors.  The importance of power in the relationship to either use other suppliers or to sell to other OEMs as well as the changing balance of this power over time must be considered.
Second, one must consider the time horizon of each firm involved.  From a game theory perspective, do both firms view their interaction as a repeated game, or do the firms see it as a one-time deal?  Is one firm more likely to view the relationship as short term than another?  What is the option value of extending the contract from each firm’s perspective?  How important is the reputation of the firms involved locally and internationally?  How will the reputation be damaged or not damaged by deviating from established contracts?  Depending on the two firms interacting, asymmetries in the answer to these questions in addition to the asymmetries noted above in national laws, can lead to “games” in which one firm may a greater incentive to ignore the established contract.  One way to reduce this risk is to place more emphasis on making the business transactions appear more like relationships (Moser, class lecture, 2004).       
Contracts

Companies considering offshore outsourcing must perform due diligence before inking any contracts.  Although this is not significantly different from on-shore outsourcing, due diligence may be more difficult to conduct in other countries due to language barriers, lack of accessible financial and credit information, and lack of standard corporate reporting guidelines.  Due diligence can involve, for example, physical inspection of offshore premises (Fitzgerald, 2003).  Despite the temptation toward what Marv Adams of Ford Motor Company (class lecture, April 21, 2004) calls the “quick fix hype,” offshore outsourcing requires a great deal of investigative work, especially considering the long term nature of agreements (J. Saliba, class lecture, April 21, 2004).  Offshore outsourcers must consider all aspects of their business before selecting a country and provider.  For example, companies outsourcing heavy data processing work in the EU may want to consider Hungary and the Czech Republic to avoid infringing the Directive on Data Protection (A.T. Kearney, 2003).  According to Thibodeau (2003), “companies need to go through an exhaustive due-diligence process and examine every possible contingency.”
Firms have typically restricted IP Strategy to concern their R&D efforts.  This includes patents, copyrights, and trade secret information.  However, with the current trend towards increased business process outsourcing, it is important that firms consider a holistic view of their IP Strategy in order to prevent unintentional IP leakage to outside of the firm.  Additional sources of strategic advantage to be considered include business processes, industry specific knowledge, and operations management.
The Individual: Cultural Context for IPR Actions 
Economists prefer not to discuss culture because it is difficult to quantify, however, cultural norms can significantly influence decision making on an individual level within the firm.  Thus, the implications of cultural perspectives on intellectual property risks in offshore outsourcing must be considered.  For the purposes of this paper we consider culture to be: a collection of practices in a country that are integrated to create a stable set of behaviors.  Cultures are made up of a set of underlying assumptions about how organizational members are expected to behave (Schein, 1992).  In other words, culture drives behavior.

Although firms too can have their own cultures, in the context of outsourcing relationships, local or national cultures are likely to dominate individual decision making (Olson & Olson, 2004).  In order to work effectively at the individual level, several concepts are useful.  First, an outsider or mediator, may to help individuals working together to identify the gaps in their assumptions that may lead to misunderstandings.  Since culture is by definition ingrained, it is difficult to see the gaps without the assistance of a third party.  With limited cross-cultural interaction, individuals often see the “artifact or technical change, but not the underlying process assumptions” which may be clearly different (Klein, 2004).  Second, it is important that the organization of both firms develop an infrastructure that supports development of this cultural understanding.  

From this basis, individuals can go forward and address the specific cultural issues at hand.  Olson and Olson suggest two basic classes of cultural issues that can develop in the work setting of virtual software development teams: (1) Team composition—the members of the team, what motivates them, and how they develop trust in each other; and (2) Teamwork—ways in which the activity progresses, including the predilection for planning, the process and content of decision making, and the wish to take responsibility (Olson & Olson, 2004).          

Cultural Proximity

Similar to the social research on the importance of geographic or physical proximity to the natural grouping and network relationships between individuals, researchers have also espoused the notion of cultural proximity as an aid in providing linking mechanisms.  For example, because of the strong emphasis on state IP during the Soviet years, the cultural attitude toward IP in Russia is relatively on a par with Western countries (J. Alice, class lecture).  Such proximity should be considered when evaluating the intangible costs and benefits of developing particular outsourcing relationships.

According to sociologist, Hofstede, there are five relevant cultural dimensions to consider in work-related relationships between individuals (1984) and these dimensions are being cited again today (Offshore Outsourcing World, 2004) as critical to the success of offshore outsourcing.  These include:

1. Revering hierarchy – Is there a clear gap between managers and subordinates or are subordinates expected to speak out?
2. Individualism vs. collectivism – Do individuals seek to advance their own position or the corporation or community?
3. Task vs. relationship-focused – Is the goal to take care of business or to develop relationships and maintain quality of life?
4. Risk avoidance – What is the trade-off between developing rules for uncertainty vs. tolerance of ambiguity? 
5. Perception of time – Is the primary focus on the past, present, or future?

India and Russia: Specific examples of cultural influences

For example, the effects of cultural assumptions when comparing outsourcing from the United States to India and Russia are significant.  Using the criteria above as a guideline we can compare India, Russia, and the United States.  In Russia, rank is very important, whereas in the United States it is less important.  The individualistic perspective of America culture permeates all aspects of business.  Interestingly, economic models that presume the individual as the decision maker are entirely an American cultural artifact (Temin, 1997).  The United States has a very high focus on tasks.  While more relationship focused than the United States, India could be considered task-focused from a work perspective.  Russia on the other hand is much more quality-of-life focused.  Russia is very high on the risk avoidance scale, whereas the United States and India are much more tolerant of ambiguity.  Again, from a business perspective, Russia and the United States are very much focused on the here and now, India to a lesser extent.  
Cultural assumptions about the nature of work itself can influence the turnover rates in the country of interest.
“In India, turnover was so high is was difficult to put a team together and stay with it…In Russia, people stay with the company and are committed,” says Yossi Elax, vice-president of R&D at Draeger Medical Systems Inc.  (Bush, Business Week Online, 2004)
As a result of these differences, managerial compensation expectations and the types of incentives (long term vs. short term, individual vs. group, years of service, following the rules vs. flexibility) corresponding to them should differ.  In the end, an NDA is only as good as the individuals signing it (J. Alice, class lecture), because once the agreement is broken most of the damage will have been done and it is difficult to recapture the damages via individual punitive measures.  It has been stated by some that perhaps the reason for the relative success of outsourcing between the United States and India is due to this “cultural proximity” (Offshore Outsourcing World, 2004). 
In conclusion, despite our inability to specifically quantify the effects of cultural differences, these differences as well as associated costs for managing them should be considered in outsourcing decisions.  Inherent assumptions can have a significant effect on the success or failure of an outsourcing arrangement.
“The changes in attitudes and behaviors that are essential to sustain the new culture [of the firm] in any outsourcing arrangement can only be achieved at a human pace.  People are not machines, despite the technocrats tendency to refer to people as “resources.”” – (Kris, 2003)  
In the end it is the institutionalization of the new ideas that qualifies as true change, however, this institutional change must be rooted in change at the individual cultural level and not imposed from the nation-state or it may be interpreted in a variety of ways at the individual level.  Because culture forms the basis for all implicit contracts between individuals (Temin, 1997), it can not be simply ignored.   
Case studies

Security, as professionals ranging from law enforcement officers to cryptographers know, represents a negative goal.  No one can achieve perfect security, and even if someone does, no one can verify it.  Only one breach can completely undermine confidence in an organization.  Figure 3 uses a Kano diagram to illustrate security as the type of attribute which can be classified as “must-be”, or necessary, from the customer point of view, but that does not provide additional value because it is there (Shiba & Walden, 2001).   
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Figure 3: Security is a Necessary Attribute
As Figure 3 illustrates, companies will not receive praise for tight security.  As a result most try implementing security thoroughly but silently.  Every so often, though, high profile cases of theft, espionage, or negligence emerge in the media.  When they involve offshore outsourcing, they are magnified even further because of their possible political implications.  This section describes a few of these high profile breaches of security and examines their causes.

Geometric Software Solutions Company

In 2002, Geometric Software Solutions Ltd. (GSSL), a company based in Mumbai, India, fired Shekhar Verma from his position as a computer engineer (Rediff, 2002; Fitzgerald, 2003; Garfinkel, 2004).  GSSL was performing debugging work for Massachusetts-based SolidWorks Corporation, a subsidiary of the French company Dassault Systemes SA.  Verma had obtained the source code to SolidWorks 2001 Plus, a major product of the company. He sent out emails to SolidWorks' competitors, asking $200,000 for a copy of the source code.  One of the competitors notified the US Federal Bureau of Intelligence, which immediately launched an investigation.  It set up a sting in cooperation with the Indian Central Bureau of Intelligence and arrested Verma.  The source code was valued between 70 and 90 million dollars (upFront.eZine, 2002).

Prosecution of the case proved difficult, though.  The source code was considered a trade secret, and Indian trade secret laws did not cover such thefts at the time.  Furthermore, “the source code didn't belong to GSSL, [so] technically, Verma didn't steal from an Indian company” (Fitzgerald, 2003).  The SolidWorks incident illustrates the uncertainty of trade secret laws in offshore operations.

Alibre

Coincidentally, a similar incident of source code theft occurred to Alibre, Inc.  In a press release dated October 23, 2003, Alibre accused a former Russian employee for stealing the source code to its product Alibre Design and re-releasing it under the title of “RaceCAD” (Alibre, 2003).  According to Alibre's CEO, J. Paul Grayson:

“We did a thorough technical review of our security precautions and decided that we were doing everything that can reasonably be done without seriously impacting our development productivity. We feel this is analogous to a bank teller stealing cash from the drawer.” (Mainville, 2003)

Like the SolidWorks case, however, Alibre found it difficult to convince Russian authorities to take strong action against the developers of RaceCAD.  The RaceCAD website (http://racecad.narod.ru) is even still functioning in spring 2004.

University of California at San Francisco Medical Center

Because of subcontracting, an organization's data can end up offshore unintentionally.  The University of California at San Francisco (UCSF) Medical Center never intended to send confidential patient records overseas, but on October 7, 2003, it received an email from a Pakistani medical transcriber, Lubna Baloch, threatening to disclose private records if UCSF did not pay her $500 she claimed it owed her in backpay (Lazarus, 2004).  UCSF verified the authenticity of the records she possessed and launched an investigation.  Authorities uncovered a chain of subcontractors of whom UCSF was completely unaware.

(1) UC San Francisco Medical Center outsources doctors' dictated notes to a Sausalito company (2) called Transcription Stat, which for 20 years had been transcribing the hospital's records.  (3) Transcription Stat in turn outsources the work to 15 subcontractors, including Sonya Newburn in Florida.  (4) Newburn says she then outsourced the work to a Texas firm called Tutranscribe, run by Tom Spires. (5) Spires, according to Newburn, next outsources the work to Lubna Baloch in Karachi, who agrees to transcribe UCSF's notes for a fraction of what Transcription Stat originally offered. (Lazarus, 2004)

The fallout from this event reverberated throughout both domestic politics and the offshore medical transcription industry.  Representative Edward J. Markey (D-MA) sent a letter to US Department of Health and Human Services Secretary Tommy G. Thompson on February 23, 2004, expressing his concerns about offshore privacy (Markey, 2004).  He sent similar letters to the Federal Reserve, the Securities and Exchange Commission, the Federal Trade Commission, the Federal Communications Commission, the Internal Revenue Service, the Defense Department, Homeland Security Department, and the Central Intelligence Agency.  Each letter cited the Pakistani transcription incident as evidence of a threat to American privacy.  He is also planning to require companies to reveal their offshore outsourcing practices (Lazarus, 2004).

Offshore medical transcribers feel that the Pakistani incident is receiving undue attention.  Raj Malhotra (class lecture, April 10, 2004), CEO of Spryance, said that similar security breaches could occur anywhere, not just offshore.  No amount of privacy legislation can fully prevent them, and in this case a series of obviously unethical and illegal actions led to the problem.  However, the issue highlighted by the Pakistani incident was not so much that such events could occur but that when they do occur, firms have little legal recourse.  

The lack of legal options for firms further emphasizes the need for clear pre-emptive business strategies to prevent such oversights and occurrences in the future.  This case illuminates a grey area between outsourcing and offshore outsourcing.  In the case of UCSF, the firm did not know its’ data was being processed outside of the country.  Simple contractual elements can remedy this situation.  Such elements are discussed in further detail under strategies for offshore outsourcers.  

Strategies for Firms

In many respects the strategies for successful offshore outsourcing from the perspective of the outsourcer as well as perspective of the service provider are the same.  By developing long-term relationships, both firms derive benefits beyond the explicit contractual agreements negotiated and act in ways such as to “grow the pie” bigger.  Nonetheless, the strategic emphasis of firms will differ depending on if the firm is a supplier or buyer of services.    
Strategies for offshore outsourcers

As the previous examples illustrate, data security can be extremely difficult to maintain in an offshore outsourcing relationship.  The ease of access to sensitive information combined with uncertain legal environments creates a high risk of misappropriation.  In particular, trade secrets such as source code receive limited  protection in many other countries.

Marv Adams, CIO of Ford Motor Company, suggested the following framework (Figure 4) as a basis for the strategy of firms conducting offshore outsourcing (class lecture, April 21, 2004).
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Figure 4: Framework for IP Strategy of Firms
According to Adams, information classification must form the basis of a firm’s IP strategy.  However, Adams describes information classification in most companies as “pathetic” which positions these firms poorly to effectively utilize the other strategic methods in the pyramid.   Each strategic level of the pyramid will be discussed in further detail below.       
Information Classification

So what can offshore outsourcers do to strengthen offshore data security?  The first, most obvious solution is to avoid sending sensitive data offshore in the first place.  Technology can help in many cases, according to Bob Suh of Accenture:

For most companies, the good news is that with increased sophistication of security software and the availability and decreased cost of bandwidth, many development shops in India can operate without having data physically resident in India -- which is a big deal for many companies.  (B. Suh, personal correspondence, 2004, April 7)

However, companies can fail to keep sensitive data onshore either out of naiveté or, more often, because they do not have a classification system delineating between sensitive and non-sensitive information.  Companies should consider adopting an information security classification similar to those employed by national governments.  For example, the US Federal Government sorts its sensitive information into confidential, secret, and top secret categories, applying an increasing number of precautions to each.  The government also requires its sub-contractors and sub-contractors’ sub-contractors to follow the same system.  By conducting a thorough security review of sensitive documentation, companies can create similar classifications.  The advantages are threefold.  First, it allows companies to determine what data can be processed offshore and what precautions are required. Second, it assigns responsibility of sensitive information to trusted sources, permitting much easier audit trails.  Third, it lowers costs by not applying restrictive constraints on public information.  Few companies can bear the costs of paranoia, nor is paranoia necessary.  Only certain pieces of information require strict protection, and once they are identified, companies can ensure they are maximally secure while other information is allowed to flow more freely.  Some companies, especially defense contractors, already have such procedures in place (Overby, 2004).

Financial Controls
Because the primary driver of offshore outsourcing is often to benefit from “labor arbitrage”, proper financial controls must be in place in order to quantify the costs and benefits associated with outsourcing.  For example, the resulting shift in cost allocations, such as percentage of labor spend on a product can have significant managerial accounting impact.  Thus, the cost basis and cost allocation methods, in particular the assignment of overhead, in the firm must be reconsidered for projects which are outsourced.  According to Robert Reich, in the past employees were an investment, just like factories or equipment.  Now, “Most companies have started to think of wages as variable rather than fixed costs” (Reich, 2003).  Ideally, if the outsourcing firm is already using accounting methods such as Activity Based Costing, these changes in cost allocation for overhead can be incorporated relatively easily.  However, firms considering offshore outsourcing should agree explicitly on their policy for offshore accounting to lessen incentives for policy swings following management changes (Adams, class lecture, April 21, 2004).  

Establishing firm financial controls are also important from the perspective of the classic “principal – agent” problem.  Without such controls, the agent, i.e. the outsourcing manager, has strong individual financial incentives to allocate the benefits or cost of outsourcing contrary to the position of the previous manager.  Loose financial controls tend to result in pendulum swings in firm strategic policy regarding outsourcing, and in particular offshore outsourcing (where financial regulations are less defined), as each new senior executive seeks to distance himself or herself from predecessors, “clean the books”, and then show immediate short-term financial benefits from his or her business strategy.  This is bad for both the outsourcing firm and the service provider (Saliba, class lecture, 2004).    
Organizational Design
Of course, not all sensitive data can be kept onshore.  From the organizational design perspective, companies should consider if and how their current structure will interface with outside service providers.  In some cases it may be best for a highly integrated firm to develop its own office overseas instead of outsourcing.  Reducing the future organizational costs of coordination (i.e. overhead) are amplified for offshore outsourcing over onshore outsourcing.  

Historically, global corporations have been organized as multi-domestic firms.  This model traditionally provided firms with the financial benefits of expanding globally while minimizing the need for operational processes to cross national borders (Westney, 2004).  This traditional model has limited the transfer of knowledge and IP across national borders.  

However, in an age of increasing global competition, knowledge sharing across borders has become imperative and in the past decade two predominant organizational models for the global firm have evolved (Westney, 2004).  The first design is a matrix structure based on product lines and countries.  The second design is called a back to front model.  In this model, “back office” functions, such as engineering and operations, are grouped together across the entire organization pooling resources and taking advantage of economies of scale.  In contrast, “front office” functions, such as sales and marketing, are grouped based on geographic continuity or similarity.  While some companies have attempted to outsource entire “back office” functions, this can be difficult depending on the degree of integration required across the rest of the firm. 
Contractual Relationships
After selecting an offshore provider, companies need to be extremely careful in writing their contracts.  The normal precautions to any outsourcing agreement apply, such as the inclusion of termination clauses and measurable expectations. However, contracts with offshore providers require outsourcers to consider carefully the validity of any implicit assumptions.  In particular, outsourcers must account for the international variance in trade secret and nondisclosure laws. Onshore agreements can usually assume fundamental legal protections.  Offshore contracts, on the other hand, must explicitly describe each party's liabilities in case anything goes wrong.  As Joe Saliba (class lecture, April 21, 2004), CEO of CGI US, says, “There's too much trust before signing and too little trust after signing.”  With a properly written contract, both parties understand their obligations and can operate with a minimum of overhead.

Firms who are outsourcing work should examine contractual models developed by highly regulated industries such as US government contracts or the medical and pharmaceutical industry.  Fortunately for IT related work, governments are less involved in stipulating regulations leaving the specifics to the firm or industrial standards bodies, however, the processes these regulated industries have in place to ensure traceability and accountability throughout the supply chain provide one model for control by the OEM.  For example, if the manufacturer or re-seller of an FDA approved medical device wishes to change the supplier of a component or if the supplier of a component wishes to change a sub-supplier of the component the FDA must be notified.  The FDA also reserves the right to visit any and all levels of sub-contractors to ensure compliance with regulations (Spector, class lecture 2.872, 2004).  Writing these types of clauses into the contracts with suppliers could not only elevate supply chain visibility, but reduce the probability of a scandal such as the UCSF case discussed above.
Internal “Ethical Hacking” Group
Similar to the branches of the Federal Government and the FDA that visit sub-contractors unannounced in order to ensure compliance with regulations, the outsourcing firm should consider establishing a separate individual (or group) with responsibility for “ethical hacking”.  Once the lower levels of the pyramid have been established, the function of this group becomes clear.  The group is then able to effectively monitor suppliers, both on-shore and off-shore from the standpoint of data security, financial controls, and legal contractual agreements.  
Contracts should also stipulate procedures for this type of periodic auditing (Raysman & Brown, 1998).  Periodic auditing most obviously takes the form of onsite inspections, but it can include other methods.  For example, some companies, especially those with large IT departments, employ “white hat” hackers to test network security (M. Adams, class lecture, April 21, 2004).  Such auditing should take place in any outsourcing agreement, but offshore relationships require additional scrutiny.

Naturally, there is a greater overhead required for offshore outsourcing as a result of these requirements.  However, these costs must be considered at the forefront when considering outsourcing practices.  Whereas the government may require various levels of security for companies in healthcare, medical devices or military applications, other firms must weigh the additional costs of security against the savings derived from outsourcing.
Strategies for offshore providers

The burden for due diligence rests on the client, not the provider, however, an offshore provider unable to convince clients of the effectiveness of their security precautions will ultimately be at a competitive disadvantage.  The risks, after all, flow both ways.  Lakshmi Narayanan of Cognizant Technology Solutions says, “It would take only one major security breach from a poorly run company to ruin things for the rest of the industry” (Singh, 2004).  How do companies, wherever they are located, achieve such trust?

Indian offshore outsourcing providers seem to agree on one solution: outside certification.  Standards that are developed by powerful industry groups have the benefit of being non-nation and non-firm specific.  Therefore strong industrial standards bodies serve to accelerate cooperation across national boundaries within specific industries by bridging gaps at the nation-state level.  For example, Indian companies continually subject themselves to auditing procedures in an effort to build trust and lower the level of perceived risk for potential clients.  Most of these certifications, such as ISO 9000, focus on quality management, not security issues (ISO, 2003), but others do address security precautions.

For example, Carnegie Mellon Software Engineering Institute's Capability Maturity Model (CMM) products provide structured processes for software development.  Companies certified in one of the CMM products must include security as an integral component of their software processes.  CMMI-SE/SW/IPPD/SS, V1.1, Continuous, lists privacy requirements, security requirements, and security procedures in its plan for data management, SP 2.3-1 (Carnegie Mellon Software Engineering Institute, 2004).

CMM compliance is far from trivial.  However, offshore firms are quite willing to spend money on certification to improve their process quality.  According to one executive, “All Indian firms are CMM Level 5.  Most software companies are Level 2” (Sand Hill Group, 2003).  Such certifications can greatly improve an offshore provider's image, and customers will more likely trust its security precautions.  Strict standards also provide a potential for differentiation of the offshore service provider firm on quality of service, beyond strictly direct costs of service.  With the current explosion in the number of offshore service providers, consolidation in the industry is unlikely in the next few years.  As such, the firm that can differentiate itself by supporting better data security and IP awareness stands much to gain.    
Conclusion

Data security in offshore outsourcing arrangements is not trivial to implement.  However, with a few basic precautions, companies considering outsourcing can minimize their risk exposure.  Firms must know the legal system of the country where the provider is located and must be careful not to violate their home country's privacy laws.  Companies should choose their provider carefully and write their contracts even more carefully.  Linking relationships and relational contracts between key individuals at the outsourcing and service providing firms should also be established to hedge against risks at the national level.  The intellectual property leakage risk is very real, as other companies' experiences have demonstrated, but with the proper controls and strategy, the risk can be kept on par with outsourcing on-shore.
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