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Request and Response: 

1a. May you confirm who deployed these networks and their names (i.e. in the instance of Sunderland City Council's corporate network, it has been reported that the network was deployed by BT:

http://www.telecompaper.com/news/bt-delivers-corporate-network-for-sunderland-city-council--819112)

Answer

· BT supported private MPLS network
· BT & Virgin Media on legacy point-to-point communication platforms
· Virgin Media under West Midlands PSN

1b. May you provide me with copies of the tender award documents (these may be:

 1b.1 – the invitation to tender, and 

 1b.2 – the final contract, and 

 1b.3 - etcetera, wherein they display an evaluation of the tender process) relating to the deployment of your corporate network.

1c. I would like to be able to contextualise the successful bid by understanding how many bids you received and how they were evaluated.

Answer
The Authority took the opportunity to move this expenditure onto an already procured government framework, thus negating the need to carry out our own procurement process.  See embedded documents.

Supplier financial information cannot be given as this is commercially sensitive information, but the Authority can tell you that the contract value on this occasion is £391k per annum.  

•
http://ccs-agreements.cabinetoffice.gov.uk/contracts/rm860
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2a. I would like to know what anti-virus and anti-malware solutions you use, this information would be the names of the solutions, the locations at which they are installed, and the names of the companies who have provided them.

Answer

•
McAfee

•
Installed by SMBC

•
Provider is Caretower Ltd.

2b. May you provide me with copies of the tender award documents for these

      solutions, as per 1b.

Answer

•
See answer to 1.b
· Security Framework agreement
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2c. May you confirm the date these solutions have been running for.

Answer

•
December 2014 – December 2015
2d. May you confirm the number and type of machines across which these

solutions are installed.

Answer

•
4,500 desktops, laptops and servers

2e. May you inform of whether there is an employee responsible for maintaining these solutions, and whether this employee does so exclusively

Answer

•
Not one specific employee

If you may also explain to me their title and pay range in pounds sterling.

Answer

•
ICT Officer Level 2 - £31,439 - £35,953.

•
ICT Officer Level 1 - £26,784 - £30,546.

•
ICT Officer - 
     £22,001 - £26,016.



3a. May you inform me of the number of malware alerts that your AV solutions    detected in the past twelve months.

Answer

•
1782
3b. Most solutions will provide alerts when it comes to malware detections, may you inform me of the number of alerts your solutions have provided, by solution.

Answer

•
McAfee

·        1782
*3b.2* May you provide me with a copy of this granular information – preferably in spreadsheet format – for the period covering the last twelve months, or shorter if not applicable.  

Answer




[image: image4.emf]VSE__Summary_of_T hreats_Detected_in_the_Last_year (2).xlsx


3c. I also wish to receive information about the number of infections that have occurred in the last twelve months, and in what areas, and on what machines these occurred.

Answer

•
1782
· Multiple Locations

· Desktop workstations

· Laptops
3d. I would like to know at what account level these infections occurred.

Answer
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3e. I would like to know how many instances were there in which these

infections were not contained, but spread to another part of the network.

Answer
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3f. I would like to know what the entry-point of these infections was, in each case.

Answer

•
Information not recorded
3g. I would like a list of the number and type of unauthorised accesses within your networks.

Answer

•
Nil

3h. I would like to know how many of these were classified as personal data

incidents and how many were reported to the Information Commissioner's

Office.

Answer

•
N/A

4a. If one exists, may you explain your password policy and its enforcement.

4b. If one exists, may you explain your log-on policy and its enforcement.

4c. If one exists, may you explain your email policy and its enforcement.

4d. If one exists, may you explain your device policy (i.e. nothing from

home) and its enforcement.

Answer to 4a – 4d
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4e. May you clarify whether you store and or process bank card data?

Answer

•
SMBC does not store actual credit card data.

4f. May you clarify whether you are PCI compliant?

Answer

•
Yes
	If you wish to receive further information in regards to this request or wish to submit a Freedom of Information Request please forward your request to contact@sandwell.gov.uk or Information Management Unit, Sandwell Council House, Freeth Street, Oldbury, West Midlands, B69 3DE.


�





Freedom of Information









VSE__Summary_of_Threats_Detecte

		Event Category		Threat Type		Threat Name		Event Description		Threat Target Account Level		Action Taken		OS Platform		Detection Source

		Malware detected		Virus		Artemis!B420138B88ED		Infected file found.		User		None		Workstation		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot.gen.apc		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Generic.vc		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-OutBrowse		Unwanted program, no cleaner, deleted		User		Deleted		Workstation		McAfee Agent

		Malware (av.pup)		Password Cracker		PWCrack-Cain		Unwanted program, clean error, deleted		User		Deleted

		Malware detected		Trojan		RDN/Generic Exploit!1n3		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/HideLink.A		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/HideLink.A		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Generic Trojan.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.agg		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.agg		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		CryptDomaIQ		Unwanted program deleted.		User		Deleted

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Exploit-SWFPoP		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.cb		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Exploit-Blacole.lj		Infected file successfully Cleaned.		User		Cleaned		Windows Vista		McAfee Agent

		Malware detected		Trojan		Suspect-BW!451F8B9F315F		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dj3		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		RDN/Generic.dx!dj3		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista

		Malware detected		Trojan		JS/Redirector.bi		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dh3		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic!atr		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abn		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		JS/IFrame.gen.j		Infected file successfully Cleaned.		User		Cleaned		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.afq		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Trojan-FGXO		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Trojan-FGXO		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Upatre-FACH!9E5A486AF484		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Upatre-FACH!9E5A486AF484		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Upatre-FACK!8C62B927B747		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Bartallex.v		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.cr		Infected file deleted.		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!FD0F57FD1F93		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz				User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz				User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz				User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.x!cqn		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		BackDoor-FCIO!EE826C184155		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Generic.ux		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vc		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.x!cqn		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted

		Malware (av.pup)		Password Cracker		PWCrack-FOV		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Password Cracker		PWCrack-FOV		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Password Cracker		PWCrack-FOV		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Generic PUP		Unwanted program deleted.		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista

		Malware detected		Trojan		Generic BackDoor.agb		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Ransom!remnants		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Ransom!remnants		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dh3		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic!atr		Infected file deleted.		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vi		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W97M/Downloader.ao		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Tool-HideWindow		Unwanted program, clean error, deleted		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dhg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.hra!cd		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dh3		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Artemis!B9FBAE798C76		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.hra!ci		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Professional		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FAND!EADAFC9B1891		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FAND!EADAFC9B1891		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz		Unwanted program, clean error, deleted		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!fl		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!fl		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program, clean error, deleted		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-CRD		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.x!cqn		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		Mad.dam		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dj3		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		RDN/Generic.dx!dj3		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Trojan-FFTW!68368A8B769A		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Trojan-FFTW!68368A8B769A		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted

		Malware detected		Trojan		RDN/Generic.dx!djg		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Server		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Joke		Joke-Bluescreen.c		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware detected		Trojan		Downloader-UA		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Trojan		Downloader-UA		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Trojan-Dridex		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Trojan		Trojan-Dridex		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Trojan		Trojan-Dridex		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Trojan		Trojan-Dridex		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file found.		User		None		Windows Vista		McAfee Agent
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THE METROPOLITAN BOROUGH OF SOLIHULL


and


XXXXX [Name of Authority]

“BACK TO BACK” AGREEMENT


Relating to the provision of Public Sector Network services


Version 1.7

15th January 2015


This AGREEMENT is made on 



                            201


BETWEEN


(1) THE METROPOLITAN BOROUGH OF SOLIHULL of Council House, PO Box 18, Solihull, B91 9QS  (‘SMBC’) and 


(2) XXXX [Name of Authority] of



(“Indirect Customer”)


BACKGROUND


(A) Through the initiative of the West Midlands Metropolitan Local Authority Chief Executives, Digital Birmingham and Socitm WM, a collaborative computer network project was initiated. The governance board of this collaborative project nominated SMBC to lead the procurement.


(B) The governance board elected to adopt a “Direct-Indirect” procurement model with SMBC as the sole Direct organisation.


(C) In 2012 SMBC commenced a procurement process to select a contractor from the GPS PSN Connectivity Framework (RM860) to provide SMBC with Public Sector Network Services.


(D) On 18th November 2013 SMBC entered into the WMPSN Contract with the Contractor.

(E) SMBC entered into the WMPSN Contract on behalf of itself and any other Public Body in the West Midlands.  


(F) The Indirect Customer is a Public Body which is entitled (with the consent of SMBC and the Contractor) to use the WMPSN Contract to procure services and now wishes to exercise that right.


(G) The Indirect Customer has read and approved the terms of the WMPSN Contract.


(H) It is intended that the Indirect Customer will play a full part in the WMPSN Contract and, shall be responsible (as between itself and SMBC) for supervising and administering the relevant works and/or services carried out in relation to the WMPSN Services by way of delegation of powers from clause 53 of Schedule 17 of the WMPSN Contract.

(I) The WMPSN Contract states that the Contracts (Rights of Third Parties) Act 1999 shall apply for the benefit of any Public Body in the West Midlands who shall be entitled to claim for any breach of the WMPSN Contract by the Contractor in so far as any such breach affects the rights, property, or interests of the relevant Public Body.


(J) SMBC and the Indirect Customer have agreed to enter into this Agreement to formalise their commitment and to set out their respective roles and responsibilities in relation to the joint working arrangement with effect from the date hereof  and this Agreement is supplemental to the WMPSN Contract . The terms and conditions of the WMPSN Contract remain unchanged and in full force and effect.


(K) SMBC and the Indirect Customer wish to enter into this Agreement pursuant to Section 2 of the Local Government Act 2000 and/or Section 111 of the Local Government Act 1972 and/or the Local Government (Contracts) Act 1997.   


DEFINITIONS AND INTERPRETATION 


1.1 In this Agreement: 


1.1.1 the following terms shall have the meanings given to them below:


“Bespoke Service”
means as defined in the WMPSN Contract

‘Commencement Date’
means  18th November 2013

‘Compensation Event’

means as defined in the WMPSN Contract


“Confidential Information”
means as defined in the WMPSN Contract


“Contractor”
means the Contractor who is a party to the WMPSN Contract

‘Contract Term’
means the term of 5 Years from the Commencement Date  unless extended by SMBC in accordance with Clause 1.2 of Schedule 18 of the WMPSN Contract (and therefore including any such extension)


“Governance Arrangements”
means those arrangements agreed between SMBC and any of the Public Bodies who are indirect customers under the WMPSN Contract from time to time.

“Indirect Customer`s 
means …………………………

Appointed Director” 

Indirect Customer’s
means …………………………


Service Manager


“Parties”
means SMBC and the Indirect Customer. 

“Party”
means either SMBC or the Indirect Customer.


“Public Body”
means those bodies and organisations referred to in  Appendix 1 of Schedule 18 to the Framework Agreement

“WMPSN Service Manager”
means the individual appointed by SMBC to oversee the WMPSN contract.

‘WMPSN Contract’
means the contract for the provision of Public Sector Network Services dated 18th November 2013 made between SMBC and the Contractor including any and all volumes, schedules and appendices (as amended)


“WMPSN Services”
means services provided by the Contractor to the Indirect Customer through the WMPSN Contract and better defined in all change request forms completed in accordance with schedule 18 of the WMPSN Contract

;


1.1.2 headings are for reference only and do not affect interpretation;


1.1.3 a reference to a clause, recital or paragraph is a reference to a clause, recital or paragraph of this Agreement unless the context requires otherwise;


2.
COMMENCEMENT AND KEY OBJECTIVES


2.1 This Agreement shall commence on the date hereof and shall continue for the Contract Term.

2.2 The expiry of this Agreement in accordance with Clause 2.1 or Clause 2.2 is without prejudice to the accrued rights of the Parties.  Without prejudice to the generality of the foregoing, SMBC acknowledges that it is possible that there could be a dispute involving the Indirect Customer under the WMPSN Contract or this Agreement following the end of the Contract Term, for example (and without limitation) in respect of latent defects.  Accordingly, SMBC acknowledges that the provisions of Clause 25 and 26 hereof shall apply in respect of the same.


2.3 Without prejudice to the terms of this Agreement, the Parties agree that they will conduct their relationship in accordance with the following principles:


2.3.1 Openness and Trust – the Parties will be open and trusting in their dealings with each other, make information and analysis available to each other, discuss and develop ideas openly;


2.3.2 Confidentiality – the Parties will respect matters of commercial confidentiality and such other matters of a confidential or sensitive nature;


2.3.3 Mutual Respect – the Parties and their members and officers will act in such a way as to foster a relationship of mutual trust and respect


2.3.4 Decision Making and Approvals – the Parties will take all necessary decisions acting reasonably and in good faith and each Party hereby represents to each other that it has obtained all the necessary consents sufficient to fulfil the obligations they are signing up to under the terms of this Agreement


2.3.5 Commitment – the Parties will ensure that those officers working on matters related to the WMPSN Contract demonstrate their commitment to delivering the WMPSN Contract through attendance at meetings, timely provision of information requested, a commitment to reach a consensus on matters requiring a joint decision


2.4
The Parties intend this Agreement to be legally binding. 


3. 
LIABILITY UNDER THE WMPSN CONTRACT


3.1 The Indirect Customer acknowledges that SMBC is contractually liable to the Contractor under the WMPSN Contract.


3.2 The Indirect Customer agrees to indemnify SMBC against any costs claims actions and demands that SMBC may incur as a result of the Indirect Customer receiving the WMPSN Services under the provisions of the WMPSN Contract.


3.3 The Indirect Customer agrees hereunder to be liable to SMBC for its acts or omissions relating to the WMPSN Services and for carrying them out in accordance with the WMPSN Contract.


3.4 The Indirect customer may pay the Contractor directly for their services.

3.5 The Indirect customer’s indemnity of 3.2 and 3.3 applies to SMBC`s liability under the WMPSN Contract for which the Indirect Customer Indemnifies SMBC. This includes all the matters contained in the  WMPSN Contract, which includes without limitation:


3.5.1 payment for the WMPSN Services received by the Indirect Customer;

3.5.2 Performance Reporting. Any Indirect Customer will receive its own Performance Monitoring, as set out for the Customer Authority in Schedule 2.1.


3.5.3 Security Requirements and Plan. Any Indirect Customer will receive its own Security service, as set out for the Customer Authority in Schedule 2.2, except as specified for additional requirements of specific Indirect Customers.


3.5.4 Implementation Plan. Any Indirect Customer will receive its own Implementation Plan, as set out for the Customer Authority in Schedule 4.1.


3.5.5 Testing Procedures. Any Indirect Customer will receive its own Testing service, as set out for the Customer Authority in Schedule 4.2.


3.5.6 Governance. By invitation of the Customer Authority, Indirect Customers will be represented at the Management Boards set out in Schedule 6.1 and will identify their own Service Manager.


3.5.7 Business Continuity and Disaster Recovery. The Contractor shall make Business Continuity and Disaster Recovery Provisions for the Indirect Customers, as set out for the Customer Authority in Schedule 6.5.

3.6 The Indirect Customer agrees to comply in all respects with the WMPSN Contract


4.
SMBC OBLIGATION’S

4.1
SMBC shall not make any changes to any Change Request Forms submitted by the Indirect Customer and any subsequent Change Authorisation Forms when submitting them to the Contractor.   Should any changes be requested by the Contractor, as part of the process set out in Schedule 6.2 of the WMPSN Contract, to be incorporated in the relevant Change Authorisation Note, SMBC must obtain prior written approval from Indirect Customer`s Appointed Director in order to bind the Indirect Customer to those changes.

4.2
SMBC shall automatically assign title to all of the Exclusive Assets that apply to the Indirect Customer and that are acquired under clause 9.3 of Schedule 6.4 of the WMPSN Contract.


5.
INVOICING


5.1 The Indirect Customer accepts that the Contractor shall invoice the Indirect Customer directly for the WMPSN Services provided under the WMPSN Contract and for the avoidance of doubt where any monies are due and payable to the Contractor relating to the WMPSN Services the Indirect Customer shall be responsible for payment in accordance with the provisions of the WMPSN Contract.


6. TERMINATION

6.1
Not withstanding the generality of clause 3.5 above the Indirect Customer shall comply in all respects with the provisions of Clauses 45, 46, 47 of the WMPSN Contract in the event that the Indirect Customer wishes to terminate the WMPSN Services.

6.2 
The Indirect customer will be responsible directly for any costs associated with the termination of services. and shall indemnify SMBC against all costs claims and demands that may be made by the Contractor relating to the termination of the WMPSN Services.


7.
PROVISION OF INFORMATION


7.1
The Indirect Customer shall provide in a timely manner all relevant information and assistance to SMBC reasonably required in order to enable SMBC to fulfil its obligations under the WMPSN Contract in relation to the WMPSN Services.


7A
ADDITIONAL COSTS


7A.1
The Indirect Customer shall be responsible for any and all administrative and related costs (both its own and the Contractors) in connection with its order arrangements under the WMPSN Contract.


7A.2
Without prejudice to the generality of Clause 3.3, the Indirect Customer is responsible for its own ordering systems in relation to the WMPSN Contract.


7A.3
Indirect Customer shall be responsible for a fair and reasonable proportion of any costs in relation to any disputes in connection with this Agreement and/or the WMPSN Contract involving the Indirect Customer (including responsibility for its own costs).


7A.4
Where it is agreed in advance (acting reasonably) that SMBC or the Indirect Customer undertakes works planning and/or management activities for the other organisation, the party undertaking those activities shall charge to the other (which the other shall pay): 


7A.4.1
 a price that is equal to the staff re-charges rates in accordance with an agreed schedule between SMBC and the Indirect Customer that shall be in place from time to time; 


7A.4.2
a price for other resource costs provided, on the basis of an “open book” policy.


8.
GOVERNANCE


8.1
The Indirect Customer shall  be entitled to appoint a representative to the Programme Board, the Management Board or any sub board.

8.2 
SMBC shall provide reasonable notice of all meetings of the boards referred to in clause 8.1 above and shall circulate the agenda and papers for these meetings reasonably in advance of them.


8.3 SMBC shall circulate minutes of the board meetings within a reasonable time following the meetings.


8.4 Each of SMBC and the Indirect Customer may at their own discretion replace their representatives on the boards upon giving reasonable notice to the other parties

8.5 Notwithstanding any provision in this Agreement to the contrary, the Indirect Customer shall be invited to and shall use all reasonable endeavours to attend all scheduled meetings of the relevant board from the date hereof until the end of the then current Contract Term.


8.6 The Indirect customer may negotiate directly with the Contractor initially and as part of an on-going relationship. Change Request Forms are submitted via SMBC, as they are a variation to the SMBC contract, and will not be unreasonably rejected.


9.
NOT USED 

10.
SCOPE OF THE CONTRACT


10.1 The Indirect does not require SMBC’s approval to procure services, if they are within the scope of the contract (ie listed on the catalogue). If the services are not listed, then they are “Bespoke Services” and 10.2 and 10.3 apply.


10.2 The Indirect Customer shall not purchase or order any Bespoke Service under the WMPSN Contract without the prior written approval of SMBC (not to be unreasonably withheld or delayed).


10.3 If the Indirect Customer wishes to purchase any Bespoke Service and prior to seeking the approval of SMBC under the provisions of clause 10.1 above, the  Indirect Customer shall first obtain the approval of the Management Board.


11. 
IMPROVEMENTS


11.1
If, as a result of the operation of the WMPSN Contract, other issues come to light which are not covered by and need to be dealt with by this Agreement then the Parties shall in good faith use their reasonable endeavours to agree to incorporate these issues into this Agreement.


12.
ROLES AND RESPONSIBILITIES


12.1 The Indirect Customer shall be solely responsible for: 


12.1.1 scoping and  identifying their service requirements 

12.1.2 placing the order for the WMPSN Services with the Contractor

12.1.3 managing and overseeing the implementation of the WMPSN Services

12.2 For the avoidance of doubt SMBC shall not be liable for any costs or claims that may arise as a result of any errors that may occur in relation to actions contained in clause 12.1.1 to 12.1.3 inclusive. 


12.3 For the duration of this Agreement the Parties shall act diligently and in good faith in their dealings with each other.


13.
AGREED PRINCIPLES 


13.1
By virtue of this Agreement, the Indirect Customer agrees that for the duration of the Contract Term it will purchase services from the WMPSN Contract to meet its connectivity needs in respect of the WMPSN Services, except where the Contractor is unable to provide such services]

13.2
The Parties agree to work together to review the WMPSN Services and how the cross-regional service may be improved and made more effective for both parties.

13.3
The WMPSN Programme Board has agreed that a WMPSN Service Manager be appointed by the Customer Authority for the purposes of supporting the introduction, ongoing use, and expansion of the WMPSN. The costs of such a role will be apportioned between the Direct Customer and the Indirect Customers. The precise mechanism for calculating the amount due from each customer will be agreed by the WMPSN Management Board, or failing such agreement by escalation to the WMPSN Programme Board. 

 


14.
CONTRIBUTIONS


14.1
Where agreed in advance, the Indirect Customer shall reimburse reasonable costs that may be incurred by SMBC in connection with entering into and the operation of this Agreement. This may include sharing costs for overheads such as a WMPSN Service Manager.

15.
INDEMNITIES 


15.1
SMBC shall indemnify and keep indemnified the Indirect Customer against any losses, claims, expenses, actions, demands, costs and liability suffered by the Indirect Customer to the extent arising from any breach by SMBC of its obligations under this Agreement or the Contract or any negligent act or omission in relation to such obligations.


15.2
the Indirect Customer shall indemnify and keep indemnified SMBC against any losses, claims, expenses, actions, demands, costs and liability suffered by SMBC to the extent arising from any breach by the Indirect Customer of its obligations under this Agreement or any negligent act or omission in relation to such obligations.


16.
CONFIDENTIALITY


16.1
Without prejudice to Clause 34 of the WMPSN Contract, the Parties shall during the currency of this Agreement and at all times following its termination or expiry keep private and confidential and shall not disclose any Confidential Information.


16.2
The Parties shall not make any public statement or issue any press release related to or connected with the WMPSN Contract without prior consultation and agreement wherever possible with the other parties.  The Indirect shall make clear to SMBC the approval process for press and related publicity statements


17.
DATA PROTECTION AND FREEDOM OF INFORMATION


17.1
Each Party will:


17.1.1
comply with the Data Protection Act 1998;


17.1.2
maintain the confidentiality of personal data to which it has authorised access under the terms of this Agreement;


17.1.3
indemnify the other Party against loss, destruction or processing contrary to the Data Protection Act 1998 of data by itself, its servants or agents; and


17.1.4
in accordance with paragraph 12 of Part II of Schedule 1 to the Data Protection Act 1998 (a) process any personal data supplied to it by the other Party only on instructions from that Party and (b) comply with obligations equivalent to those imposed on a data controller by the seventh principle of Part I of the said Schedule.


17.2 Each Party acknowledges that the other is subject to the requirements of the Freedom of Information Act 2000 (FoIA) and the Environmental Information Regulations 2004 (EIR) and each Party shall provide (at their own expense) such assistance and/ or information reasonably required by the other in connection with any requests for information received by that Party under their respective information disclosure obligations.


17.3 Where a Party receives a request for information under the FoIA or the EIR which relates to the Agreement and/or the WMPSN Contract, it shall inform the other Party as soon as practicable and shall use all reasonable endeavours to consult with the other Party prior to any response being made and shall consider the representations made in relation to the decision whether or not to disclose the information requested. 


17.4 Notwithstanding the provisions of clause 17.3, each Party shall be responsible for determining in its absolute discretion whether any information requested under the FoIA or the EIR should be disclosed. 


18.
WARRANTY


18.1
Each Party warrants it has the power to enter into this Agreement and has obtained all necessary approvals to do so.


19.
SEVERANCE


19.1
If any provision of this Agreement is declared by any judicial or other competent authority to be void voidable illegal or otherwise unenforceable the remaining provisions of this Agreement shall continue in full force and effect and the Parties shall in good faith amend that provision in such reasonable manner as achieves the intention of the parties without illegality.


20.
ENTIRE AGREEMENT 


20.1
This Agreement sets out the entire agreement between the Parties with respect to the subject matter covered by it and without prejudice to any rights which have already accrued to either party it supersedes and replaces all prior communications, representations, warranties, stipulations, undertakings and agreements whether oral or written between the Parties.   The Parties confirm that they have not entered into this Agreement on the basis of any representations not expressly incorporated in this Agreement.  Nothing in this Clause 20.1 is intended to exclude or limit liability for fraudulent misrepresentation.


20.2
Nothing in Clause 20.1 (which is only intended to cover this Agreement) is intended to affect the WMPSN Contract.


21.
VARIATION


21.1
The terms of this “Back to Back” Agreement may only be varied by mutual written agreement signed by SMBC and the Indirect Customer. 


22.
NOTICES


22.1
Notices under this Agreement may only be given in writing.


22.2
Any notice given under this Agreement shall be sufficiently given if it is sent by fax, e-mail or first class post to the addresses stated above. Such notice or communication shall be deemed for the purposes of this Agreement to have been given or made 2 working days after posting. 


23.
NO ASSIGNMENT OR SUBCONTRACTING


23.1
This Agreement is personal to the Parties neither of whom may assign its rights or obligations under it in whole or in part without the other Party’s prior written consent such consent not to be unreasonably withheld or delayed.  


24.
WAIVER AND CUMULATION OF RIGHTS


24.1
No delay or failure by either party to exercise any of its powers rights or remedies under or in respect of this Agreement will operate as a waiver of them nor will any single or partial exercise of any such powers rights or remedies preclude any other or further exercise of them.  Any waiver to be effective must be in writing.  


25.
COMPLAINTS AND DISPUTES


25.1 The Parties to this Agreement undertake and agree to pursue a positive approach towards dispute resolution which seeks to identify a solution at the lowest operational level that is appropriate to the subject of the dispute and which avoids legal proceedings and maintains a strong working relationship between the parties.  

25.2 Before the refereing any dispute through the dispute resolution provisions contained in this clause 25 the Parties shall firstly refer the matter to the management board for determination. In the event the management board are unable to resolve the dispute then the matter can be refered through the provisions of 25.2 to 25.4 inclusive.

25.3 The Parties agree to comply with the dispute resolution provisions set out in the WMPSN Contract in respect of a dispute arising pursuant to the WMPSN Contract.  All other disputes (ie disputes as between the Parties only (each an “Inter Party Dispute”)) shall be dealt with in accordance with Clauses 25.2 – 25.4 and Clause 26, as follows:


25.3.1 Customer Service Manager to facilitate early redress. The Parties shall use their best endeavours to resolve the complaint to their mutual satisfaction at this stage.  


25.3.2 In the event that the dispute is not resolved under clause 25.2 the matter shall be referred (by notice in writing to the addresses referred to above) to the SMBCs Director of Resources and the Indirect Customer`s Appointed Director (or their respective nominees) who will use all reasonable endeavours to identify a mutually acceptable solution.  


25.4 In the event that the matter is still not capable of resolution it shall be referred for mediation under Clause 26.  


26.
MEDIATION


26.1
Subject to having exhausted the procedures set out in Clauses 25.2, 25.3 and 25.4, either Party may refer any dispute or difference arising in connection with this Agreement for mediation under a procedure appointed by the Centre for Effective Dispute Resolution.  


26.2
For the avoidance of doubt, nothing in Clauses 25.2 – 25.4 and Clause 26.1 shall prevent either Party from issuing court proceedings in respect of an Inter Party Dispute.


27.
CONTRACTS (RIGHTS OF THIRD PARTIES) ACT 1999


27.1
A person who is not a party to this Agreement shall not be entitled in his own right to enforce any term of this Agreement pursuant to the Contracts (Rights of Third Parties) Act 1999.


28.
LAW AND JURISDICTION


28.1
This Agreement shall be governed by English law. 


28.2
Without prejudice to Clause 25.3, this Agreement shall be governed by the English courts.


IN WITNESS WHEREOF the Parties  have executed this Agreement as a Deed the day and year first before written.


THE COMMON SEAL OF 



)


THE METROPOLITAN 



)


BOROUGH OF SOLIHULL  was hereunto
)


Affixed in the presence of



)












Director of Resources

THE COMMON SEAL OF 

)


XXXXXXXXXXXXXXX

)


XXXXXX 
was hereunto

)


affixed in the presence of

)


�



Please add in the date here



�Please add your official address here



�



Please add your organizations name here
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ICT Network connectivity for any Public Sector organisation in the West Midlands, including:

· Local Authorities

· Health

· Fire

· Police

· Third Sector

WMPSN INTRODUCTION

West Midlands PSN is a cross sector collaboration that brings together public sector bodies in the West Midlands, initially focussed on the collective procurement of Connectivity Services (WAN - the connections that carry electronic data, telephony and video traffic securely between public sector sites and LAN- the connectivity equipment in buildings.)

Public sector network aggregation is seen as a key enabler for achieving UK-wide efficiencies and is a programme of work endorsed by the Cabinet Office

West Midlands PSNC Business Case October 2012

WMPSN was formed to provide a governance structure to allow public sector organisations within the West Midlands to work in partnership to better address the ICT challenges they face.

The Partnership is focussed on turning the ICT challenges into opportunities to:

1. Drive business and operational efficiency.

1. Reduce costs.

1. Deliver joined up services for citizens.

1. Progress the green agenda more quickly.

“At an early stage it was recognised by WM PSN that the biggest ICT enabler to collaboration amongst each of the partners is network infrastructure.”

To underpin collaborative working the vision is to create a ubiquitous network infrastructure across the West Midlands region for all public sector bodies that is cost sustainable, secure, compliant, resilient, scalable and future proof. 











Connectivity services available through WMPSN typically include:

· Access circuits – copper or fibre including dark fibre

· Leased lines or private circuits, point-to-point or multipoint, Ethernet, SDH (Synchronous Digital Hierarchy) or DWDM (Dense Wavelength Division Multiplexing)

· Broadband – ADSL, SDSL (Asymmetric or Symmetric Digital Subscriber Line) or equivalent including LLU (Local Loop Unbundled)

· VPNs (Virtual Private Networks)

· Bandwidths from 2 Megabits per second to 10 Gigabits per second

· Local Area Networking equipment (LAN)

· Wireless Connectivity

· Professional Services



CAN YOUR AUTHORITY/PUBLIC SECTOR BODY USE THIS CONTRACT?

As procurement professionals you will need to check out for yourselves whether the contract has been let in a way that allows your authority to use the contract with the minimum risk. We believe this is the case; however we would expect you to want to check. To streamline this process for you we have put together a short explanation of the contract and all the links you will need for the relevant documentation to be able to make your decision. 

The procurement was run, sponsored and supported by the IEWM and Cabinet Office to act as a key procurement vehicle for all public sector and third sector organisations in the West Midlands. To ensure value for money over the life of the contract, benchmarking provisions have been included. There are added benefits for new joiners over time as further volume discounts are provided as the contract is adopted by new stakeholders.

If the documentation doesn’t give you everything you need, we’ve included a list of contacts below who would be happy to help.

Liz Welton

Head of Shared Procurement Service

Solihull MBC

















WMPSN CONTRACT DETAILS



In April 2013, Solihull Metropolitan Borough Council tendered for a WMPSN supplier, on behalf of the West Midlands Public Services Network. 

The contract was awarded to Virgin Media Business and signed in November 2013. The contract is for five years, with two twelve month extension options. 

Any Public Sector organisation in the West Midlands, including Local Authorities, Health, Fire, Police and Third Sector can join. (Please see Appendix 1 for complete list of organisations named in the contract). Indirect customers can sign up to WMPSN through completing a back to back agreement (Appendix 2). 





FRAMEWORK AGREEMENT RM860

Solihull MBC tendered for WMPSN with a Further Competition through the Crown Commercial Service (formerly GPS) Framework Agreement RM860 – PSN Connectivity. For further information on the Framework, please see the CCS link below:

http://ccs.cabinetoffice.gov.uk/contracts/rm860

The text from the web site is also included in Appendix 3.  





OJEU NOTICE

The original OJEU notice that led to the creation of the RM860 PSN Framework was issued by the Crown Commercial Service, a copy of which is available at the following link:

http://ccs.cabinetoffice.gov.uk/sites/default/files/contracts/PSN%20Connectivity%20OJEU%20%20FINAL.pdf















IEWM 

WMPSN is part funded by Improvement and Efficiency West Midlands (IEWM)– further information is available on their website:

‘IEWM are proud to have sponsored the WMPSN programme from its original conception through to a reality. The  initiative within the region will deliver a common infrastructure across so many diverse Public Sector bodies for the ultimate benefit of the citizens of the West Midlands. The WMPSN will lead to much closer collaboration between Local Authority, Health and Police in the region which allow closer working to deliver core services to all aspects of the communities we serve. The more Public Sector bodies that adopt the WMPSN the more benefits will be realised.” 





CONTACT DETAILS



For further information from an ICT or technical perspective, please contact:

Mike Slater – SMBC ICT Programme Manager 

0121 704 8068 mslater@solihull.gov.uk



For further information about WMPSN procurement requirements, please contact:

Aaron Keenan – Category Manager 

0121 704 8507 aaron.keenan@solihull.gov.uk



To speak to Virgin Media Business direct, please contact:

Mark Allen

Virgin Media Business, Midlands & Wales Public Sector

M 07918 710528 | E mark.5.allen@virginmedia.co.uk  






APPENDIX 1 – LIST OF WMPSN PARTNERS AND INDIRECT CUSTOMERS



WMPSN CUSTOMERS 

Solihull MBC is the direct customer, and other members of WMPSN can join up as indirect customers in accordance with the framework guidelines. 



The Tier 1 WMPSN Partners collaborating on the West Midlands PSN project are:

1) Solihull Metropolitan Borough Council (direct customer)

2) Warwickshire County Council and districts (indirect customer)

3) Worcestershire County Council (indirect customer)



Tier 2 other public bodies in West Midlands region who are already engaged with the WMPSN with an interest to procure at a later date are listed below (all are indirect customers):

4) Herefordshire County Council (including Wye Valley Health Trust)

5) Birmingham City Council 

6) West Midlands Police

7) Walsall Metropolitan Borough Council

8) West Midlands Fire

9) South Worcestershire (Malvern Hills, Worcester City and Wychavon DC)

10) Dudley Metropolitan Borough Council

11) Wolverhampton City Council

12) Sandwell Metropolitan Borough Council

13) Coventry City Council

14) Staffordshire County Council

15) NHS West Midlands

16) Redditch and Bromsgrove

17) Wyre Forest District Council

18) Warwickshire &West Mercia Police


other public bodies in the West Midlands region (see map at Fig 1) listed in the table below (indirect customers):

Fig 1





		Town and Parish Councils within the boundary of Partner organisations.



		Education establishments within the boundary of Partner organisations who are the subject of public procurement and listed on EduBase (Department of Education website http://www.education.gov.uk/edubase/ )



		Local Authority companies within the boundary of Partner organisations.



		Central Government Departments, Executive Agencies and NDPBs within the boundary of Partner organisations

http://www.civilservice.gov.uk/?s=PublicBodies2009_tcm6-35808.pdf

http://www.direct.gov.uk/en/Dl1/Directories/A-ZOfCentralGovernment/index.htm



		NHS Bodies England including Acute Trusts, GP’s, Pharmacies, Primary Care trusts, Care Trusts, NHS Hospital Trusts, Foundation Trusts, Strategic Health Authorities, Mental Health Trusts, Special Health Authorities, Community Health Councils, Local Health Boards, NHS Trusts, including Ambulance Trusts within the boundary of Partner organisations.

http://www.dh.gov.uk/en/Aboutus/OrganisationsthatworkwithDH/Armslengthbodies/Categorisationofarmslengthbodies/index.htm

http://www.nhs.uk/servicedirectories/Pages/PrimaryCareTrustListing.aspx

http://www.general-practitioners-uk.co.uk



		Hospices within the boundary of Partner organisations.

http://www.hauraki.co.uk/hospice_uk/



		Registered Social Landlords (Housing Associations)within the boundary of Partner organisations

http://portal.tenantservicesauthority.org/

http://www.rsrsurvey.co.uk/RSRDocuments



		Third Sector and Charities within the boundary of Partner organisations

http://www.charity-commission.gov.uk/

http://www.hmrc.gov.uk/charities/charities-search.htm

http://www.oscr.org.uk/



		Citizens Advicewithin the boundary of Partner organisations

http://www.citizensadvice.org.uk/index/aboutus/citizens_advice_offices.htm



		Police Services within the boundary of Partner organisations

http://www.homeoffice.gov.uk/police/



		Fire and Rescue Services within the boundary of Partner organisations











APPENDIX 2 – BACK TO BACK AGREEMENT

When a new partner joins WMPSN, it creates a variation to the master contract held by Solihull MBC which enables the new partner to have a direct relationship with the supplier. In order to sign up to the WMPSN, prospective partners are required to sign a back to back agreement with Solihull MBC. The latest back to back agreement will be sent along with this document to the prospective partner.  




APPENDIX 3 – RM860 – TEXT FROM THE WEB SITE

[image: Crown Commercial Service Logo]

Customer support call 0345 410 2222
Supplier support call 0345 010 3503 

PSN Connectivity 

Contract ID: RM860

Start Date: 25/04/2012

End Date: 24/04/2015

Description

It is strongly advised that you read the PSN Customer Guidance before commencing your further competition.

N.B The guidance has been updated with some changes on pages 42,55 & 66.

We have also produced A Simple Guide - Buying from the PSN Frameworks

Further competitions

Customers looking to run a further competition under the PSN Connectivity, PSN Services and/or Telephony Services agreements are encouraged to liaise with us by emailing network.services@ccs.gsi.gov.uk before commencing. This will help us understand whether your timing enables you to successfully complete the procurement and/or whether the forthcoming Network Services agreement would be a more suitable route to market.

When running a further competition outside of our eSourcing tool, customers are reminded to ensure that they have the latest supplier email addresses. Correct contact details can be found in the documents tab below. Failing to ensure that the correct contact is made could mean that not all of the suppliers receive the invitation and you therefore do not receive a comprehensive and competitive response to your further competition.

PSN Connectivity is a framework agreement consisting of a single lot for procurement of Wide-Area (WAN) connectivity services, including access and core networks and Local Area (LAN) connectivity services.

The following may also be procured through this framework in association with connectivity services:

· Network encryption services

· Network gateways

· Key management

· Consultancy

· Design, deployment, transition and business continuity services

· Implementation and support

· Service integration

Connectivity services typically include:

· Access circuits – copper or fibre including dark fibre

· Leased lines or private circuits, point-to-point or multipoint, Ethernet, SDH (Synchronous Digital Hierarchy) or DWDM (Dense Wavelength Division Multiplexing)

· Broadband – ADSL, SDSL (Asymmetric or Symmetric Digital Subscriber Line) or equivalent including LLU (Local Loop Unbundled)

· VPNs (Virtual Private Networks)

· Bandwidths from 2 Megabits per second to 10 Gigabits per second

PSN Services: The framework agreement has been designed for procurement of PSN Services, although it is equally suitable for procurement of non-PSN services. PSN Services are those that will form part of the Public Services Network (PSN) and/or are compliant with the appropriate standards.

Security: The framework is suitable for a range of Business Impact Levels (as defined in HMG Security Policy Framework), typically up to and including Confidential (IL4,4,4 for Confidentiality, Integrity and Availability respectively), although it may also be used to procure services at higher impact levels. The minimum impact level for PSN Services is IL2, and services at that level and above have appropriate assurance and accreditation.

Service Levels: Connectivity services are available at a range of service levels, including Business Impact Level 4 and beyond for availability. A set of PSN-based default service levels is incorporated in the Call-Off Contract, which may be specified as is, or modified, or replaced in its entirety by customer requirements specified at the call-off stage.

Benefits

The Public Services Network (PSN) is a multi-supplier environment providing end-to-end service assurance for security, integrity and reliability, comprising a network of networks operating at a minimum Business Impact Level of IL2 for Confidentiality and Integrity. The PSN in effect offers the benefits of a competitive multi-vendor market place, but with levels of performance and assurance typically associated with a single-supplier network. PSN suppliers must comply with rigorous standards to ensure that this integrity is maintained, and customers who wish to connect to the PSN must for their part comply with a Code of Connection. PSN standards cover service management as well as technical issues such as security, performance, reliability, quality, integrity and interoperability. All suppliers on the PSN Connectivity framework must comply with PSN standards for service management whether or not they are supplying PSN Services.

Public sector organisations, particularly Central Government, are strongly urged to deploy PSN Services, where applicable, for new telecommunications requirements, not least to help counter increasing levels of electronic security threats.

All suppliers to the PSN Connectivity framework are able to deliver PSN Services in accordance with PSN standards, accredited to the appropriate level by CESG, the Communications-Electronics Security Group within GCHQ. 

Summary of framework benefits:

· Access to a broad range of suppliers, including SMEs, pre-qualified as capable of delivering networking services complying with PSN standards and accredited by CESG to high standards of security, performance and reliability

· The enablement of control, rationalisation and an assured security regime in procuring an underlying PSN-compliant infrastructure, reducing overall cost of ownership

· Savings realised through the removal of duplicated circuits/surplus bandwidth, increased flexibility, equipment reduction, increased aggregation and reduced connectivity costs

· Greater flexibility in the selection of service providers, all employing a common QoS (Quality of Service) model for service assurance with appropriate CoS (Class of Service) characteristics

· Opportunities for cost reduction by moving to IL2 commodity networks

· IL3/IL4 available as encrypted overlays interoperable across vendors, rather than fixed infrastructure

· Improved inter-consumer IL3/IL4 service sharing capabilities via common encryption profiles and related key management methods

· Standard secure gateways: reduced complexity for multi tenant sites and for access to IL3 services, resulting in lower management costs

· Reduced Internet local address (Network Address Translation – NAT) complexity, with coordinated address schemes across providers and consumers

· Coordinated address schemes with reduced firewall complexity and resulting costs

· Elimination of the need for individual customers to go to the considerable lengths – cost and time – that would be required to prepare a procurement portfolio providing similar assurances in the PSN context.

Access

You are advised in the first instance to read the Guidance Notes to familiarise yourself with the framework ordering procedures.

Call-off contracts can be awarded by means of conducting further competitions via the eSourcing tool. A further competition may be conducted in one or two stages. If a two-stage process is conducted, the first stage will identify the framework contractors capable of providing the required services. The second (or only) stage will contain the customer’s specification of requirements.

Direct call-offs are not permitted under this framework agreement, unless such a process is specified by a customer within their further competition award criteria, and the customer is satisfied such additional business or upgraded services are within the scope of their original requirement and would not necessitate re-opening competition.

Customers should specify their requirements by completing a call-off form, which is available for download from the eSourcing suite. The requirements specified in the call-off form will include the following: 

· Identifying the required services, which may include:

· Standard services that conform to standard service requirements specified in the framework agreement, for which service descriptions reflecting those requirements are available for all framework contractors (available in the documents tab), and/or

· Bespoke services to meet customer-specified requirements (within the scope of this framework agreement) for which standard services are not available;

· Specifying the required service levels, which may consist of affirming the default service levels provided as Schedule 2.3 to the call-off contract;

· Stating whether the customer is purchasing the services for itself and/or in order to supply those services on to any indirect customers (where an “indirect customer” does not contract directly with the contractor but receives the services via a “direct customer” – facilitating aggregation by umbrella organisations);

· Stating whether the customer wishes to appoint one or more agents (including service/system integrators) to act in pursuance of any of the customer’s rights or to perform any of its obligations or functions – including forming call-off contracts;

· Stating whether it wishes the contractor to enter into a call-off cooperation agreement (or CoCo) which is an agreement with other suppliers to the customer of related and/or dependent services to help assure the customer’s overall service integrity;

· Completing all appendices to the extent possible and indicating where input from the contractor will be required as part of its tender; and

· Considering whether, in the context of the particular proposed call-off contract, any of the call-off terms (including the schedules) need to be amended or overridden by including any special terms in the call-off form.

The CoCo is available for download from the PSN website. Please scroll down that page and under Current PSN Standards you will find:
PSN Code Template
PSN Code Template Annex B

For general enquiries on this framework please email:

		Supplier 

		Email



		British Telecommunications plc

		ccsframeworks@bt.com



		Capita Business Services Ltd

		itsbidsupport@capita.co.uk



		eircom UK Ltd

		psn@eircom.co.uk



		Fujitsu

		government.frameworks@uk.fujitsu.com



		Level 3 Communications Limited

		psn@level3.com



		KCOM Group Plc

		PSN.Frameworks@kcom.com



		Logicalis UK Ltd

		psn.connectivity@uk.logicalis.com



		MDNX Enterprise Services Limited

		psn@mdnx.com



		Thales UK Limited

		thalesPSN@uk.thalesgroup.com



		Updata Infrastructure UK Ltd

		psnc@updata.net



		Virgin Media Business Limited

		publicprocurement@virginmedia.co.uk



		Vodafone Ltd

		PSN@vodafone.com







Savings

Benchmarking

· Contractors’ Framework Pricing Catalogues: Submitted by contractors as part of the tenders that enabled them to win framework agreements. The framework agreement states that prices bid by contractors in further competitions may not exceed the prices for corresponding items in their framework pricing catalogues, provided attributes such as service levels are the same; and must be consistent where such attributes vary. [Note: Framework Pricing Catalogues do not enable direct call-offs, but establish a reference benchmarking baseline for prices offered by contractors through further competitions.]

· Benchmarking: The framework agreement includes provisions for customers to conduct benchmarking. We coordinate benchmarking, and may conduct a benchmark, if requested to do so by a customer. Benchmarking will take into account comparable services and attributes such as service levels. Should the benchmark report indicate that the benchmarked services are not delivering good value, the framework agreement includes obligations for the contractor to reduce charges accordingly.

Savings

· The tendering process included submission of prices for “Buying Scenarios” based on comparable managed, secure connectivity services supplied under the GSi (Government Secure Intranet) framework agreement. The tendering process assured links between the Buying Scenario prices and those in the contractors’ framework pricing catalogues. The PSN Connectivity framework agreement includes provisions, stated above under “Benchmarking”, that prices bid by contractors in further competitions must be consistent with prices for corresponding items in their framework pricing catalogues. It is therefore possible to calculate savings achieved by comparing the prices attained through further competition in the PSN Connectivity framework with prices for similar items in the GSi framework and its successor GCF (the GSi Convergence Framework), both for individual procurements and for the PSN Connectivity framework agreement as a whole.

Background

The PSN Connectivity framework was developed to address two principal needs:

· General network connectivity requirements for customers wishing to procure network connectivity services of all grades simply and efficiently from a range of pre-qualified suppliers. This need has previously been met by the Telecom Networks framework agreement.

· High-integrity managed network connectivity services offering advanced levels of reliability, performance and security from a range of pre-qualified suppliers with accredited networks. This need has previously been met by the GSi and GCF frameworks, both of which are single-supplier.

The PSN Connectivity framework was developed in close association with the PSN Programme in the Cabinet Office, and forms an integral component of this programme. The PSN Programme recognised from its inception that framework agreements of this nature were material to the success of the programme and the realisation of its benefits.

Customer stakeholders who contributed to development of the framework include NHS, MoD, Local Government Yorkshire and Humber (LGYH), DWP, MoJ, NPIA. All of these stakeholders require PSN-compliant services, and their requirements have been incorporated in the framework.

The framework is managed by our Network Services Business Team. They assist and coordinate benchmarking of prices attained through further competitions, both against prevailing market prices outside the public sector and/or the PSN environment, and against the prices bid by the PSN Connectivity contractors as part of their framework tender submissions. Prices attained through further competitions will also be made visible to potential customers.

Lot details

		Lot Number

		Lot Name

		Lot Category

		Number of Suppliers

		Contract Expiry



		All Lots

		Network Connectivity

		ICT

		12 - click here to view suppliers

		24/04/2015







Documents

· Schedule 12 Service Award Criteria 14.75 KB

· How to access pricing 130.11 KB

· PSN Baseline Data Template 175 KB

· PSN Connectivity OJEU 67.05 KB

· PSN Marketplace MI May 2014 554.15 KB

· PSN Suppliers 16.5 KB

· PSN Connectivity Call-Off Schedules 757.04 KB

· PSN Connectivity Framework Agreement Schedules 577.93 KB

· Accessing Service Descriptions for PSN Connectivity v2.pdf 694.96 KB

· PSN Customer Guidance Document v2.pdf 1.16 MB

· Simple Guide to Buying from the PSN Frameworks v4.pdf 396.48 KB

· Call Off Completion Guidance v6 PSNC.pdf 842.85 KB

· PSNC Awarded Tenders 01122014 54.65 KB

Framework Manager Contact Details

Networks Duty Officer

network.services@ccs.gsi.gov.uk
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Foreword 
 


Service design/business planning and the use of public resources 
considerations 
 
Service design/business planning should identify the services required to 
meet/contribute to the council’s priorities.  In doing so service 
design/business planning should also determine the services that need 
to form part of the council’s ‘own business’ activity.  The key to knowing 
whether any service needs to form part of the council’s ‘own business’ 
activity is deciding the level of control required by the council to 
undertake the service.  There are services that the council must retain 
control of, such as minimum statutory provision, and services that 
service design/business planning processes determine the council 
should retain control of.  In both these circumstances services would be 
considered as forming part of the council’s ‘own business’ activity and 
will need to be provided either in-house or by contracting with an external 
provider in accordance with the council’s Procurement and Contract 
Procedure Rules. 
 
When services are not considered as forming part of the council’s ‘own 
business’ activity they can be either provided in-house, or by contracting 
with an external provider, or by some other means; one such being grant 
funding third sector organisations to support their service provision/ 
activities. 
 
Grant funding the service provision/activities of third sector 
organisations, in accordance with the council’s Third Sector Grant 
Funding Guidance and Procedures could provide a greater contribution 
to the council’s priorities than in-house or contracted out service 
provision.  However, this cannot be an option to avoid procurement and 
contract procedure rules for services that the service design/business 
planning processes have identified as needing to form part of the 
council’s ‘own business’ activity. 



http://www.sandwell.gov.uk/downloads/download/1927/third_sector_grant_funding_guidance_and_procedures

http://www.sandwell.gov.uk/downloads/download/1927/third_sector_grant_funding_guidance_and_procedures
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SANDWELL METROPOLITAN BOROUGH COUNCIL 
Contract Procedure Rules 


 
 


 A.  Introduction 


A1.   Why have Procurement and Contract Procedure Rules? 


 The council as a body using public resources must set and follow 
the highest possible standards of financial control and stewardship. 
The council’s Procurement and Contracts Procedure Rules give 
Members and employees procedures to follow which ensure the 
council’s expected standards are met in terms of managing public 
money and assets. These rules must be read in conjunction with 
the Financial Regulations.  In addition, employees can feel 
confident that they will have no difficulty in explaining their actions 
to Auditors, Members, Senior Managers, or the public, if they have 
followed these rules. 


 The rules set procedures to ensure value for money is obtained, 
statutory requirements are met in terms of UK and EU law, and the 
council’s affairs are managed prudently and properly controlled. 


 Non–compliance with these rules could result in a legal challenge 
to the award of a contract by the council and also constitute a 
disciplinary offence. 


 
A2.  Scope of procurement and Contract Procedure Rules 


 Prior to commencing a procurement /sale/contracting process on 
behalf of the council, officers should ensure that they have the 
required delegated authority to do so.  Failure to do so may result 
in delay at the point of any required contract signing. 


 
 Further details regarding this can be found in the Tendering 


procedure (non electronic tendering) guidance notes. 



http://intranet.sandwell.gov.uk/downloads/file/4800/tendering_procedure

http://intranet.sandwell.gov.uk/downloads/file/4800/tendering_procedure
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A3. Scope of Procurement and Contract Procedure Rules 


 These rules apply to any contractual agreement covering the sale 
of any asset or the spending of public money, as in [Rule A1]. 


 
 However, they do not apply to: 
 


 Where expenditure is made from European Structural Fund 
Grants (i.e. ERDF or ESF) or the associated match funding 
procurement procedures must comply with European 
Procurement Rules.  Where use of the council’s centrally 
arranged contracts is made then compliance with European 
Procurement Rules will be achieved. 


 Where expenditure is incurred from grants funded by the 
council.  Where this type of expenditure is grant funding to the 
third sector refer to the council’s Third Sector Grant Funding 
Guidance and Procedures. 


 Expenditure by locally managed schools. 


 Treasury management transactions, including leasing, for the 
purpose of exercising borrowing consents, cash management, 
investments and other transactions in accordance with the 
approved Treasury Management Policy. 


 Contracts entered into by the council as agent for another 
Authority (the agency agreement should specify which rules 
apply). 


 Contracts let on behalf of a consortium, association or similar 
body of which the council is a member, in which case the rules 
of that body will be followed. 


 
All references to monetary limits included in these rules shall be 
deemed to exclude any Value Added Tax applicable to the 
contract, levied by the Government, for the time being in force. 
 
The Chief Financial Officer shall review all monetary limits shown 
in these rules annually and any resulting amendment shall be 
reported to the relevant Cabinet Member. 
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Values (or estimated values) used in the operation of these rules 
will normally be the total value of the goods and services supplied 
or sold.  However, where a series of purchases is made for the 
same or similar purposes, then the value will be the aggregate 
value (or estimated value) of purchases made within any single 
contract or period of 12 consecutive months. 


The term Chief Officer in these rules includes the Chief Executive,  
Assistant Chief Executive, Directors and any other officer on Chief 
Officer’s Pay Grade.  


Orders should not be artificially divided to make two or more orders 
of a lower value to avoid the requirement to obtain quotations or 
tenders. 


No officer of the council other than the Director - Governance   
shall be authorized to procure/commission external legal advice 
unless agreed by the Director – Governance.  


 
A4. Disposal and sales 


 These rules also apply to the sale and disposal of any council 
asset (Rule C1). 


 


A5.  Council wide contracts and internal providers 
 Use must be made of council wide contracts and internal providers 


where available for supply of materials, goods, services and 
execution of works, as the requirements of these rules will have 
already been addressed.  The use of central contracts has the 
advantage of ensuring value for money, standard terms and 
conditions are used and compliance with EU procurement 
regulations is fully addressed.  


 
 Advice on the use of council wide contracts and internal providers 


can be obtained from the Procurement Services Manager 
.  
 If the appropriate Chief Officer considers that there are specific 


advantages to be obtained by negotiating alternative arrangements 
then approval must be sought from the Procurement Services 
Manager. 
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A6.  Use of other public sector organizations 


 Where it is considered advantageous to make use of the contracts 
provided by other organizations e.g. Black Country Purchasing 
Consortium, Eastern Shires Purchasing Organization, Government 
Procurement Service (formerly  Buying Solutions (OGC)), or similar 
bodies, officers responsible for procuring goods and/or services 
must ensure that they offer value for money. 


To ensure that the council’s interests are considered, advice from 
the Director – Governance and the Procurement Services Manager 
should be sought before using any such contracts.  Details with 
regard to this should be kept on the relevant contract file. 


 
A7.  Corporate procurement strategy 


 As part of the procurement process officers responsible for 
procuring goods and/or services must ensure that the requirements 
of the council’s Corporate Procurement Strategy are complied with. 


 Details of relevant officers within the council who can assist with 
this can be found within the Tendering Procedure (Non Electronic 
Tendering) Guidance Notes  


 
A8.   Exemptions from procurement and contract procedure rules 


 An exemption cannot be granted where a breach of any UK or EU 
legislation would be incurred.  


 Exemption from any rule must have prior written approval of the 
Cabinet Member for Strategic Resources and must be sought 
within a timescale to allow for the possibility that the request may 
not be approved.  


Any Exemption above the value of £250,000 must be approved by 
Cabinet. 


 The exemption request must be approved by the most senior Chief 
Officer independent from the original decision making process, 
confirming that the Chief Officer is satisfied that the exemption is 
justified by special circumstances.  The report must specify the 
circumstances justifying the exemption and indicate any remedial 
action that may be required.   


  Officers must brief the relevant Cabinet Member with regard to the 
intention to submit an exemption for approval. 


 Where an exemption is required comments of the Procurement 
Services Manager must be included within the report.  The 
Procurement Services Manager will arrange for the report to be 



http://intranet.sandwell.gov.uk/downloads/file/4800/tendering_procedure

http://intranet.sandwell.gov.uk/downloads/file/4800/tendering_procedure
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presented to the Cabinet Member for Strategic Resources for 
approval. 


 Details with regard to the process for obtaining exemptions can be 
found within the Tendering Procedure (Non-Electronic Tendering) 
guidance document.  


 
A9. Partner/consultant tendering activity 


 Any tendering activity undertaken by a partner or consultant on 
behalf of the council, under Rule E, must be in accordance with 
these Rules and subject to prior consultation with the Procurement 
Services Manager.  Tenders must not be issued or contracts 
awarded without written agreement from the Procurement Services 
Manager. 


 



http://intranet.sandwell.gov.uk/downloads/file/4800/tendering_procedure

http://intranet.sandwell.gov.uk/downloads/file/4800/tendering_procedure
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B.  Provisions applicable to all contracts for goods, 
materials, services, works and land 


 
B1.  Compliance with Procurement and Contract Procedure Rules 


 All procurement and sales undertaken shall comply with these 
rules unless an exemption is approved under Rule A8. 


 Where evidence is found that non-compliance is the responsibility 
of an individual employee or employees, disciplinary action may be 
taken.  


 These rules shall be subject to any relevant directives of the 
European Union at the time being in force in the United Kingdom. 


 These rules shall apply where a partner or consultant has been 
instructed to invite tenders on behalf of the council for any contract. 


  
B2.  Estimates 


 An estimate of the cost of the goods, materials, services, and 
works is required to determine whether quotations or tenders are 
required. Details of how estimated figures have been calculated 
must be kept on the relevant contract file.  


 If the lowest quotation/bid received is above estimated cost 
detailed in the Threshold and Advertising Requirement table (Rule 
C7) but the value remains within the chosen procurement process 
then the relevant Budget Manager should be informed. 


 If the lowest quotation/bid received is above the estimated cost 
detailed in the Threshold and Advertising Requirement table (Rule 
C7) but the value dictates that an alternate procurement process 
should have been followed then Chief Officer approval is required 
to accept the bid. 
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B3.  Officer and supplier conduct  


 The council will adopt the necessary processes and procedures to 
be able to demonstrate a fair and transparent procurement 
process, providing auditable justification for all decisions made 


 In order to achieve this, and as part of such process, where bidders 
canvass Members or officers of the council, they will be excluded 
from consideration for the procurement to which such canvassing 
or approaches relate. 


 Similarly, where bidders attempt, by their actions to influence the 
outcome of the procurement process, other than through 
participation in the procurement process, including (without 
limitation) seeking to influence the media, they will be excluded 
from the procurement process. 


 Any appeals received, with regard to the decisions made, as part of 
any procurement process will be escalated to the Chief Financial 
Officer for resolution. 


 
B4 Interests of Members and Officers in contracts 


 Every Member and employee of the council shall declare any 
personal or prejudicial interest in any contract in accordance with 
the provisions of the Local Government Act 2000 and any 
Regulations issued there under. Such interest should also be 
recorded in the Members’ and employees’ Registers of Interest. 


 No Member or employee of the council in a personal capacity shall 
enter into any contract on behalf of the council. 


 
B5.  Contracts relating to land and property 


 These rules shall apply to all disposals, acquisitions, leases, 
licences, agreements and other matters relating to land or property 
as they apply to all contracts except where they have been 
expressly varied. 


 It should be noted that depending upon the terms and conditions, a 
Development Agreement entered into by the council may need to 
follow the Public Procurement Regulations.  Prior advice must be 
sought from the Director – Governance before steps are taken to 
negotiate any Development Agreement. 


  


 


 


The  Assistant Chief Executive will consult with the Chief Financial 
Officer and the Director - Governance when it is his/her intention to 
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enter into a lease relating to land or property with a term of three 
years or more, or a renewal of an existing lease where the term of 
that lease taken together with the term already expired will exceed 
three years, and shall comply with any guidance given  


 
B6.  Risk assessment  


 Where a contract is awarded with a value in excess of £50,000, 
risks arising from involvement with the contractor/supplier must be 
included within the ongoing risk management activity of the project/ 
programme in accordance with the Corporate Risk Management 
Strategy. 


 


B7. Business continuity 


Evidence of compliant business continuity plans is required for 
contracts of greater than one year in length and above £100,000 in 
value and for any other contract certified by a Service Head as 
being in respect of a critical activity as defined in a current 
continuity management plan covering the service. 


A clause requiring the contractor to provide evidence that they 
have prepared, put in place and tested business continuity plans 
that support the delivery of services to the council.  In particular the 
business continuity plans and arrangements must show that the 
contractor is able to maintain the supply of goods and a service 
throughout the term and run-off period as far as is practicable in 
the event of unforeseen business disruption or emergency events. 


A clause stating the council further reserves the right to undertake 
or commission an independent audit of any or all specific business 
continuity arrangements that are put in place by the contractor in 
respect of services or goods delivered to or on behalf of the 
council. 


 
B8.  Freedom of Information Act 2000 


 No tender shall be invited for a contract unless such tender 
document sets out the council’s statement in a form approved by 
the Director –Governance concerning the contractor’s participation 
in the tender process and the council’s intention to comply with the 
above Act. 
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B9. Public Services (Social Value) Act 2012 


The Act requires all public services contracts, above the OJEU 
Threshold to be subject to appropriate social value criteria. Whilst 
the act is only compulsory for this category of contracts the council 
requires this to be considered for all contracts. However, the Act 
does require these criteria to be relevant to the subject matter of 
the contract and proportionate to the value and potential impact 
that could be achieved.  Please see the Public Services (Social 
Value) Act Guidance Document. 
  



http://intranet.sandwell.gov.uk/downloads/file/5124/social_value_act_guidance

http://intranet.sandwell.gov.uk/downloads/file/5124/social_value_act_guidance
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C. Procedure for contracts of different values for the 
supply / disposal of goods, materials, services, works 
and land 


 
C1 Values and procedures 


 The procedure set out in the Thresholds and Advertising 
Requirements table in [Rule C7] identifies the formalities necessary 
to enter into the different estimated values of contracts that are 
specified.  Reference is made to quotation and tendering 
procedures specified elsewhere in these rules; these procedures 
should be applied where appropriate. 


 The officer procuring goods, services or works or disposing of 
council assets/land/property is responsible for ensuring that the 
procurement/sales process chosen and the document used is the 
most appropriate to ensure that the council’s interests are 
protected at all times. 


 To assist with this, at the point the pre qualification questionnaires 
or tender documentation are produced on behalf of the council, 
advice and guidance must be sought from the council’s 
Procurement Services Manager. 


 For any procurement process in excess of £100,000 then advice 
and guidance must also be sought from the Director  –Governance  


 Officers must ensure that sufficient time is allowed within the 
procurement timeline for this advice and guidance to be sought. 


 Details of the communications with both the Director – Governance  
and the Procurement Services Manager must be retained on the 
relevant contract file. 


 
C2. Tenders above European public procurement thresholds 


 Advice must be sought from the Procurement Services Manager 
with regard to the process to be followed. Requirements of Clause 
C1 also apply. 
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C3.   Period of contract 


No contract for the supply of goods, materials or services shall 
exceed four years.  Allowance for a one contract extension is 
allowed, (Rule H1) but the total contract period must not exceed 
four years and details of the total contract period must be included 
within the initial advertisement and quotation/tender 
documentation. 


For any contracts where a longer period is deemed necessary or 
an additional extension is required then advice must be sought 
from the Procurement Services Manager and Director – 
Governance, prior to submitting an Exemption Report (Rule A8). 


Officers must ensure that prior to extending a contract for an 
additional period that satisfactory performance has been obtained 
during the initial contract period and the requirements of (Rule H1) 
are met. 


 
C4.  Electronic tendering/auctions 


 Electronic tendering must be considered as an appropriate 
mechanism for the procurement of goods, services, works or 
selling of council assets.  Contact should be made with the 
Procurement Services Manager to see how this can be achieved. 
To assist with planning for this, officers should advise the 
Procurement Services Manager, annually, of all tenders scheduled 
to be undertaken. 


 


C5. Contract award criteria 


 All invitations must be in writing and specify whether a contract or 
disposal of a council asset/land/property is to be awarded on the 
basis of an offer which: 


 offers the lowest price when purchasing goods, services or 
works (or highest price when disposing of council assets / 
land/property); or 
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 is the most advantageous whether by reference to criteria 
which could include price; period for completion or delivery; 
running costs; profitability; technical merit; aesthetic and 
functional characteristics; after sales services; technical 
assistance; outcomes for service users or otherwise, and 
shall set out the relevant criteria in descending order of 
importance 


Where bids are evaluated on price/quality then the quality element 
of any award criteria must not exceed 20% without the prior written 
approval of the Procurement Services Manager (unless rule N2 
applies). 


Details justifying all elements of the award criteria must be held on 
the relevant contract file. The Procurement Services Manager or 
the Director – Governance may want to examine these details 
whilst assessing documentation under Rule C1. 


It is important that the Award Criteria included within the invitation 
document is adhered to and not altered part way through the 
process. Please see the Selection and Award Criteria Guidance 
document. 


 


C6 Advertising Requirements 


The council must ensure that they are fully transparent with regard 
to any purchases or sale and disposal of council asset/land 
property made.  Therefore, they must be advertised as widely as 
possible to ensure that the maximum level of interest is attained. 
 
To comply with the Government’s Transparency Agenda all 
requirements above £5,000 including those for the sale and 
disposal of council assets/land/property have to be advertised on 
the Council’s agreed portal.  All advertisements will be placed via 
the Corporate Procurement Team.  That the relevant Cabinet 
Member shall be advised of any contract over £5,000 
 
This is a minimum requirement and the officer undertaking the 
exercise is responsible for ensuring that the requirement is 
advertised as widely as possible to attract sufficient competition. 
  



http://intranet.sandwell.gov.uk/downloads/download/659/selection_and_award_criteria

http://intranet.sandwell.gov.uk/downloads/download/659/selection_and_award_criteria
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Time limits for the return of quotations/tenders will vary dependent 
upon the complexity of the quotation/tendering process in question. 
Minimum timescales dictated within E U Procurement Directives 
must be adhered to for all contracts tendered following these rules. 


Examples of suitable timescales are included within the quotation/ 
tendering procedure documentation.  However, it is the 
responsibility of the officer undertaking the procurement to decide 
an appropriate timescale for the return of quotations/tenders. 


Advice can be sought from the Procurement Services Manager 
with regard to what is deemed acceptable. 


Details of all tendering activity to be undertaken must be forwarded 
to the Procurement Services Manager for inclusion in the Council’s 
Annual Procurement Plan.   


Details of Contracts awarded should be placed on the Internet, via 
the Corporate Procurement Team. 


 


C7. Number of quotes/tenders 


Quotations and tenders are obtained to ensure that the council can 
evidence that value for money is obtained.  The actual number that 
can be obtained will be dependant upon the market.  Research 
should be undertaken by officers to estimate the number of 
quotation/tender returns where this is recommended to be different 
to the numbers specified in the table headed ‘Thresholds and 
Advertising Requirements. 


If the number of returns is insufficient to evidence that value for 
money has been obtained then the approval of the Procurement 
Services Manager will be required to enable the process to 
proceed as indicated below.  Details of these discussions must be 
kept on the relevant contract file. 


If it is agreed that value for money has not been obtained or only 
one quotation/tender has been received then an Exemption Report 
will need to be submitted to the Cabinet Member for Strategic 
Resources (£5,000 to £250,000) or Cabinet (for anything above 
£250,000).” 


Officers must issue pre-qualification questionnaires, quotes or 
tenders to any organisation who requests an opportunity to 
participate in the process. 
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 Thresholds and advertising requirements 
 


Estimated Value 
of Goods, 
Services or 
Works 


Number of 
Quotations /  
Tenders 
Required 


Method of 
Obtaining 
Quotations /  
Tenders 


Responsibility 
for obtaining 
quotes/tenders 


Records 
and 
Approval 
Required 


*£0 - £5,000 To be treated 
as One-Off 
non-recurring 
requirement. 
Purchaser to 
ensure that 
council is 
obtaining value 
for money. 
Ideally 2 to be 
obtained. 


Verbal enquiries 
can be made but 
must be 
confirmed via e-
mail from 
supplier 


Council Officers Copy of e-
mail from 
Supplier[s] 
to be kept 


£5,001 - £60,000 3 to be 
obtained 


Verbal enquiries 
can be made but 
must be 
confirmed via e-
mail from 
Supplier 


Corporate 
Procurement 
Team 
(excluding 
Social Care & 
Public Health 
Requirements) 


Copies of 
e-mails 
from 
Suppliers 
to be kept. 
 


£60,001– EU 
Procurement 
Threshold 
 
 


4 tenders to be 
obtained 


Sealed or 
electronic 
tenders [as per 
C3] 


Corporate 
Procurement 
Team 
(excluding 
Social Care & 
Public Health 
Requirements) 


Tender 
schedules 
and 
documents  
Formal 
contract 
where 
value 
exceeds 
£100,000  


 
*If officers are aware that there will be additional requirements then 
alternative processes must be considered. 
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European Public Procurement Thresholds 


For the procurement of goods and services the expenditure 
threshold value is £172,514 


For construction the expenditure threshold value is £4,332,012 


The above thresholds are applicable for the period from 
1 January 2014 to 31 December 2015 
 
 
EU Funded Projects 


If officers are procuring from EU funded sources then the 
regulations stipulated by the funder must be followed. 
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D.  Quotation procedure 


 
D1.  Quotations 


 The requirement to obtain written quotations applies in relation to 
contracts with an estimated value of £5,001 to £60,000.  It is the 
primary responsibility of the officer procuring the goods, materials 
or services or for disposal of council’s assets/land/property, to 
ensure that value for money is obtained. The documentation 
showing this must be retained on the contract file. 


 The requirements of the council’s Corporate Procurement Strategy 
should be complied with. 


 
D2.   Number of quotations 


 The officer responsible for procuring goods and/or services or 
disposing of council’s assets/land/property shall obtain between 1 
to 3 such quotations unless this is not possible owing to the lack of 
suitable suppliers prepared to quote.  


 Where this is not possible discussions must take place with the 
Procurement Services Manager to agree whether or not an 
Exemption report detailing the circumstances as required by Rule 
A8 (Exemptions from Contract Procedure rules) is required. 


 For sale of freeholds to existing tenants, prior written approval from 
the Property Services Manager should be obtained and retained on 
the appropriate contract file. 


 
D3.   Recording of quotations 


 The officer responsible for obtaining quotations must ensure that all 
quotations received are recorded  


 
D4.   Subdivision of Contracts 


 Contracts for similar goods, services or works shall not be 
artificially divided into smaller units to avoid the need to obtain 
competitive quotations. 


 


Copies of all quotation documentation are to be sent to the     
Procurement Services Manager at the time of advertisement 
so that the relevant details can be added to the council’s 
internet site to comply with Government transparency 
requirements. 







    


[IL0: UNCLASSIFIED] 
     Page 20 of 38 


E.  Tendering procedure 


 
E1.  Tenders 


 No contract or sale of council’s assets/land/property, when the 
estimated total cost exceeds £60,001 shall be entered into unless 
tenders have been invited.  Where this is not possible owing to the 
lack of suitable suppliers prepared to tender following 
advertisement, the Procurement Services Manager must be 
consulted to agree whether or not an exemption report  in 
accordance with Rule A8 (Exemptions from Contract Procedure 
Rules) is required. 


 The requirements of the council’s Corporate Procurement Strategy 
must be complied with. 


 Where this procedure is being undertaken by a Partner or 
Consultant on behalf of the council then the requirements of Rule 
A9 must be complied with. 


 
E2.   Tender Process 


 There are a number of processes that can be followed, which will 
vary dependent upon the types of goods/services that are to be 
procured or type of asset/land/property to be disposed of. 


 The officer procuring the goods and/or services or disposing of 
council’s asset/land/property should seek advice as to the most 
appropriate process from the Procurement Services Manager or 
the Director of Legal and Governance Services. 


 
E3 Construction and Engineering Contracts 


 Construction and Engineering valued below the EU Threshold must 
make use of Constructionline and contractors approved for health 
and safety by organisations listed by Safety Schemes in 
Procurement [SSIP].  


 Instruction on how to access details of the lists of contractors 
contained within these databases can be obtained from the 
Corporate Procurement Team. 


 Officers should advise tenderers at the point of advertisement; 


 the scope of the contract 


 registration requirements with Constructionline and SSIP 


 how any shortlisting exercise will take place. 


 An advert must be placed as per (Rule C6) stating the 
requirements of registration with Constructionline and SSIP 



http://www.sandwell.gov.uk/info/200176/business/2236/tenders_and_procurement
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Advice should be sought from the Corporate Procurement Team 
with regard to the need to assess successful contractors with 
regard to equalities. 


If the successful company does not meet the required standard 
then a suitable time period should be given to ensure compliance 
during the contract period. 


 


Copies of all tender documentation are to be sent to the 
Procurement Services Manager at the time of advertisement 
so that the relevant details can be added to the council’s 
internet site to comply with Government transparency 
requirements. 
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F.  Submission and opening of tenders 


 
F1.  Late receipt 


No tender/bid received after the closing date/time shall be 
accepted or considered under any circumstances. The tender may 
be opened by Democratic Services to ascertain the name of the 
Tenderer but no details of the tender may be disclosed. 


Officers must ensure that details of the closing date/time 
are clearly stated within all invitation to tender documentation. 
 


F2.  Opening of tenders  


If the council’s e-Tendering System is not used then tenders shall 
be opened in the presence of a minimum of two officers, including 
a nominated officer of the Democratic Services Unit and an officer 
of the service area requesting the tender opening, who have been 
designated to perform this task by their Chief Officer. 


In the case of an electronic tendering system only the council’s 
approved e-Tendering System should be used via the Corporate 
Procurement Team. 
 


F3.  Registration of tenders 


A record shall be completed at the time of opening tenders 
detailing: 


 the nature of the goods, materials to be supplied or the work to 
be executed or the services to be supplied or the title of the 
asset/land/property being disposed of; 


 the name of each person by or on whose behalf the tender 
was submitted; 


 the date and time of receipt of each tender recorded on the 
envelope / electronic tender system. 


 the date and time of opening the tenders; 


 the names of all persons present at the opening of the tenders; 


 the tender figure (if practicable). 
 
Where an electronic tendering system is used, sufficient reporting 
mechanisms and audit trails are in place to provide the data 
outlined above. 
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G.  Evaluation of quotations and tenders 


 
G1.  Evaluation 


All tenders or quotations submitted in accordance with Rules C, D 
E and N shall be evaluated in accordance with the principles 
disclosed in the invitation in Rules C, D E and N and in accordance 
with any model prepared by the Chief Officer. Officers designated 
by the Chief Officer shall undertake evaluations. 


Officers must ensure that all evaluations are undertaken in 
compliance with the Public Contracts Regulations and EU 
Procurement Directives. Please see the Selection and award 
criteria document. 
 


G2.  Variable bids  


Variable bids must not be accepted unless the advertisement 
stated and tender documents requested alternatives. 
 


G3.  Errors or omissions 
Where examination of a tender reveals an error or omission, the 
Tenderer shall be notified only that the tender contains an error or 
omission and given the opportunity of either confirming or 
withdrawing the tender. 



http://intranet.sandwell.gov.uk/downloads/download/659/selection_and_award_criteria

http://intranet.sandwell.gov.uk/downloads/download/659/selection_and_award_criteria
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H.  Extension of variation of contracts 


 
H1.  Extension of contracts 


Following compliance with the instructions on permitted contracting 
periods for goods and services specified in Rule C3, negotiations 
may only be undertaken to extend or vary contracts provided that 
the following requirements are met: 


 provision was made in the original advertisement and 
documentation that it may be subject to an extension; 


 benchmarking with similar organizations has been undertaken 
to prove that the contract continues to provide value for 
money; 


 the contract has been monitored and no concerns have been 
raised with regard to the level of service/quality of goods 
supplied; 


 any price increases are in accordance with the relevant 
contractual provision [eg in line with an appropriate published 
index]  


 the appropriate Chief Officer and the Procurement Services  
Manager are satisfied that no better terms could be obtained 
by competitive tendering or that the nature or urgency of the 
work make it desirable that the same Contractor is employed.  
[Comments of the Chief Officer and the Procurement Services  
Manager are to be kept on the contract file] 


 not more than one negotiated extension is permitted for any 
one contract or series of related contracts unless a report is 
approved in accordance with Rule A8. 
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H2. Contract variations 


Any changes to an existing contract that materially affects the 
original requirements (whether financial and/or services, goods 
etc), may effectively amount to the award of a new contract and so 
should be subject to a fresh procurement exercise. 


This will be the case where, had the changes been included in the 
original procurement process, other quotes/tenders would have 
been considered or a different quote/tender would have been 
accepted, they extend the scope of the contract e.g. additional 
services which were not part of the current contract or where they 
change the economic balance of the contract in favour of the 
contractor. 


The advice of the Director – Governance should be sought when 
any changes to an existing contract are being considered." 


Standard terms and conditions of contract used by the council for 
Construction related contracts do allow for Contract Variations. 


Therefore the above does not apply.  Further advice can be 
obtained from the Procurement Services Manager. 
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I.  Award quotations and tenders 


 To ensure compliance with Procurement Law, contracts should 
only be awarded against the Contract Award Criteria (C5) 
stipulated within the documentation. 


Prior to making any decision not to award against Rule C5, then an 
assessment of the risk of this action should be undertaken in 
consultation with the council’s Procurement Services Manager. 


If following the above, a decision is made not to award under Rule 
C5 then the following approval is required: 
 


I1.  Tenders/quotations up to £60,000 


Approval must be obtained from the appropriate Chief Officer 
setting out the reasons why rule C5 cannot be complied with. 
 


I2.  Tenders up to £100,000 


 Written Approval must be obtained from the appropriate Chief 
Officer setting out the reasons and risks regarding non compliance 
with C5. 
 


I3.  Tenders over £100,000 up to £250,000 


Approval must be obtained from the Director of Strategic 
Resources setting out the reasons and risks regarding non 
compliance with C5. 


The Chief Officer awarding a contract via delegations must 
ensure that the relevant Cabinet Member is advised of the 
Contract award. 


 


I4. For the award of any contract above £250,000 a report must be 
submitted to Cabinet seeking approval.  If the decision has been 
made not to award against Rule C5 then details of the risk 
assessment should be included within the report. 


 


Details of the contract award must be forwarded to the 
Procurement Services Manager to ensure inclusion within the 
council’s Contract Register. 


 


Acceptance of any quotations / tenders that exceed the 
original estimate must not be given until the requirements of 
(Rule B2) are met. 
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J.  Contracting procedures 


 
J1.  Signing of contracts 


Contracts up to the value of £100,000 can be signed by the 
appropriate Chief Officer. 


Every contract, which exceeds £100,000, is to be in writing and 
signed by the Chief Legal Officer, Chief Executive, and a Legal 
Services Manager or sealed with the common seal of the council.  


It is vital to ensure that the appropriate council authority exists to 
enter into a contract.  This authority may take the form of other 
delegated authority or formal authority granted by the Cabinet or a 
relevant member of the decision making process.  


Where the lowest tender is accepted in accordance with rule I, the 
appropriate Chief Officer should notify Legal Services that the 
lowest tender has been accepted and the relevant Cabinet Member 
must be advised of the outcome. 
 


J2.  Acceptance of tenders 


Notification of acceptance of a tender which requires a formal 
contract must be given in writing clearly marked subject to contract 
and should advise that contract documents are to follow. 
 


J3.  Notification to unsuccessful Tenderers 


All unsuccessful Tenderers are to be notified in writing that they 
have not been successful. 


Any debriefing undertaken should be in accordance with the Public 
Contracts Regulations and E U Public Procurement Directives (if 
applicable).  Please see Debriefing unsuccessful Tenderers 
guidance document.  If in doubt advice should be sought from the 
Procurement Services Manager. 



http://intranet.sandwell.gov.uk/downloads/file/4797/code_of_practice_for_debriefing_unsuccessful_tenderers

http://intranet.sandwell.gov.uk/downloads/file/4797/code_of_practice_for_debriefing_unsuccessful_tenderers
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K. CONTENTS OF CONTRACTS 
 


K1.   Terms and conditions of contract 


Standard terms and conditions of contract are available (put link 
here), however, every contract should be considered on its own 
merit.  The Director – Governance  should be consulted with regard 
to what terms and Conditions should be used.  For any contract 
above £100,000 Rule J1 applies.  
 


K2.  Specification 


Full details of the goods and services to be supplied, the goods to 
be delivered or the works to be undertaken, the asset/land/ 
property being disposed of and the conditions that will apply.  
 


K2. Price 


The price to be paid or the rates on which the price is calculated, 
the milestones for payments and a statement of discounts or other 
deductions, and an appropriate price fluctuation clause by 
reference to a published index if the term exceeds 12 months. 
 


K3.  Time 
The contract period, delivery date or times within which the outputs 
of the contract are to be completed. Details of any proposed 
extension must also be included. 
 


K4.    Performance  
The required performance levels must be stated and details of the 
monitoring/governance regime must be included. 
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L.  Employment of agency staff, consultants and Interim 
managers 


 


L1. Use of agency staff, consultants, appointment of interim 
managers and personal service companies. 


 
All temporary or agency workers must be engaged through the 
Templink service; failure to comply with this requirement, without 
approval from the Chief Executive, will be treated as a disciplinary 
matter. 
 
All temporary or agency worker engagements or 
extensions/redeployments of existing workers must be approved by 
signature from the Chief Executive. 
 
The likelihood of temporary or agency worker engagements being 
approved will be greatly increased where the following are 
provided:  


 a rational explanation as to why the engagement is required 


 an explanation in regard of why a permanent appointment 
has not been made 


 what steps will be taken to ensure that the temporary or 
agency worker engagement is kept to a limited time period 


 
Prior to seeking approval to engage temporary or agency workers, 
managers should liaise with HR Business Partners in regard of 
identifying/investigating alternative approaches that may be taken 
to address any resourcing gaps, thus negating the need to engage 
temporary or agency workers. Contact details for HR Business 
Partners are as follows; 


 Performance - Alan Boxley 0121 569 3820 


 Childrens Services - Louise Lawrence 0121 569 3845 


 Adults Services and Public Health -  Jacquie Sergent 0121 
569 5483 


 Place - Russell Johnston 0121 569 8113 


 


The procurement method used, if not Templink or in accordance 
with the council’s recruitment and selection procedures, for agency 
staff, consultants, interim managers and personal service 
companies shall comply with these rules. 


Individuals contracted through a personal service company should 
be limited to a contract period of three months. Contracts for longer 
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than three months are only allowed in exceptional circumstances 
that must be included in the report to the appropriate Chief Officer. 


Any agency staff, consultants, interim managers and personal 
service companies employed by the council shall comply with 
these rules as though he/she were an officer of the council. 
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M.  Outsourcing services  


 
M1. Approval of outsourcing services  


All outsourcing of services require approval from Cabinet following 
consultation with the appropriate Cabinet Member. 
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N. Children/young people and adult care and public 
health contracts  


Officers procuring care and public health contracts should follow 
these rules. The nature of the adult and children’s social care and 
public health services market and commissioning arrangements 
may require the following exceptions.  However, in all instances the 
procuring/commissioning officer should always ensure that value 
for money is obtained for both the council and clients.  
 


N1. Award criteria 


Due to the nature of the services being provided a maximum of 
40% quality can be applied as part of the award criteria. 


Where it can be justified to have a higher score for quality approval 
must be obtained from the Procurement Services Manager. 
 


N2. Residential and nursing care 


It shall not be necessary to obtain competitive tenders 
(consideration should be given to N1) for the placement of 
individuals in residential or nursing care provided that the contract 
is let on the basis that the council pays a standard fee (set by the 
council) and the client decides which provider shall supply the 
service.  


Where clients select accommodation costing in excess of the 
standard fee, placements can be made provided a third party is 
willing to pay the difference. Suitable records must be maintained 
demonstrating that the client was given a choice and that it was the 
client or their authorised representative who exercised that right.  


Where a placement is to be made in which is not subject to a 
standard fee, it will not be necessary to obtain competitive 
quotations provided that the Client or his/her representative has 
chosen the home.  To ensure that value for money is obtained the 
council’s approved Framework will be used to determine the cost of 
the placement. If the fee is more than the fee calculated on the 
framework, then this must be justified and approved by an 
Operations Manager independent from the original decision making 
process. Records must be kept of the circumstances justifying the 
placement. 
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N3.  Domiciliary care 


It shall not be necessary to obtain competitive quotations for 
standard; non-specialist domiciliary care services commissioned on 
a spot contract basis (consideration should be given to N1). This is 
provided the service is purchased at the standard rate (set by the 
council) from a provider which has been allocated a share of the 
spot domiciliary care market following the periodic tendering 
process undertaken in accordance with these rules. 


It will be necessary to obtain competitive quotations for domiciliary 
care or non residential services where there is no standard rate set 
by the council. Three quotations should be sought and the 
cheapest provider should be used. Where the cheapest provider is 
not used, the package request must be approved by an Operations 
Manager independent from the original decision making process 
confirming the package is justified by special circumstances.  A 
record should be kept of the circumstances justifying the package 
of care.  Where the client does not wish to receive a service from 
the provider deemed the cheapest through the competitive 
exercise a direct payment should be offered to the client who will 
be able to procure the service directly his/herself subject to all of 
the identified needs being met. 
 


N4.  Specialist Services 


In some cases the specialist nature of the assessed service or 
temporary limitations in the availability of providers will limit the 
range of alternative suppliers. Where there are no alternative 
providers such services will be treated as an exception to these 
rules. 


It will be the responsibility of the appropriate Chief Officer and 
Commissioning Manager to maintain suitable records to 
demonstrate the appropriateness of this approach and the 
involvement of more than one officer in the process. 


Where it is possible to obtain the service from more than one 
provider quotations/tenders must be obtained, in accordance with 
Rule C (Value of Contracts) and the service commissioned in 
accordance with Rule I (Acceptance) 
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N5.  Child care contracts 


Children’s residential and specialist foster care placements are 
contracts for individual needs and shall therefore be arranged 
individually for each client. 


Where it is possible to place a child at more than one 
establishment the officer concerned should obtain quotations (in 
accordance with C7) or undertake a price comparison using an 
appropriate database. 


If utilizing a database the quality elements have already been 
assessed therefore organizations should be chosen in order of 
price which will be dependent upon availability. 


Records showing the placement process must be kept on the 
contract file.  However, where this is impractical the following Rule 
N7 must be complied with. 


 


N6.    Public health contracts 


It will not be necessary to obtain competitive quotations/tenders 
where it can be clearly evidenced, to the Procurement Services 
Manager, that the provision of a public health service is part of a 
care pathway.  Where associated clinical services are already 
provided by an NHS Provider records must be maintained, 
demonstrating the connection between the public health service 
and the associated clinical service(s) within the care pathway. 


Where the public health service is subject to patient choice from 
NHS providers and the selection of provider is determined by 
where patients elect to receive treatment records must be kept to 
evidence that patients have chosen their healthcare provider.  If the 
expectation is that the provider will deliver services over £100,000 
the council will enter into a contract.  Suitable evidence will be kept 
to substantiate this expectation.  Where the council enters into a 
contract Rule J1 shall apply.  


Officers should ensure that, where national tariffs are not utilised, 
that negotiation has been undertaken with healthcare providers to 
ensure that value for money is achieved.  As a minimum, officers 
should benchmark to give assurances that best value is obtained. 
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N7.  Sole provider, emergency placements or emergency care. 


In circumstances where specialist needs can only be met by one 
provider, or where an emergency placement has to be made, these 
placements shall be treated as an Exemption, in accordance with 
Rule A8 (Exemptions from Contract Procedure rules). 


It shall, however, be the responsibility of the appropriate Chief 
Officer and Commissioning Manager to regularly review the 
situation and, should any of the circumstances change, 
communicate any changes of placement or policy to all appropriate 
parties. 


In such cases it shall not be necessary to obtain tenders but the 
appropriate authorization shall be obtained in accordance with rule 
A8. 


The decision process concerning where the child is to be placed 
should involve more than one person and this process together 
with the names of the officers concerned should be evidenced in 
relevant directorate records. 


 
N8 Specifications and agreements should include for exit clauses 


when it is assessed that the care requirements are no longer 
required. 


 Agreements should be reviewed on a regular basis and reports 
placed on the contract file detailing the findings and required 
action. 
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Annex – Definitions 
 


 Council - means the council, the Executive, a Standing Body or 
person(s) acting in accordance with authority delegated by the 
council. 


 


 Contract - means any agreement (Including Framework 
Agreements) between the council and a third party for the provision 
of any goods, materials, services or works for whatever value. All 
contract documentation shall be worded and in such form so as to 
protect the council’s interests, in accordance with advice from the 
Chief Legal Officer and standard contract documentation. 


 


 Contract price in relation to all contracts - means the aggregated 
cost (including fees) for the whole of the period of the contract.  
Where a Chief Officer knows that a similar service, supply or type of 
work is to be ordered during a twelve month period, this should be 
taken into account and used for the purposes of the estimated 
contract price. 


 


 Any transaction for the supply or disposal of goods or materials; 
provision of services or the execution of works which forms part of a 
larger transaction shall not be regarded as a separate contract but 
shall be included in the calculation of the contract price. 


 


 Chief Officer - is defined as a Director and above.  Chief Officer and 
appropriate Chief Officer – means a Chief Officer or any subordinate 
officer nominated by their Chief Officer, but the Chief Officer is at all 
times responsible for the actions undertaken by the subordinate 
officer. 


 


 Chief Financial Officer - the title is used as a generic term for the 
officer with Section 151 responsibilities and is included in recognition 
that Section 151 responsibility may be undertaken by another Chief 
Officer who is a qualified accountant. 


 


 Budget - means revenue budgets, capital budgets and other 
spending programmes approved by the council. 
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 Grant – Is the payment of money or some other thing, without the 
expectation of goods or services in return (this could include making 
a financial contribution to the independent work of the Voluntary or 
Community Organisation).  A grant is usually provided subject to 
conditions that state how the grant can be used.  The grant aided 
organisation may use or offer to use the grant to provide goods or 
services that meet their objectives. 


 


 Programme - A set of component projects/work streams which have 
been brought together under one management process to achieve 
an overall strategic objective/beneficial change and ensure robust 
governance. 


 


 Project - a component of a programme which has a predetermined 
outcome or result at a pre-specified time using predetermined 
resources. 
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 Appendix 2 : Amendment listing 
 
The following amendments have been made to the Procurement & 
Contract Procedure Rules and will be applicable from April 2015 
 


General References to the “Deputy Chief 
Executive” and the “Director of 
Improvement & Efficiency” have 
been replaced by “Assistant Chief 
Executive”, references to the 
“Director of Legal and Governance 
Services” have been replaced by 
“Director - Governance ” and 
references to the “Director of 
Strategic Resources” have been 
replaced by “Chief Financial 
Officer” following the restructuring 
of Corporate Services Senior 
Management 


 
These amendments have been highlighted to assist officers with the 
change. 
 
There is still a requirement for officers to read and comply with these 
rules in full and not rely on this list alone. 
 






VSE__Summary_of_Threats_Detecte

		Event Category		Threat Type		Threat Name		Event Description		Threat Target Account Level		Action Taken		OS Platform		Detection Source

		Malware detected		Virus		Artemis!B420138B88ED		Infected file found.		User		None		Workstation		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot.gen.apc		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Generic.vc		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-OutBrowse		Unwanted program, no cleaner, deleted		User		Deleted		Workstation		McAfee Agent

		Malware (av.pup)		Password Cracker		PWCrack-Cain		Unwanted program, clean error, deleted		User		Deleted

		Malware detected		Trojan		RDN/Generic Exploit!1n3		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/HideLink.A		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/HideLink.A		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Generic Trojan.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.agg		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.agg		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		CryptDomaIQ		Unwanted program deleted.		User		Deleted

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Exploit-SWFPoP		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.cb		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Exploit-Blacole.lj		Infected file successfully Cleaned.		User		Cleaned		Windows Vista		McAfee Agent

		Malware detected		Trojan		Suspect-BW!451F8B9F315F		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dj3		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		RDN/Generic.dx!dj3		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista

		Malware detected		Trojan		JS/Redirector.bi		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dh3		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic!atr		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abn		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		JS/IFrame.gen.j		Infected file successfully Cleaned.		User		Cleaned		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.afq		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Trojan-FGXO		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Trojan-FGXO		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Upatre-FACH!9E5A486AF484		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Upatre-FACH!9E5A486AF484		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Upatre-FACK!8C62B927B747		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Bartallex.v		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.cr		Infected file deleted.		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!FD0F57FD1F93		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz				User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz				User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz				User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.x!cqn		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		BackDoor-FCIO!EE826C184155		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Generic.ux		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vc		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.x!cqn		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted

		Malware (av.pup)		Password Cracker		PWCrack-FOV		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Password Cracker		PWCrack-FOV		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Password Cracker		PWCrack-FOV		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Generic PUP		Unwanted program deleted.		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista

		Malware detected		Trojan		Generic BackDoor.agb		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Ransom!remnants		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Ransom!remnants		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dh3		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic!atr		Infected file deleted.		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vi		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W97M/Downloader.ao		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Tool-HideWindow		Unwanted program, clean error, deleted		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dhg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.hra!cd		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dh3		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Artemis!B9FBAE798C76		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.hra!ci		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Professional		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FAND!EADAFC9B1891		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FAND!EADAFC9B1891		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz		Unwanted program, clean error, deleted		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!fl		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!fl		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program, clean error, deleted		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-CRD		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.x!cqn		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		Mad.dam		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dj3		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		RDN/Generic.dx!dj3		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Trojan-FFTW!68368A8B769A		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Trojan-FFTW!68368A8B769A		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted

		Malware detected		Trojan		RDN/Generic.dx!djg		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Server		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Trojan-Dridex		Infected file successfully Cleaned.		SYSTEM		Cleaned

		Malware detected		Trojan		Downloader-UA		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Trojan		Downloader-UA		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Trojan-Dridex		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Trojan		Trojan-Dridex		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Trojan		Trojan-Dridex		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Trojan		Trojan-Dridex		Infected file deleted.		SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file found.		User		None		Windows Vista		McAfee Agent



&"Arial,Regular"&12&K000000[IL1: PROTECT]	


&"Arial,Regular"&12&K000000[IL1: PROTECT]	


&"Arial,Regular"&12&K000000[IL1: PROTECT]	





VSE__Summary_of_Threats_Detecte

		Event Category		Threat Type		Threat Name		Event Description		Threat Target Account Level		Action Taken		OS Platform		Detection Source

		Malware detected		Virus		Artemis!B420138B88ED		Infected file found.		User		None		Workstation		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot.gen.apc		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Generic.vc		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-OutBrowse		Unwanted program, no cleaner, deleted		User		Deleted		Workstation		McAfee Agent

		Malware (av.pup)		Password Cracker		PWCrack-Cain		Unwanted program, clean error, deleted		User		Deleted

		Malware detected		Trojan		RDN/Generic Exploit!1n3		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/HideLink.A		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/HideLink.A		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Generic Trojan.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.agg		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.agg		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		CryptDomaIQ		Unwanted program deleted.		User		Deleted

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-CRD		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Artemis!4C45ABEBFB39		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Exploit-SWFPoP		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.cb		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Exploit-Blacole.lj		Infected file successfully Cleaned.		User		Cleaned		Windows Vista		McAfee Agent

		Malware detected		Trojan		Suspect-BW!451F8B9F315F		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dj3		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		RDN/Generic.dx!dj3		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista

		Malware detected		Trojan		JS/Redirector.bi		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dh3		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic!atr		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abn		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		JS/IFrame.gen.j		Infected file successfully Cleaned.		User		Cleaned		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.afq		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.b		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Trojan-FGXO		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Trojan-FGXO		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Upatre-FACH!9E5A486AF484		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Upatre-FACH!9E5A486AF484		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Upatre-FACK!8C62B927B747		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Bartallex.v		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.cr		Infected file deleted.		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!FD0F57FD1F93		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Downloader-FSH!CC033A2A6B49		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		X97M/Downloader.i		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Phish-script		file infected.  No cleaner available, file deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz				User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz				User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz				User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.x!cqn		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		BackDoor-FCIO!EE826C184155		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Generic.ux		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		JS/Redirector.bz		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vc		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.x!cqn		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted

		Malware detected		Trojan		Generic.vf		Infected file deleted.		User		Deleted

		Malware (av.pup)		Password Cracker		PWCrack-FOV		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Password Cracker		PWCrack-FOV		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Password Cracker		PWCrack-FOV		Unwanted program deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Generic PUP		Unwanted program deleted.		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista

		Malware detected		Trojan		Generic BackDoor.agb		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Ransom!remnants		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Ransom!remnants		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!ADA5D2D02C60		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dh3		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic!atr		Infected file deleted.		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.vi		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W97M/Downloader.ao		file infected.  Undetermined clean error, deleted successfully		User		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Tool-HideWindow		Unwanted program, clean error, deleted		User		Deleted		Workstation		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		User		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dhg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.hra!cd		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dh3		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Artemis!B9FBAE798C76		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.hra!ci		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Professional		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Professional		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FAND!EADAFC9B1891		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Downloader-FAND!EADAFC9B1891		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.ux		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/T-UPA-AAK!a		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!04842DEC2923		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		Infected file deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Generic.hra!ce		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware detected		Trojan		RDN/Downloader.a!ub		Infected file successfully Cleaned.		NT AUTHORITY\SYSTEM		Cleaned

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!gz		Unwanted program, clean error, deleted		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!fl		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.z!fl		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program, clean error, deleted		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.abb		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-CRD		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		RDN/Generic PUP.x!cqn		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Potentially Unwanted Program		Downloader-FMA		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		Mad.dam		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		Undetermined - clean error, delete on reboot		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader.acu		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!dj3		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		RDN/Generic.dx!dj3		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Trojan-FFTW!68368A8B769A		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Trojan-FFTW!68368A8B769A		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted

		Malware detected		Trojan		RDN/Generic.dx!djg		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!D18E860AB1E5		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Trojan		PWS-Zbot.gen.apc		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		Rogue System Sensor (Broadcast)

		Malware detected		Virus		W32/Worm-FSD!Gamarue		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		W97M/Downloader		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Server		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		PWS-Zbot-FAXC!B588B25A4AF9		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Downloader.a!uh		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		RDN/Generic.dx!djg		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Downloader-FSH!510C825B51BE		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!8D866C3B425F		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware detected		Trojan		Generic.dx!9F4A3881DB7B		file infected.  Undetermined clean error, deleted successfully		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent

		Malware (av.pup)		Adware		Adware-Cometsys		Unwanted program deleted.		NT AUTHORITY\SYSTEM		Deleted		Windows Vista		McAfee Agent
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1. Introduction 
 
This Policy outlines the acceptable use of the Council’s ICT, email 
and internet facilities. 
 
Reference is also made to key information security requirements 
related to the use of the facilities mentioned above. 
 
The document also refers to the use of specific mobile technology 
including mobile telephones, smartphones, Bring Your Own Device, 
social media, blogs and texting. 
 
For the purpose of this document, all the device types outlined 
above are referred to as the “Council ICT facilities”. 
 
The Policy forms part of the overall information governance 
framework design to protect the Council’s information assets. 
 
Whilst the aim is to provide facilities for employees to use freely in 
pursuit of their job there are, however, management and legal 
issues, which should be borne in mind to ensure the effective and 
appropriate use of information and technology. 


2. Scope and Objectives 
 
This policy applies to anyone who is provided with access to 
Council ICT facilities, the corporate email system and the internet 
access service. It also includes other facilities such as mobile 
computing including the Blackberry Service. 
 
It is recognised that it is impossible to define precise rules for every 
situation and it is therefore required that adherence should be 
undertaken within the overall spirit of the policy. 


3. Responsibilities 
 
All users of the Council provided internet, email and ICT facilities 
are responsible for ensuring their adherence to this policy. 
 
Managers who have responsibility for workers who have been 
provided with such facilities are responsible for ensuring their own 
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understanding of this policy and how to ensure adherence and 
provide support to their staff as required. 
 
This Policy is also applicable to any third party individual or 
organisation who are provided with access to Council facilities in 
pursuit of a specific service or function they are providing to the 
Council. 


4. Policy Principles - Internet 
 
4.1 Purpose of providing access to the internet 
 
Your Council internet account is provided for business purposes 
only and it must not be used for personal use during work time. 
 
Personal use is only permitted during times when you are not 
expected to be working e.g. not signed in for flexi time purposes – 
such as lunchtime, before work etc. 
 
It is not permitted to attend a place of work simply to use the 
internet facility if you should otherwise not be in attendance e.g. 
weekends. 
 
4.2 Personal use of the Council’s internet service 
 
At the discretion of your line manager, and provided it does not 
interfere with your work, the Council permits the use of the Internet 
facilities for non-business research or browsing during unpaid break 
times or unpaid time before/after flexi-time/normal working hours.  
 
Personal use of the Internet is subject to management discretion 
and the following conditions:  
 


 That personal use does not impinge on the member of staff’s 
work or that of other staff;  


 
 That personal use takes place outside of normal working 


hours and that the time is not included in the calculation of 
daily hours; and  


 
 That personal use is not connected to any business or profit 


making venture.  
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In addition to these general restrictions noted above, the Council 
specifically excludes the following uses of the Internet:  
 


 To view content of an obscene or discriminatory nature, or 
content that is in violation of UK legislation; 


 
 To download unofficial software for use on Council 


equipment; 
 


 To reveal confidential or personally sensitive information; 
 
 To spread or publish any threatening views or content that 


could cause unrest.  
 
Note: 
 


 Access to certain categories of website will be blocked for 
business reasons e.g. legality, inappropriate, impact on 
services due to the type of content being downloaded;  


 
 Purchase of personal items is at your own risk. The Council is 


not responsible for any personal transactions you enter into. 
You must accept responsibility for, and keep the Council 
protected against, any claims, damages, losses or the like 
which might arise from your transaction – for example in 
relation to payment for the items or any personal injury or 
damage to property they might cause.  


 
If you are in any doubt about how you may make personal use of 
the Council’s Internet Service you are advised not to do so.  
 
All personal usage must be in accordance with this policy. Your 
computer and any data held on it are the property of Sandwell 
Council and may be accessed at any time by the Council to ensure 
compliance with all its statutory, regulatory and internal policy 
requirements. 
 
If your work style is such that you are provided with ICT facilities for 
work duties away from an office environment e.g. a home worker, 
your personal browsing and use of the internet must be via your 
personally owned equipment and not via the Council provided 
equipment and internet service. 
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4.3 Your responsibilities 
 
It is your responsibility to:  
 


 Familiarise yourself with the detail, essence and spirit of this 
policy before using the Internet facility provided for your work;  


 Assess any risks associated with Internet usage and ensure 
that the Internet is the most appropriate mechanism to use; 


 
 Know that you may only use the Council’s Internet facility 


within the terms in this policy;  
 
 Read and abide by the Corporate Information Security Policy. 


 
Your use of the internet is monitored by automated tools to ensure 
compliance with this policy and prepare generic trend and usage 
statistics associated with internet use. This information may be used 
for the purposes of gathering and maybe used in disciplinary 
proceedings. 
 
4.4 Line manager responsibilities 
 
It is the responsibility of Line Managers to ensure that the use of the 
Internet facility: 
 


 Within an employees work time is relevant to and appropriate 
to the Council’s business and within the context of the users 
responsibilities.  


 
 Within an employees own time is subject to the rules 


contained within this document.  
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5. Acceptable Use Policy - Email 
 
Policy Principles 
 
5.1 All emails that are used to conduct or support official Sandwell 


Council business must be sent using the ‘@Sandwell.gov.uk’ 
address. Additionally, where appropriate, emails sent using 
Government Connect secure email must be sent using the 
‘@Sandwell.gcsx.gov.uk’ secure address. 


 
5.2 Non work or personal email addresses must not be used to 


conduct or support official Sandwell MBC business i.e. do not 
send an email from any other email account other than that 
provided by the Council. 


 
5.3 Communication with your professional body, including your 


Trade Union, is regarded as permissible. 
 
5.4 Trade Unions are recognised as a Data Controller under the 


definition described in the Data Protection Act. It is acceptable 
for Trade Unions acting in an official capacity to use the 
Council email service (Sandwell.gov.uk) and may 
communicate with any destination address they need to in 
pursuit of this activity (including hotmail, gmail etc). However 
Trade Unions are responsible for their use of the system and 
ensuring (for example) the destination address is suitable for 
the intended purpose. 


 
5.4 Council provided email addresses must not be used for any 


personal or private use. 
 
5.5 All emails represent aspects of Council business and remain 


the property of the Council and not of individual employees. 
 
5.6 Any Council information record which exists in any email 


system may potentially be disclosed via the Freedom of 
Information Act (FoIA). An FoIA enquiry may require a search 
of email accounts for relevant information – either by you 
personally or via an automated search tool. 


 
5.7 The legal status of an email message is similar to any other 


form of written communication. Consequently, any e-mail 
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message sent from a facility provided to conduct or support 
official Sandwell MBC business should be considered to be 
an official communication from the Council.  


 
5.8 Users should be aware that deletion of e-mail from individual 


accounts does not necessarily result in permanent deletion 
from the Council’s ICT systems. It should also be noted that 
email and attachments may need to be disclosed under the 
Data Protection Act 1998 or the Freedom of Information Act 
2000. Further information regarding this can be obtained from 
the Information Management Unit. 


 
5.9 Email is designed to be a convenient method of 


communicating. However, it cannot be guaranteed that the 
message will be received or read in a timely fashion due to 
circumstances out of your control. When writing an email, as 
the author, you cannot be entirely sure that the content will be 
understood in the way that you intended. It is therefore the 
responsibility of the person sending an email to decide 
whether email is the most appropriate method for conveying 
your intended message. 


 
5.10 Use of email must be undertaken in conjunction with the 


Council’s Information Classification Scheme which outlines 
the correct handling of information by email. 


 
5.11 All emails sent to conduct or support official Sandwell MBC 


business must comply with corporate communications 
standards. 


 
5.12 Under no circumstances should users communicate material 


(either internally or externally), which is, for example, 
defamatory, obscene, or does not comply with the Council’s 
Equal Opportunities Policy, or which could reasonably be 
considered inappropriate. Anyone who is unclear about the 
appropriateness of any material should consult their line 
manager prior to commencing any associated activity or 
process.  
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5.13 The Council email systems should not be used:  
 


 For the transmission of unsolicited commercial or 
advertising material, chain letters, or other junk-mail of any 
kind, to other organisations; 


 
 For the transmission to an external third party of content or 


attachments protectively marked as RESTRICTED or 
indeed a higher information classification (unless using 
GCSx email for example); 


 
 For the transmission of material such that this infringes the 


copyright of another person, including intellectual property 
rights.  


 
 For activities that unreasonably waste staff effort or use 


networked resources.  
 


 For activities that corrupt or destroy other users’ data.  
 


 For activities that disrupt the work of other users.  
 


 For the creation or transmission of material which is 
designed or likely to cause annoyance, inconvenience or 
needless anxiety.  


 
 For the creation or transmission of material that either 


discriminates or encourages discrimination on racial or 
ethnic grounds, or on grounds of gender, sexual orientation, 
marital status, disability, political or religious beliefs. 


 
 For the creation or transmission of material that includes 


false claims of a deceptive nature. 
 


 For so-called ‘flaming’ - i.e. the use of impolite terms or 
language, including offensive or condescending terms. 


 
 For activities that violate the privacy of other users. 


 
 For unfairly criticising individuals, including copy distribution 


to other individuals. 
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 For the creation or transmission of anonymous messages - 
i.e. without clear identification of the sender. 


 
 For the creation or transmission of material which brings the 


Council into disrepute. 
 
5.14 Before using email, assess whether it is the best medium for 


the transfer of sensitive personal data. If data of this type has 
to be communicated, then there maybe alternative methods of 
transfer e.g. by using the secure email service GCSx / 
Government Connect or Secure File Transfer - MOVEit. The 
Council’s Information Classification Scheme must be taken 
into account when using email e.g. a classification up to IL3 
RESTRICTED maybe sent to other Sandwell.gov.uk 
addresses. If sending IL3 externally then a Sandwell email 
account must not be used – the alternatives being GCSx email 
or MOVEit. 


 
5.15 When using webmail (OWA / Outlook Web Access) or a 


mobile device e.g. a corporate Blackberry, extra precautions 
must be observed to ensure no-one else has access or 
visibility to the contents of your email account. 


 
5.16 Under no circumstances should you set a rule in your email 


account to auto forward email to a non Sandwell.gov.uk 
account. This applies either in a permanent or adhoc situation. 
This rule also applies to GCSx secure email whereby a rule 
must not be set up to forward email from this account to your 
Sandwell.gov.uk account. 


 
5.17 You should not forward emails to a personal device e.g. an 


iPad. If you are using a personal device, the only circumstance 
when this is appropriate is if using the Bring Your Own Device 
service. 


 
5.18 You may set up a folder called PRIVATE for any information 


you regard as personal e.g. communication with your Trade 
Union. You can restrict the access to this folder when setting 
up proxy / sharing access however any formal or criminal 
investigation may warrant access. Using this methodology 
does not exempt any information stored being disclosed under 
the Freedom of Information or Data Protection Acts. 
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Destination email systems 
 
5.19 Under no circumstances should personal information or any 


information protectively marked i.e. IL1: PROTECT and above 
be sent to any recognisable personal email addresses for 
business purposes e.g. hotmail, gmail etc. There could be 
limited and exceptional circumstances to this e.g. life or death. 
Reference to the Information Management Unit is suggested 
before sending the email. A Freedom of Information Request 
response could be emailed to such an address as it is being 
disclosed into the public domain. A response to a Data 
Protection Act Subject Access Request is likely to be 
protectively marked and should be delivered using a 
mechanism suitable for the information classification 
attributed to it. 


  
5.20 Care must also be taken if third parties provide what appears 


to be a non professional address – it may not be appropriate 
to send information to this address even if the account name 
is the name of the business. The same principle applies to 
.com and .co.uk addresses as these must be regarded as 
“insecure” and the Information Classification Scheme applied. 


 
5.21 If you are sending any information to a non “.gov.uk” address, 


it is your responsibility to check that the destination address is 
suitable. 


 
5.22 Documents or work in connection with work purposes must 


not be sent to recognisable personal email addresses even 
for the purposes of “doing some work at home”.  


 
Responsibilities 
 
5.23 It is your responsibility to:  
 


 Familiarise yourself with the detail, essence and spirit of 
this policy before using the email facility provided for your 
work;  


 
 Assess any risks associated with email usage and ensure 


that what you intend to send via email is the most 
appropriate method to use; 
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 Always check the intended recipient email address – simply 
using a drop down list of recent contacts could lead you to 
selecting the wrong one if there is more than one name 
which is similar. Sending personal information via an email 
to the wrong recipient is a breach of the Data Protection 
Act; 


 
 Know that you may only use the Council’s email facility 


within the terms in this policy;  
 


 Read and abide by all related information security policies; 
 


 Understand and abide by the principle that email is not 
personal and all content belong to the Council; 


 
 If you think you may have disclosed an email to an incorrect 


recipient inform your manager and the Information 
Management Unit immediately; 


 
 Your mailbox has a finite capacity and you must manage 


the content within these limits. Undertake housekeeping to 
delete emails no longer required but any which form part of 
the Council “record” must be kept appropriately according 
to corporate retention schedules. This may mean transfer 
out of the email system into other business applications; 


 
 Do not open suspicious emails and be careful before 


clicking on any links in emails or open attachments you 
receive from people you do not know. 


 
5.24 There maybe times when your email account may need to be 


accessed in your absence. This maybe if you are 
unexpectedly absent from the workplace through sickness or 
other reason. In these circumstances, your Manager can 
request access via ICT Services to be given read access. 


 
5.25 Your email account may also be accessed or suspended if 


there are grounds for a formal investigation in to misuse or non 
adherence to this Policy. You will not be informed beforehand 
if this course of action is taken but will be notified at a later 
date. 
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 You are required to use the Council’s email system in 
conjunction with all instructions provided with regards to 
council wording style and layout. This includes compliance 
with the Council’s style guide which requires the use of 
plain English, the use of a standard defined email signature 
and the requirement to include a title for your email in the 
subject filed such that recipients are aware of the email 
contents. The council’s Communications Team can provide 
more information regarding these requirements 


 
5.26 You are deemed to have accepted the terms of this policy 


when you access your email account. 
 
5.27 It is the responsibility of Line Managers: 
 


 To ensure that the use of the email facility supports the 
work of their employees 


 To understand the principles of this policy and can resolve 
queries raised by their employees; 


 To ensure their employees have read and abide by this 
policy as much as is reasonably practical 


 Managers must contact the Information Management Unit if 
there has been an inappropriate breach of information or 
suspect that this may have occurred. 


 
5.28 Out of office messages 
 


Out of office must be set up for periods of planned absence 
lasting more than 3 working days. The content of these must 
give an alternative contact name and email address for 
enquiries. Failure to do this may result in Freedom of 
Information Requests being delayed to the detriment of the 
Council. 


 
5.29 Calendar access 
 


Full read access to your Outlook calendar is encouraged to 
aid the scheduling of meetings. You must mark any 
appointment as “private” if it is a matter that you don’t wish to 
be viewed or the appointment contains personal information 
either as content or as an attachment. 
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Anyone setting up a meeting is able to see available times 
(without details of other appointments) when using the 
Scheduling Assistant in Outlook. 


 
If the majority of your appointments are truly private, do not 
share your diary with everyone. 


 
5.30 Proxy access 
 


You do not have the right to deny proxy access to your 
designated line manager or supervisor. Proxy access is 
encouraged for team members to cover during any unplanned 
absences. Proxy access is generally enabled by changing the 
file permissions on the mailbox folders you which to provide 
shared access to. All relevant folders must have sharing 
permissions to allow for proxy access but maybe denied for 
your PRIVATE folder – this is your choice. 


 
Any sub folders you create should be set up with the 
appropriate sharing permissions. 


 
Be aware that if you have used your email account to 
communicate with Occupational Health, your Trade Union or 
perhaps concerning a grievance then there is an element of 
risk associated with the proxy access. Your options include 
printing and then deleting the emails or setting up a folder 
marked PRIVATE and not providing sharing permissions or 
perhaps not using your Council email account for this 
purpose. 


 
The PRIVATE folder must only be used for communication 
associated with: 


 
 Trade Union communication which is personal 
 Grievance and disciplinary 
 Occupational Health 


 
It must not be regarded as a folder to store information in to 
prevent a FoIA disclosure or to deliberately hide information. 


 
In the event of a formal investigation, this folder maybe 
examined. 
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Information sharing 
 
5.31 When you are communicating and sending information via 


email, this may be governed by Council Information sharing 
rules and an Information Sharing Protocol which may have 
been agreed between the Council and the third party 
organisation. Before using email to transfer information, verify 
with your Service Manager if such an agreement exists; 


6. Acceptable use of ICT services and equipment 
 
General acceptable use provisions 
 
6.1 ICT facilities within the Council are provided for the purpose of 


legitimate business purposes only.  
 
6.2 All computer equipment must be used / operated in suitable 


physical locations that: 
 


 Reduces risks from environmental hazards, for example, 
heat, fire, smoke, water, dust and vibration; 


 
 Reduces the risk of theft; 


 
 Facilitates workstations handling sensitive data being 


positioned so as to minimise the risk of the data being seen 
by unauthorised people. It may be necessary to conduct a 
risk assessment in this situation and as a result take 
necessary actions e.g. screen filters. 


 
6.3 Desktop PCs must not have work related data or information 


stored on the local hard drive on a permanent basis - data 
must be stored on the network folders – some of which maybe 
synchronised with a local folder. This ensures that information 
lost, stolen or damaged via unauthorised access can be 
restored with its integrity maintained. 


 
6.4 Laptop and tablet devices should have their data copied to the 


corporate network as soon as is practically possible.  Personal 
and other sensitive data should only be stored on laptops and 
other devices by exception e.g. when required to work not 
connected to a network or maybe to support agile working. 
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6.5 All items of equipment must be recorded on an inventory, both 
the Corporate ICT inventory and within service area asset lists. 
Procedures should be in place to ensure inventories are 
updated as soon as assets are received or disposed of. 


 
6.6 All equipment must be security marked with a unique asset tag 


provided by ICT Services which must not be removed or 
tampered with.  


 
6.7 Equipment taken away from Council premises e.g. when agile 


working is the responsibility of the user and must: 
 


 Be logged out when not in use; 
 


 Concealed whilst transporting e.g. locked in the boot; using 
a bag not readily identifiable as a laptop bag; 


 
 Not left open to theft or damage whether in the office, 


during transit or at home; 
 


 Be encrypted if carrying personal or confidential 
information; 


 
 Be password protected. 


 
6.8 Theft or loss of equipment must be reported to ICT Services, 


Risk Management and the Information management Unit. 
 
6.9 It is a user’s responsibility to prevent unauthorised access to 


Council systems by: 
 


 Following the Password Policy; 
 


 Ensuring that unattended computers are locked or logged 
out; 


 
 Leaving nothing on display that may contain access 


information such as login names and passwords; 
 


 Informing the ICT Service Desk of any changes to their job 
role which requires changes to their information or 
information systems access. 
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6.10 The normal operation of the Council’s network must not be 
interfered with. No personal or non Council equipment may be 
connected to the Council network unless accessing a 
“publically available” network specifically available for this 
purpose e.g. WiFi. 


 
6.11 ICT equipment remains the property of the Council. 
 
6.12 It is not permitted for employees to take ownership of 


equipment at the end of its life. 
 
6.13 The disposal of ICT equipment must be coordinated through 


ICT Services who will arrange for the permanent removal of 
all data and software licensed to the Council. 


 
6.14 No attempt should be made to correct hardware or software 


faults. ICT Services must be contacted when any kind of fault 
occurs. 


 
6.15 Damaged equipment must not be used. 
 
6.16 The copying of proprietary software programs or associated 


copyrighted documentation is prohibited and is an offence that 
could lead to personal criminal liability with the risk of a fine or 
imprisonment. 


 
6.17 The loading of proprietary software programs for which a 


licence is required but not held is prohibited and this is also an 
offence which could lead to a large fine or imprisonment. 


 
6.18 Personal software or non Council provided software e.g. 


games, shareware or freeware, must not be loaded on the 
council’s computers under any circumstances.  


 
6.19 All software must only be installed by ICT Services. 
 
6.20 All users should be aware of their access rights for any given 


hardware, software or data and must not attempt to 
experiment or attempt to access hardware, software or data 
for which they have no approval or need to conduct their 
duties. 
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6.21 Users are required to comply with all Information Security and 
Acceptable Use Policies associated with the use of ICT 
equipment and services. 


 
Mobile computing 
 
6.22 A mobile device is defined as a portable device that is used to 


access Council ICT systems and store or transmit data from 
any location.  Examples include laptops, tablet PCs, Personal 
Digital Assistants, SmartPhones, mobile phones and USB 
memory sticks. 


 
6.23 Mobile devices are vulnerable to opportunistic theft as they 


are easy to lose and misplace due to their small size. In the 
past thieves would have been solely interested in the device, 
increasingly they are also interested in the value of the 
information stored on the device. 


 
6.24 In emergency situations, including circumstances where you 


are unexpectedly required to work out of hours or at an 
alternative location, minimal use of your mobile device for 
personal use is permitted, as long as it does not interfere with 
work commitments and does not constitute misuse as outlined 
in any part of the this Policy. 


 
6.25 Minimal personal use means infrequently and for seconds, 


rather than minutes or hours and should be kept to 
unavoidable, emergency situations. 


 
6.26 Except where it is strictly and necessarily required for your 


work, you must not use your mobile device to do the following: 
 


 Transmit picture messages. 
 Transmit video messages. 
 Download music or video files. 
 Download ring tones or games.  
 Make international phone calls.  
 Send international SMS text messages. 
 Dial or text premium rate phone numbers 
 Use multimedia services. 


 
6.27 The above list gives examples of “inappropriate” use but is 


neither exclusive nor exhaustive. 
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6.28 You are personally responsible for the safety of any Council 


information/data you store on this device.  If you remove it 
from Council premises you are responsible for ensuring its 
safe transport. 


 
 Keep your mobile device secure at all times 
 Do not leave the device unattended 
 Apply a strong as possible password (if this is not enforced 


by the configuration of the device itself) 
 Enter passwords securely, just as you would enter a PIN 


number 
 Do not disable or remove any of the security controls which  


are in place on the device 
 Ensure that data is backed up to the Council network as 


soon as possible 
 If you lose the device, report the loss to the ICT Service 


Desk, your line manager and/or the owner of the data 
 Personal and other sensitive data (i.e. data that meets the 


Council’s definition of PROTECT or RESTRICTED) should 
only be stored on Council provided removable devices by 
exception and if so this must be agreed by the data owner 
and the data must be encrypted to the Councils’ current 
standard 


 If you no longer need a file then delete it 
 Secure your device to an immovable object if possible 
 Carry mobile devices discretely on your person or in hand 


luggage 
 Never leave your device in view when left in a car 
 Do not use the device to display sensitive information in 


public places where the screen can be viewed by others 
 Do not access emails and data in the presence of family 


and friends, etc. 
 Beware of shoulder surfers (people who watch your screen 


over your shoulder) 
 Log out or use a screen saver with a password when you 


are not using the device 
 Downloading attachments, even if later deleted, will remain 


for some time on the hard drive and so when disposing of a 
home PC/Laptop or other mobile device, ensure that the 
disk is adequately wiped of any data 
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 If sending personal/sensitive data in email within the 
Council network, remember that it may be viewed in public 
places 


 Do not give mobile devices to unauthorised persons 
(including members of your family – unless for emergency 
contact) 


 
6.29 RESTRICTED, sensitive, confidential or personal data must 


not be taken or accessed outside of the United Kingdom (UK) 
without adequate controls being put in place beforehand. 


 
6.30 Where the above rules are inappropriate or impractical in the 


‘out of the office’ environment, the user is responsible for 
taking all reasonable steps to minimise the risk of loss and 
damage to the equipment and any information held on the 
device. 


 
6.31 All mobile devices must be available to be returned to the 


Council on request for updates and auditing purposes. 
 
6.32 Your Mobile Device must not be used in a way that 


contravenes the Law. 
 
6.33 Under the Freedom of Information Act, any copy of a file held 


on a Council mobile device may be accessible to the general 
public.  If you choose to delete this file after you know that it 
has been requested then you are committing an offence for 
which you, not the Council, will be personally liable. 


 
Removable media 
 
6.34 Anyone who uses removable media as outlined in this 


standard is responsible for the information which is 
transported. 


 
6.35 Only Sandwell MBC supplied encrypted memory sticks of the 


defined standard may be used to store or transport Council 
related information which is regarded as personal data or 
protectively marked up to the level of RESTRICTED. 


 
6.36 The use of un-encrypted devices or storage such as USB 


memory sticks, DVDs, memory cards etc is prohibited. 
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6.37 The use of any storage device not supplied by the Council is 
prohibited. 


 
6.38 Reading from incoming media e.g. memory sticks is 


prohibited in order that the integrity of the Council’s network 
can be protected and to ensure no virus or other malware is 
introduced. 


 
6.39 Long term storage or archive of information using removable 


media should not be undertaken whether encrypted or 
otherwise – this is due to the limited guaranteed life of such 
media. This includes CD / DVD media. 


 
6.40 Any storage devices no longer required which may contain 


information e.g. surplus to requirements or in need of secure 
disposal should be returned to ICT Services, in person. 


 
6.41 The password used to encrypt information must not be written 


down and must never be stored or transported with the 
device. 


 
6.42 Media such as discs which are no longer required must be 


physically destroyed to a standard which renders the recovery 
of the information impossible. 


 
Software updates 
 
6.43 It is vital that the Council’s computing facilities are kept up to 


date with the latest recommended software patches, virus 
updates etc. Generally, these will be downloaded 
automatically and installed at a set time. It is therefore 
essential that all devices have adequate opportunity to 
receive these downloads which can only happen when 
connected to the Council’s network – including remotely via 
VPN.  


 
6.44 You must follow any instructions from ICT requesting you to 


take action concerning any updates. 
 
6.45 You must follow any prompts which may appear on screen 


requiring you to take action (including selecting Shutdown 
with Updates when closing your machine down). If in doubt, 
contact the ICT Service Desk. 


[IL0: UNCLASSIFIED] 
  Page 22 of 30 







 


 
6.46 Devices used infrequently must be logged onto the network at 


least once a month and with sufficient time to ensure the 
software is downloaded. 


 
6.47 Failure to ensure devices are updated, will result in them 


being locked and the requirement for a service call raised with 
ICT Services to re-activate them following software updates. 


 
Personally owned equipment 
 
6.48  The Council does not permit the use of personally owned ICT 


equipment for work purposes unless a number of conditions 
are met. This ensures continued compliance with regimes 
such as the Code of Connection for the Public Service 
Network (PSN) and also principle 7 of the Data Protection Act 
(ensuring information is protected by an adequate degree of 
security). 


 
6.49 There are very limited circumstances where equipment may 


be used: 
 


 A personally owned PC / laptop to use Outlook Web 
Access (OWA); 


 A personally owned Smartphone or tablet which has Good 
Technologies Bring Your Own Device (BYOD) software 
installed; 


 A personal mobile telephone - though the Council is not 
liable for any call or data charges arising from its use. 


 
6.50 Where a service such as BYOD is being used and there is the 


potential for both personal and professional use of the same 
device, it is not permitted to use the personal environment for 
Council related purposes. Example of this include the use of 
note taking applications, apps for data recording etc and then 
this information being transferred to the BYOD software on 
the same device. The risks associated with this mean the 
Council cannot remain compliant with the regimes outlined 
earlier in this section. Even taking action such as deleting the 
data once transferred is not acceptable as this may not 
happen consistently and ghost images of data may still exist 
afterwards. 
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6.51 Only the facilities, apps and services offered within the BYOD 
application must be used for all work related purposes.  


 
6.52 The use of personally owned PCs / laptops etc for home 


working or flexible working purposes is not permitted under 
any circumstances. Managers must ensure their officers have 
access to adequate equipment for which they can fulfil their 
professional duties and extra care must be taken when hiring 
temporary or agency staff so that they have access to Council 
equipment and are aware of their personal responsibilities 
with regards to Council information. 


7. Mobile telephones, Smartphones and Texting 
 
7.1 Never send confidential or sensitive information by SMS text 


and Instant Messaging services. 
 
7.2 Before sending a text message or leaving a voice message 


containing personal information on a mobile device, satisfy 
yourself that the receiving device is a work device that is more 
likely to have appropriate security measures installed than on 
a personally owned device. The initiator of the call and hence 
the person leaving the message is responsible for satisfying 
themselves that it is appropriate to leave / send a message. It 
maybe preferable to anonymise the information left or simply 
ask for a call back highlighting the sensitivity of the intended 
conversation (but without referring to the actual information). 
By default, it is not appropriate or acceptable to send 
messages e.g. text or leave a voice mail where the 
information may be assessed as IL2: PROTECT or higher.  


 
7.3 If you provide a mobile number on which to be contacted and 


where a message containing personal information may be left, 
consider whether it is appropriate to be using that device.  As 
a recipient you have no control over what messages maybe 
left but you have a duty of care and responsibility not to 
encourage sensitive information being recorded. This is 
especially important if the device is personally owned. 


 
At the earliest opportunity always delete the message. 
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7.4 Monitoring the use of mobile devices 
 


The Council has a duty to monitor how the organisation 
operates and how its individual employees perform whilst at 
work.  Lawful monitoring is undertaken to safeguard 
employees as well as protect the interests of the Council and 
its customers.  It is also undertaken so that Managers can 
ensure the smooth running of their services and to enable the 
management of resources. 


 
7.5 If you need to use your mobile for personal use you must 


identify the calls on your bill and pay the associated charges 
back to the council. Further information can be found in the 
Mobile Phone Policy HR114). 


 
7.6 Any personal usage above the permitted minimal use that is 


not repaid will be dealt with in accordance with the Council's 
disciplinary procedure where necessary.  In disciplinary 
situations the Council will be the arbiter of whether or not the 
minimal personal use test has been met. 


8. Social Media and blogs 
 
8.1 Social media services such as Facebook and Twitter are now 


a fundamental component of front line service delivery. 
 
8.2 Sandwell Council Officers are encouraged, where relevant, to 


use social media via established Council accounts, as a 
means to inform the public and foster openness and 
engagement with local communities, as well as to promote 
Council activities or inform the public of service disruptions. 


 
8.3 Council Officers are encouraged to use social media for work 


purposes in an open and honest way to engage with the 
public. Officers must at all times adhere to our social media 
rules and guidelines and are reminded that action may be 
taken as a result of distasteful or offensive postings, 
slanderous or libelous posts or comments that are political in 
nature, or may damage the reputation of Sandwell Council or 
staff members. 
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8.4 Officers are also reminded that the personal use of social 
media sites for personal social interaction is not permitted 
during working hours. 


 
8.5 In the run up to elections (purdah) councils have to be very 


careful not to do or say anything that could be seen to be 
supporting a political party or candidate. During this time 
Council Officers and Council Members must not write political 
comments on social media sites or make postings that could 
appear to be attempting to influence peoples votes. The 
Council reserves the right to remove or request the removal of 
any such postings by Council Officers or Members. 


 
8.6 When using social media: 
 


 Postings must be civil, tasteful and relevant; 
 
 Nothing should be posted which may be considered as 


unlawful, libelous or defamatory, threatening, harassing or 
abusive, racially offensive, harmful, obscene or of a sexual 
nature; 


 
 Posts must not contain swearing;  
 
 Posts must not be repeat postings of images or messages 


or any that try to solicit money, harass in any way or 
attempt to install viruses onto people’s computer and any 
other form of "spamming"; 


 
 Posts must not contain material which promotes or might 


be interpreted as promoting, a political party or parties;  
 
 Posts must not contain content copied from elsewhere, for 


which you do not own the copyright  
 
 Posts must not publicise personal contact information or 


infringe upon personal privacy  
 
 Posts must not impersonate another person, or an 


organisation that you do not represent.  
 
8.7 Blogs are simply another way of communicating and 


publishing information. The principles outlined about for 
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“social media” are equally applicable and will be enforced for 
any form of blogging service. 


 
8.8 The use of your own personal social media account must also 


be undertaken with respect to your professional 
responsibilities. Any postings concerning the Council, it’s 
Officers and Members must be done so inline with the rules 
outlined above. Failure to follow these rules can be taken into 
account if any compliant is received or if any post is viewed 
and reported. 


9. Printing 
 
9.1  Printing facilities are provided for business purposes only. 
 
9.2 As a standard, printing should be undertaken in black and 


white, double sided which should be the default setting of all 
devices. 


 
9.3 Think before you print – is it strictly necessary and does the 


sensitivity of the information mean you should take additional 
precautions? Therefore: 


 
 Print only what is necessary and only the necessary pages 


of a document; 
 


 Collect and remove printout as soon as it is printed; 
 


 Do not walk away from a jammed printer or a device which 
has stopped printing your output due to a fault or lack of 
consumables. When fixed, your output will recommence 
and if you are not present maybe disclosed inappropriately; 


 
 If you find printed output lying around, deal with it 


appropriately – do not leave it for someone else to deal 
with; 


 
 Do not print personal documents, pictures or posters. 


10. Passwords 
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10.1 Passwords are our primary method of authorising your 
access onto the Council’s network.  


 
10.2 A suitable password is: 
 


 A minimum of 8 characters, 2 words, separated by a 
number (or more than one number);  


 
 Each password should contain a mix of upper and lower 


case; 
 
 The password should contain a non alpha-numeric 


character ( ! " £ $ % ^ & * @ ~ # ).  
 
10.3 An example of a Good strength password would be   


#Mickey57Mouse! or *Tesco24Expre55? 
 
10.4 The common sense approach should be not to contain the 


easily guessed words such as password, Council, Sandwell 
or other easily guessable words like children's names etc: 


 
 Do not use names (partner, family relation, pet name etc);  
 
 Do not use place names;  
 
 Do not use dates;  
 
 Do not use towns, cities or other locations;  
 
 Do not use month or names of days;  
 
 Do not use a dictionary word as these can be “cracked” 


very easily using readily available tools. 
 
10.5 ICT Services have the capability of auditing the password 


strength (though not actually obtaining the password). Audits 
will be used to identify which users have failed to select a 
suitable password and where appropriate, follow up action 
taken. This may include locking your network logon account 
until an improved password is selected. 
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11. Bring Your Own Device 
 
11.1 Bring Your Own Device (BYOD) is a recognised service 


where some privately owned devices e.g. a smart phone may 
be used in the work place for business purposes. 


 
The Council has implemented a BYOD service to manage the 
use of certain and limited device types for business purposes. 
 
This service is not a secure enclave on the device but a 
method of providing controlled access into some Council 
datasets, excluding any Public Sector Network derived data or 
systems e.g. GCSx email. 


 
11.2 For the purposes of this policy, the device type BYOD 


encompasses is limited purely to: 
 


 Smartphones e.g. Android, Windows Mobile or iOS (Apple) 
‘phones 


 Tablets e.g. iPad, Galaxy Tab 
 


For an enquiry regarding the suitability and support of a 
specific device, refer to ICT Services or the Good 
Technologies website. 


 
The policy does not permit the use of any other type of device 
e.g. laptop or other connectable device e.g. USB hard disc 
storage. These devices remain prohibited. 


 
11.3 It is not acceptable to use your own device for any work 


related purpose unless via the approved and provided access 
routes e.g. Good Technologies or Outlook Web Access 
(OWA). This ensures no un-managed end user devices can 
access Council systems or information. 


 
11.4  All other Information Governance Policies continue to be 


applicable alongside this one. 
 
11.5 Access will only be permitted to a Sandwell.gov.uk email 


accounts thus providing access to email, calendaring and 
contacts.  


 


[IL0: UNCLASSIFIED] 
  Page 29 of 30 







 


[IL0: UNCLASSIFIED] 
  Page 30 of 30 


11.6 The following stipulations also apply: 
 


 Only full release OS version devices are permitted;  
 Jail broken devices are not permitted;  
 Beta release OS devices are not supported.  
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1.0  Introduction 
 
1.1  Information is an asset. Like any other business asset it has 


a value and must be protected. Systems that enable us to 
store, process and communicate this information must also 
be protected in order to safeguard information assets. 
‘Information systems’ is the collective term for our 
information and the systems we use to store, process and 
communicate it. Information systems include paper / manual 
and / or electronic / computer systems. 


 
1.2 This policy is part of a set of information governance policies, 


Codes of Practice and procedures that supports the delivery 
of the Information Governance Framework. It should be read 
in conjunction with these associated policies.  


 
1.3 Information security is an integral part of information sharing, 


which is becoming increasingly important to achieving 
council aims and objectives – especially when joint working 
with sectors such as health. 


 
1.4 The purpose of our Information Security Policy is to protect 


the Council’s information, manage information risk and 
reduce it to an acceptable level, while facilitating reasonable 
use of information in supporting normal business activity and 
that of our partners. 


 
1.5  Information Security involves the protection of information 


and we are committed to preserving the confidentiality, 
integrity and availability of our information assets: 


 
 For sound decision-making; 
 To deliver quality front line services; 
 To comply with the law; 
 To meet the expectations of our service users and 


partners; 
 To protect our reputation as a professional and 


trustworthy organisation. 
 
1.6 This Policy has been developed using the internationally 


recognised standard for information security known as 
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ISO27001. This takes a risk based approach to upholding 
the 3 key principles of information security: 


 
 Confidentiality 
 Integrity 
 Availability 


 
1.7 Information is a generic term used throughout this Policy. It 


can take many forms e.g. electronic, written or vocal. It would 
be wrong to assume that information in any form warrants 
the highest level of protection or may never be disclosed as 
described in this Policy. Local Authorities, like Central 
Government, are advised to adopt the Government’s 
Protective Marking Scheme which classifies information 
dependent on its attributes e.g. most people are familiar with 
the term ‘confidential’ which is one of the 6 markings 
available. The Government’s protective marking system is 
designed to help individuals determine, and indicate to 
others, the levels of protection required to help prevent the 
compromise of valuable or sensitive assets. The markings 
signal quickly and unambiguously, the value of an asset and 
the level of protection it needs. 


 
1.8 Therefore in applying this Policy everyone handling 


information must take a pragmatic and sensible approach 
e.g. a publically available newspaper or leaflet does not 
warrant anything near the same protection as an extract from 
the Child Protection Register and therefore the rules of not 
keeping it on an unattended desk would be absurd. However 
the adoption of a clear desk policy helps to mitigate against 
this risk  


 
1.9 Therefore common sense and professional judgement must 


be applied taking into account other demands such as the 
Freedom of Information Act. For the avoidance of doubt, 
other supporting resources and contacts are available as 
described throughout this Policy. 


2.0  Scope and Definition 
 
2.1  Information security is defined as safeguarding information 


from unauthorised access or modification to ensure its: 
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 Confidentiality – ensuring that the information is 


accessible only to those who have access; 
 Integrity – safeguarding the accuracy and completeness 


of information by protecting against unauthorised 
modification; 


 Availability – ensuring that authorised user have access 
to information and associated assets where required. 


 
2.2 This policy applies to everyone who has access to the 


council’s information, information assets or ICT equipment. 
These people are referred to as ‘users’ in this policy. This 
may include, but is not limited to employees of the council, 
members of the council, temporary workers, partners and 
contractual third parties.  


 
2.3 The Information Security Policy applies to information in all 


its forms, including, but not limited to:  
 


 Paper 
 Electronic Documents 
 E-mails 
 Text messages 
 Blogs, social media and discussion groups 
 Visual images such as photographs and video 
 Scanned images 
 Microfiche and microfilm 
 Published web content – internet and intranet 
 Audio and video recordings 
 Databases 


  
2.4 Users of Council’s information assets will abide by UK and 


European legislation relevant to information security 
including:  


 
 Data Protection Act 1998 
 Freedom of Information Act 2000 
 Computer Misuse Act 1990 
 Electronic Communications Act 2000  
 Copyright, Designs and Patents Act 1988 
 Human Rights Act 1998  
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 Regulation of Investigatory Powers Act 2000 
 Telecommunications (Lawful Business Practice) 


Regulations 2000 
 Civil Contingencies Act 2004  


 
This list is not exhaustive and may change over time.  
 
2.5 This policy will also apply to any information created in any 


other format that may be introduced or used in the future.  
 
2.6 The policy includes information transmitted by post, by 


person, by electronic means and by verbal communication, 
including telephone.  


 
2.7 The policy applies throughout the lifecycle of the information 


from creation, utilisation, storage and to its ultimate disposal.  
 
2.8 With regard to electronic information systems, it applies to 


use of council owned facilities and privately/externally owned 
systems when connected to the council network directly or 
indirectly.  


 
2.9 Information belonging to third party and partner organisations 


will be handled and processed in line with this policy and in 
accordance with any requirements set out by the third party 
which may include Information Sharing Protocols (ISPs) or a 
Memorandum of Understanding (MoU). 


3.0  Roles and Responsibilities 
 
3.1 The Council’s Senior Information Risk Officer (SIRO) has 


responsibility for managing information risk on behalf of the 
Chief Executive and Senior Management Board, setting 
strategic direction and ensuring policies and processes are in 
place for the safe management of information.  


 
3.2 Directors have responsibility for understanding and 


addressing information risk within their service areas, 
assigning ownership to Information Asset / System Owners 
and ensuring that within their directorate appropriate 
arrangements are in place to manage information risk, and to 
provide assurance on the security and use of those assets.  
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3.3 Information Asset / System Owners undertake information 


risk assessments, implement appropriate controls, recognise 
actual or potential security incidents and ensure that policies 
and procedures are followed. 


4.0  Key policy purposes 
 
4.1 The purpose of the policy is to provide a framework giving 


guidance for the establishment of standards, baselines, sub-
policies, procedures and guidelines for implementing 
information security and reinforce the council’s commitment 
to ensuring that its information assets are protected and 
secure.  


 
4.2 It aims to:  
 


 Demonstrate assurance of the confidentiality, integrity and 
availability of information held or processed by the 
Council; 


 
 Ensure that information risks are identified and managed 


appropriately; 
 


 Minimise the business impact and interruption caused by 
security incidents; 


 
 Ensure that all information and information systems upon 


which the council depends are designed and protected 
with security applied to the required standards; 


 
 Ensure that all users are made aware of their obligations 


and have a proper awareness, concern and an adequate 
appreciation of their responsibilities for information 
security and take appropriate measures to avoid loss, 
misappropriation or misuse of information; 


 
 Ensure that all users have an awareness of their 


responsibilities for processing personal information or any 
other information of commercial value; 
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 To ensure that any sharing of information is lawful, 
properly controlled and the data protection rights of 
individuals are respected; 


 
 Ensure that all contractors and their employees, 


temporary workers and other visitors likely to use and 
process council information have a proper awareness and 
concern for the security of council information; 


 
 Meet the general objectives and support the principles of:  


 
 Cabinet Office Security Policy Framework (SPF);  
 ISO27001, International Standard on Information 


Security Management Systems (ISMS); 
 Payment Card Industry Data Security Standards (PCI-


DSS); 
 Code of connection for the Public Sector Network 


(PSN); 
 Information Assurance Maturity Model; 
 LGA Data Handling Guidelines, and  
 NHS Information Governance toolkit.  


5.0  Key Security Principles 
 
5.1 The information lifecycle which is the creation, storage, 


maintenance, retention, sharing and disposal processes 
should comply with the following principles of information 
security:  


 
 Measures taken or installed are appropriate to the level of 


security required to maintain the confidentiality, integrity 
and availability of information;  


 
 Appropriate technical controls shall be implemented to 


ensure the protection and management of all electronic 
information; 


 
 Users should take appropriate measures to prevent 


unlawful or unauthorised disclosure of information;  
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 Users should take appropriate measures to prevent 
accidental or malicious alteration or deletion of 
information;  


 
 Users should be able to access information for the 


effective performance of their role;  
 


 Access to information should be on a ‘need to know’ 
basis;  


 
 Users will only be given access privileges which are 


absolutely essential to do their work i.e. principle of least 
privilege;  


 
 Users must consider if they have now, in the past or in the 


foreseeable future, any possible conflicts of interest 
relating to the information they are accessing and, if so, 
should alert their line manager who must ensure there is a 
clear segregation of duties;  


 
 Information security should not create a barrier to the flow 


of information across the council, but should provide 
appropriate controls and permissions;  


 
 Users are accountable for their use of information, 


information assets and ICT equipment;  
 


 Information security processes must comply with 
prevailing legislation e.g. Data Protection Act, Freedom of 
Information Act;  


 
 All Information in any format must be assigned and 


marked with an appropriate classification in accordance 
with the Information Classification Scheme;  


 
 Data backup and recovery and business continuity plans 


are tested and maintained to ensure that vital information 
services are available within defined service levels;  


 
 Breaches of information security controls will be reported 


to and will be investigated by an officer who has been 
assigned information compliance responsibilities;  
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 Users will not copy software or licensed products without 


the permission of the owner of the copyright (under some 
circumstances such copying may be a breach of the 
Copyright, Designs and Patents Act 1988; 


 
 Users will consider security when using and disposing of 


information and should:  
 


• Refer to the Council’s guidance and procedures 
related to retention and disposal;  


 
• Ensure that all information is covered by an 
appropriate retention period; 


 
• Follow established procedures for the safe and 
secure disposal of information safely;  


 
5.2 All council computer hardware must be disposed of in 


accordance with Council guidance and procedures; 
 
5.3 Users must take appropriate measures to prevent problems 


with data quality. 
 


6.0  Information Security Requirements 
 
6.1  Sandwell Council has a significant investment in ICT and 


information. The Council is dependent upon the information it 
holds and processes. The incorrect disclosure or loss of 
information or loss of its ICT processing facilities could lead 
to significant additional costs, loss of revenue and damage to 
the Council’s reputation as a result of: 


 
 Business activities being fully or partially suspended (if the 


information is personal data, formal intervention from the 
Information Commissioner); 


 Having to recover information or ICT facilities and 
equipment; 


 Unauthorised disclosure of protected information relating 
to individuals being made available to ‘interested parties’; 
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 Vulnerable citizens being put at risk as a result of key 
information not being available to the people who need it 
or being disclosed inappropriately; 


 Fraudulent manipulation of cash or goods. 
 
Always remember: 
 


 Information Security is your personal responsibility. All 
information will have an owner or author. Know the rules 
for handling the information in your care. Stick to those 
rules without exception; 


 Before making information available to anyone else, make 
certain you have the authority, including the legal power, 
to release it; 


 Never access information unless it is part of your job and 
you have a business need to do so; 


 Never give out information via the telephone or in any 
other way unless you are absolutely sure who you are 
giving it to, that it is adequately protected whilst in ‘transit’ 
and that the recipient is entitled to receive it; 


 Remember - always take reasonable and practicable 
steps to protect the information you store or process; 


 Ensure data transfers are undertaken lawfully and 
legitimately using the correct tools and processes at all 
times; 


 Do not disclose any details pertaining to the Council’s 
security systems or processes – take particular care of 
“social engineering” where this method maybe used to 
probe for weaknesses and hence launch some form of 
attack on our systems. 


 
When in the office: 
 


 Never leave information out on your desk when you are 
not present; 


 Adopt the clear desk policy; 
 Always ‘lock’ your computer or smart phone before 


leaving your desk or the device unattended; 
 Lock and remove the keys from cabinets or other storage 


units if you leave the office unattended – during the 
daytime or out of hours; 
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 Challenge anyone you see in the building who should not 
be there – do not allow anyone to ‘tail gate’ you through 
security doors. 


 
On the move: 
 


 Never take information out of the office unless you need 
to; 


  Keep your ICT equipment – laptops, telephone, smart 
phone and paperwork secure at all times; 


 Never leave equipment, information or documents in a 
vehicle when it is unattended and always travel with it 
locked securely and out of sight e.g. in the boot; 


 When working in a public place, make sure you are not 
overheard and that information cannot be seen by others; 


 Take care when using public or free networks – these 
may not be secure and data may be intercepted; 


 When agile working ensure you take account of all the 
appropriate guidance – this is equally important when 
working at home as in a Council office. 


 
Transmitting information: 
 


 Ensure the information is being sent / transmitted to the 
correct person / destination; 


 Always make sure you know what Protective Marking or 
sensitivity the information you are using should have and 
always comply with that level of protection; 


 Be certain you are sending only what you absolutely need 
to send and no more; 


 Ensure the method of transfer is appropriate to the 
protection of that information and if in any doubt do not 
use it e.g. use of provided encryption tools whenever 
available; 


 Data Processing Agreements and /or Protocols must be in 
place for any information transferred to a third party and 
the Council remains as the recognised Data Processor; 


 Undertake Privacy Impact Assessments where necessary. 
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7.0  Training 
 
7.1 Appropriate training will be made available for new and 


existing staff who have responsibility for information 
governance duties; 


 
7.2 All users will be made aware of their obligations for 


information governance through effective communication 
programmes; 


 
7.3 Each new employee will be made aware of their obligations 


for information governance during their induction 
programme; 


 
7.4 Training requirements will be reviewed on a regular basis to 


take account of the needs of the individual, and to ensure 
that users are adequately trained. 


8.0  Policy Compliance and Audit 
 
8.1 Failure to observe the requirements set out in this policy may 


be regarded as serious and any breach may render an 
employee liable to action under the council’s disciplinary 
procedure. 
 


8.2 Non-compliance with this policy could have a significant 
effect on the efficient operation of the Council and may result 
in financial loss and an inability to provide necessary 
services to our service users. The Council will undertake 
audits as required to monitor compliance with its information 
governance policies and, where necessary, will monitor 
users’ access to information for the purpose of detecting 
breaches of this policy and/or other information governance 
policies and procedures.  


 
8.3 It is the duty of all users to report, as soon as practicably 


possible, any actual or suspected breaches in information 
security in accordance with the procedures outlined on the 
Information Management Unit intranet. 
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8.4 Any user who does not understand the implications of this 
policy or how it may apply to them, should seek advice from 
their immediate line manager and/or the Information 
Management Unit. 


9.0  Information Security Policy Exemptions 
 
9.1 Exceptions will be granted only where there is a clear 


business case to do so, and where there is evidence that a 
risk assessment has been undertaken and any additional 
risks introduced by the exception are mitigated to an 
acceptable level. The approval of the relevant Director is 
required, along with the approval of the Information 
Management Unit.  


 
 
 
End of document 
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