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1.
Introduction

Information and information systems are important corporate assets and it is essential to take all the necessary steps to ensure that they are at all times protected, available and accurate to support the operation and continued success of Liverpool Clinical Commissioning Group (LCCG).  

The aim of the LCCG Security Policy, Security Standards and guidance is to maintain the confidentiality, integrity and availability of information stored, processed and communicated by and within LCCG. 

This document will include the following sections:

· Workstations eg Laptop or PCs

· Encryption of Removable Media eg pen drives, CDs and DVDs.

· File encryption

· Web page encryption
· Email Encryption

2.
Responsibilities within this standard

Particular responsibilities within the standard are defined as:-

	Review and Maintenance
	IM SDM and IT Security

	Approval
	Information Security Group

	Local adoption
	All line managers

	Compliance
	All staff in Scope


3.
Community VPN Remote Access Solution

In VPNs for the purpose of remote access to the LCCG networks, the traffic must be protected by the use of IPsec (Internet Protocol Security) tunnels and/or Secure Socket Layer (SSL). See SS18 for details.
4.
Workstation Encryption

Laptop Encryption

The organisations Laptops must be encrypted using the current disk encryption software within use in the CCG. The disk should be protected at a minimum level of 256 bit encryption using the AES algorithm.   Encryption will be a ‘whole disk’ encryption solution and as such encrypts all the laptops internal disks.

Desktop Encryption


Desktops will not be encrypted routinely because of the reduced risk of loss or being stolen.  .  However any PC in a non-secure area, considered to contain large amounts of sensitive data or be especially vulnerable must be encrypted. This should be identified when conducting a site security survey on a quarterly basis.
5.
Email Encryption

LCCG currently uses a Sophos Email appliance for Email encryption.  
Email can be set to encrypt:

· By default  i.e. all mail is encrypted

· Selected by the user. If [encrypt] is in the subject field the mail is encrypted

· By a trigger i.e. NHS number, credit card number, PID etc.

· For a selected group of users or recipients.
6. 
Removable Media

Securing portable media storage devices such as CDs, DVDs and USB memory sticks is essential as they represent a huge risk to the organisations Informational security.  Any data stored on these devices is much more vulnerable to theft or loss due to their portable nature.
A port control solution has been purchased called Safend Protector in order to encrypt all portable devices such as USB drives, CDs and DVDs.  This will be installed on all laptops and PCs and will ensure all portable media devices are protected by 256 bit AES encryption.

Safend Protector ensures that no data can be removed from the organisation network without being encrypted – in support of this the following policies will be implemented; 
· Non- Encrypted Media can be read in any organisation workstation or laptop

· Users cannot write unencrypted data to unauthorised media

· Encrypted Media can only be accessed via input of the password
7.
File Encryption

Where individual files need to be encrypted to allow transfer via email or other electronic process this should meet AES 256 bit encryption levels. Please see the Safe Haven (Secure) transfers guidance.
8.
Webpage Encryption

Where personal or sensitive data is to be collected via web pages this must be via a https:// connection via SSL encryption protocols to 256 bit encryption. 

9.
References

This document had been written to meet NHS good practice guidance available here https://digital.nhs.uk/cyber-security/policy-and-good-practice-in-health-care/encryption
10.
Compliance

10.1
Responsibility
It is the responsibility of all users to ensure that they have read, understood and abide by this standard.

10.2
Review and Monitoring
The organisation has in place routines to regularly audit compliance with this and other standards.
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