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1. Introduction

The purpose of this document is to provide a comprehensive testing plan of the prototype to demonstrate compliance with the requirement specifications in terms of the correct features are implemented and the features function correctly. This is considered validation testing.  The types of tests for each requirement are outlined in Table 1.  The tests will be performed by comparing performance to the specification requirement for each feature. 
Table 1 describes the types of tests is set up by Feature for the system level test. It includes a list of the software specifications requirements, a description of test. The Appendices includes the description of the test criteria for acceptable performance.
2. Feature Test 
The following Specification Requirements are listed by the features:

Create Mail (CM), Receive Mail (RM), Manipulate Mail (MM), Configure eStamp (CE) and Vendor Services (VS).

	Table 1. Requirement Specifications With Recommended Test Type

	Feature
	Ref # 
	Function  
	Type of test 

	CE
	R1.5 
	User may log an e-stamp for further use. 
	Testing of the function of the filter rule and the configuration function interface

	CE
	R1.6 
	User may invoke / revoke an e-stamp for / from further use. 
	Testing of the function of configuration of estamp and eStampManager

	CE
	R2.5 
	User shall log the e-stamp for return use by click one checkbox in email client. 
	Test of reply button in compose and reuse of estamp

	CE
	R3.3.1 
	Email client shall check its logged e-stamps. 
	Test of eStampBook GUI interface 

	CM
	R1.1 
	User shall create a new email message in email client. 
	Already incorporated in Mail Puccino

	CM
	R2.1.2 
	User may select an existing e-stamp from logged e-stamps. 
	Testing of the compose GUI interface

	CM
	R2.1.3 
	Email client shall request e-stamp from e-stamp vendor if email doesn’t include an e-stamp as described in R2.1.1 and R2.1.2 
	System integration testing  

	CM
	R2.3 
	Email client shall attach e-stamp to the header of email. 
	Testing of compose GUI, recipient GUI, and raw mail message

	MM
	R1.3 
	User shall reply and/or forward an email message saved in email client. 
	Already incorporated in Mail Puccino

	MM
	R1.4 
	User shall delete an email message saved in email client. 
	Already incorporated in Mail Puccino

	MM
	R2.4 
	User shall send email to the email server by click one button in email client. 
	Already in Mail Puccino

	RM
	R1.2 
	User shall read a received email message in email client. 
	Already incorporated in Mail Puccino

	RM
	R2.1.1 
	User may use the existing e-stamp in an email header when it is a reply email. 
	Testing of the compose GUI interface

	RM
	R3.1 
	User shall begin receiving emails from email server by click one button in email client or when the email client is launched.
	Already in Mail Puccino

	RM
	R3.2 
	Email client shall extract e-stamp from the header of email before putting the email into folders. 
	Test of filter rules of estamp value

	RM
	R3.3 
	Email client shall check the validity of e-stamp. 
	Test of the estamp validity feature test  

	RM
	R3.3.2.2 
	Email client shall check the recipient of the e-stamp. 
	Test of the eStampManager/estamp unit function 

	RM
	R3.3.2.3 
	Email client shall check the time frame of the e-stamp. 
	Test of the eStampMnager/estamp unit function 

	RM
	R3.4 
	Email client shall separate emails with valid e-stamp from those without e-stamp or without valid e-stamp and put into different folders. 
	Test of filter rules

Integration test

	RM
	R3.5 
	Email client may generate auto-reply message for emails without e-stamp or without valid e-stamp. 
	Test of Configuration GUI interface 

	VS
	R2.2 
	E-stamp vendor shall generate and return e-stamp to email client. 
	System integration testing

	VS
	R3.3.2.1 
	Email client shall request e-stamp vendor to authenticate the e-stamp. 
	Integration test of email client vendor 


3. Description of the Tests

The tests cover a broad range of tests and are described in detail and are included in the Appendices specified in Table 2.  
	Table 2. Types of Testing to be Performed on the Prototype

	Feature
	Item
	Description
	Test Detail

	All
	1.1
	Ad-Hoc Testing in coding.
	Appendix A

	All
	1.2.

	The unit test of the eStamp and eStampManager package.
	Appendix B

	VS
	1.3
	The unit test of the eStamp Vendor package.
	Appendix C

	CE
	2.1.
	GUI testing of the Configuration / eStamp book
	Appendix D

	CM
	2.2.
	GUI testing of the compose / send
	Appendix D

	RM
	2.3.
	GUI testing of the  receive/filter panel
	Appendix D

	CM to VS
	3.
	Integration testing by checking the functional characteristics of features.
	Appendix E

	VS
	4.
	Security testing will be performed by a set of attacks on the integrity of eStamp. 
	Appendix F


3.1.1. Description of Unit Level Testing

3.1.1.  Ad-Hoc Testing. 
Each programmer is responsible to test each method as it is coded using functional tests and checks. These tests are described briefly in Appendix A.

Each of the new classes that have been implemented will be unit tested. The classes to provide examples of the unit tests are described below:
3.1. 2. Unit testing on Vendor System
This testing includes the use of encrypt and decrypt. It is described in Appendix C.
1.3.  Unit testing on estamp manager and estamp functionality is described in Appendix B.
3.2. Description of the Graphical User Interface Testing

The goal of GUI interface test is to see whether it is implemented right or implemented the right thing. The GUI interface testing can be divided into the following three sections
3.2.1. GUI Testing of the Configuration / eStampBook Feature

3.2.2. GUI Testing of the Compose / Send Feature

3.2.3. GUI Testing of the Receive/ FilterPanel Feature

See Appendix D for detail descriptions. 
3.3. Description of the System Integration Testing
The importance of the integration testing is to assure the proper function of the vendor in response to an actual request from the email client for an eStamp. This testing is to be performed from the client side to initiate a purchase request in the email client. The vendor logs the transaction and creation. To confirm that it has functioned properly, we should have an eStamp in the eStampBook with an associated log in the vendor. 

See Appendix E for the detail description. 
3.4. Description of Security Testing 

Secure testing of this mail server and client estamp software is to verify the protections mechanisms built into the system that will protect the running software from improper penetration. During the testing, test plays the role of a individual that tries his/her best to penetrate the Mail Puccino program and try to bring system down and try to fake estamps. It is worth mention that given enough time and resources, tester will eventually penetrate the Mail Puccino system. The designer of the estamp system is to make the penetration cost more than the value of information to be obtained. 
See Appendix F for the detail descriptions. 
Appendix A.  Ad-Hoc Testing of Modules
The programming practices of one programmer to another vary on the types of test that are performed on the module as it is being coded. 

1. The programmers are encouraged to implement small sections of the code at a time.

2. The programmer is to use stubs with skeleton code which had been completed to a minimum structure for operability of the particular aspect whether it is a method or member of the object. 

3. Frequent compiles of the code assures quick assessment of the cause of any problem that is evident. 

4. Documentation of the code is stressed, and should be well constructed sentences that express the code in proper grammar.

5. The programmers are encouraged to use the Data Dictionary, or update the entries ad the design or implementation dictates a change.

6. Every member is coded with a set, get and display functionality included in the methods of the object.

7. Every method has either a return value, or a status value returned. 

8. The Test Driver of the method is to exercise each method and alter the state of each member.

Appendix B.  Unit Test Driver for Estamp and Estamp Manager

EStamp Functionality
The eStamp class represents an eStamp object. It contains an Object array of eStamp attributes called m_fields. There are 11 attributes for each stamp which are: the sender’s name, the sender’s email address, the recipient’s name, the recipient’s email address, the name (the sender’s or recipient’s name which is corresponding to the key email address), the issued date, the expired date, the active flag, the reusable flag, the vendor’s id and the encrypted eStamp string. Each attribute is indexed by an integer constant.

a. Test default constructor with init method: EStamp(), init()

Description: The default constructor instantiates an eStamp object with default values, which are:

Sender’s name = host’s name;

Sender’s email address = host’s email address;

Issued date = today;

Expired date = tomorrow;

Active flag = true;

Reusable flag = true;

Vendor id = 0;

The rest attributes are set to the default object value.

Parameters: none

Results: Uses toString() method in the EStamp class to output the eStamp and compares the output with the default values specified above.

b. Test constructor: EStamp(Object[] fields)

Description: This constructor instantiates an eStamp object with the attributes specified in an Object array.

Parameters: Object[] fields

Results: Uses toString()method in the EStamp class to output the eStamp and compares the output with the values in the parameters.

c. Test constructor: EStamp(Vector fields)

Description: This constructor instantiates an eStamp object with the attributes specified in an Vector.

Parameters: Vector fields

Results: Uses toString()method in the EStamp class to output the eStamp and compares the output with the values in the parameters.

d. Test get method: get(int index)

Description: This method returns an attribute in the specified index.

Parameters: int index

Results: Outputs the returned value of get method and compares the outputs with the attributes in the eStamp. Test out of bound index to see if it returns null.

e. Test set method: set(int index, Object value)

Description: This method set an attribute in the specified index with the specified value.

Parameters: int index, Object value

Results: 1. Uses toString()method in the EStamp class to output the eStamp and compares the output with the value in the parameters. 2. Outputs the returned value of get method with the exactly same index as the index parameter in the set method and compares the outputs with the value parameter in the set method. Test out of bound index to see if it return exception.

f. Test getFields method: getFields()

Description: This method returns all attributes in the eStamp
Parameters: none

Results: Outputs the returned values of getFields method and compares the outputs with the toString() output of the same eStamp.

g. Test setFields method: setFields(Object[] fields)

Description: This method set all attributes in the eStamp to the specified values.

Parameters: Object[] value

Results: same as Test 2
h. Test equals method: equals(EStamp target)

Description: This method test if two eStamps are totally equal. Totally equal means each attribute in the two eStamp has the same value.

Parameters: EStamp target.

Results: Creates another 12 eStamps. One of them has the exactly same attributes as the source eStamp and a different attribute value for each of the rest 11 eStamps. Calls equals method in the source eStamp to test the 12 eStamps. The result should be one true and 11 false.

i. Test isValid method: The eStamp is decrypted into the same information that was sent to the Vendor. 
j. Test encrypt method: see Vendor test

k. Test decrypt method: see Vendor test

EStampManager Functionality 

EStampManager is a container of EStamp objects. Or we can call it eStamp book. It has an Hashtable about eStamps. The key in the hashtable is the email address. It may be the sender’s email address or the recipient’s email addres. The rule here is the key is the email address other than the host’s. The value mapped by the key in the hashtable is an vector of eStamps with the same key. The EStampManager also contains a vector of Vendors. An Vendor is an inner class which has the vendor’s id and vendor’s public key.

a. Test default constructor, loadEStamp method and saveEStamp method: EStampManager(), loadEStamp(), saveEStamp()

Description: The constructor instantiates an empty EStampManager object. And the loadEStamp() method reads an data file, which is saved in XML format by saveEStamp() method, and fills in the two member data of EStampManager class.

Parameters: none.

Results: Use the testing() methods to creates an vendor vector and eStamp hashtable. Saves them with saveEStamp() method. Check the created xml file. Clears the eStamps with clear() method. Reads the xml file with the loadEStamp() method. Outputs the member data with toString() method and compares with the xml file.
b. Test addEStamp method: addEStamp(EStamp eStamp)

Description: The addEStamp method insert an eStamp to the eStampManager.

Parameters: EStamp eStamp.

Results: Creates an eStamp and adds into the eStampManager by addEStamp mehtod. Outputs the eStampManager by toString() method and checks if the outputs has the eStamp.

c. Test addEStamp method: addEStamp(Object key, EStamp eStamp)

Description: The addEStamp method insert an eStamp to the eStampManager with the specified key.

Parameters: Object key, EStamp eStamp.

Results: Creates an eStamp and adds into the eStampManager with specified key by addEStamp mehtod. Outputs the eStampManager by toString() method and checks if the outputs has the eStamp and if the eStamp is mapped by the specified key. Or checks the output of getEStamp method with the exactly same key.

d. Test getEStamps method: getEStamps(Object key)

Description: The getEStamps method returns a vector of eStamps in the eStampManager with the specified key.

Parameters: Object key.

Results: Compares the return of getEstamp with specified key with the output of toString() method of the estampManager. Check if the getEstamp method returns the correct vector of estamps. Checks if out of bound key returns null

e. Test getSelectedEstamp method: getSelectedEstamps(Object key, int index)

Description: The getSelectedEstamp method returns an estamp with specified index in the estamp vector, which is mapped to the specified key in the estamp hashtable in the estampManager.

Parameters: Object key, int index

Results: Compares the return of getSelectedEStamp with specified key and index with the output of toString() method of the eStampManager. Check if the getSelectedEStamp method returns the correct eStamp. Checks if out of bound key returns null.

f. Test setEStamps method: setEStamps(Object key, Vector newEStamps)

Description: The setEStamps method replaced current eStamps vector mapped with the specified key with the new eStamps vector

Parameters: Object key, Vector newEStamps.

Results: Creates an new eStamps vector with a specified key. Replaces the current estamps vector with the new estamps vector. Outputs the eStampManager by toString() method and checks if the old estamps vector is replaced with specified new estamp vector. Checks if no such key was saved in the hashtable, a new key-estamps paired shoule be inserted.

g. Test getKeys method: getKeys()

Description: The getKeys() method returns an Object array of keys int the estamp hashtable in the estampManager.

Parameters: none

Results: Compares the return of getKeys() with the output of toString() method of the eStampManager. Check if all the keys in the estamp hashtable are returned.

h. Test getVendor method: getVendor(int index)

Description: The getVendor method returns an vendor specified by the index in the vendor vector in the estampManager.

Parameters: int index

Results: Compares the return of getVendor with the specified index with the output of toString() method of the estampManager. Check if the correct vendor is returned. Checks if out of bound index returns null.

i. Test getVendors method: getVendors()

Description: The getVendors() method returns the vendor vector in the estampManager.

Parameters: none

Results: Compares the return of getVendors() with the specified index with the output of toString() method of the eStampManager. Check if all the vendors are returned.

Appendix C. Unit Test Driver for Estamp Vendor System

Test Description 

The eStampVendor class represents vendor subsystem functional interface.

1) Test default constructor:  

New eStampVendor();

Parameters: none

Results: Creates object in memory. Test should make sure that construction did not fail and normal execution flow maintained.

2) Test account creation method:


registerAccount()

Description: registers client account on vendor, records identifying information, payment options and e-mail address.
Parameters:

   String email – client email

    String login – login string of client’s choosing

    String password –password of client’s choosing

    String addr – client’s billing address

    int cctype – integer suggesting credit card type

    String cardnumber – credit card number

     Calendar expdate – expiration date

Result: should return true on success. If duplicate info supplied second time, should return false. Test should attempt to register distinct accounts with duplicate e-mail and login to ensure this would fail. Results of this operation should make possible subsequent processing (See login, getStamp).

3) Test login method


Login()
Description: client use this method to identify itself for the vendor.

Parameters:

String login – login string 

String password –password 

Result: Should return “session cookie” string on success, empty string on failure. Test should check both a failure condition (wrong login, wrong password) and a success condition. Validity of the nonempty cookie will be tested by subsequent queries (see getCookie)

4) Test getting a stamp


getStamp()
Description: Main function in the interface; creates stamp in the string representation if called within valid session (with valid cookie got after login. Cookies may expire after 10 minutes of inactivity.)

Parameters: 
String cookie – session identifying cookie

String email – receiver’s address to include in a new stamp

Calendar startdate, enddate – validity range

Result: Should return valid encrypted stamp if used with valid cookie. Stamp will be checked with appropriate estampManager functionality, initially just compared with pre-prepared valid one. Test should check that for an invalid cookie, function should return an empty string.

5) Test encryption methods

RSA.encrypt(), RSA.decrypt()

Description: Vendor’s cryptographic functionality

Parameters:


String public_key, private_key: cryptographic key used for encrypt or decrypt (one or another).

Result: After encrypt and decrypt with properly generated keys, message should be unchanged. Testing of algorithm’s cryptographic strength is beyond the scope of this prototype.

Java Code for Unit Test
package EstampVendorTest;
import StampVendor.*;

import java.util.*;
/**
 * <p>Title: eStamp Vendor test</p>
 * <p>Description: </p>
 * <p>Copyright: Copyright (c) 2003</p>
 * <p>Company: SEGYsoft</p>
 * @author Stan Ustymenko
 * @version 1.0
 */

public class EstampVendorTestApp {
  public EstampVendorTestApp() {
  }
  public static void main(String[] args) {
    EstampVendorTestApp estampVendorTestApp1 = new EstampVendorTestApp();
    System.out.println("vendor class created");
    StampVendor sv = new StampVendor();
    String email = "John@Doe.net";
    String login = "login";
    String password = "password";
    String addr = "123 Privet Drive, Bibbleboo, CA USA 90210";
    int cctype = 1; //VISA
    String cardnumber = "1234 5678 9123 4567";
    Calendar expdate = new GregorianCalendar(2007,1,1);
    boolean res;
    //create an account
    res = sv.registerAccount(email, login, password, addr,
                             cctype, cardnumber, expdate);
    if(res)
      System.out.println("registerAccount success");
      else
      {
        System.out.println("registerAccount failure!!!");
        return;
      }
      //create duplicate account
    res = sv.registerAccount(email, login, password, addr,
                             cctype, cardnumber, expdate);
    if(!res)
      System.out.println("registerAccount duplicate failed - OK");
      else
      {
        System.out.println("registerAccount duplicate succeeded - failure!!!");
        return;
      }
      //create account with duplicate login
res = sv.registerAccount("smb@smth.com", login, password, addr, cctype, cardnumber, expdate);
    if(!res)
      System.out.println("registerAccount duplicate login failed - OK");
      else
      {
        System.out.println("registerAccount duplicate login succeeded - failure!!!");
        return;
      }
      //login success
      String cookie = sv.login(login, password);
      if(cookie == "")
      {
        System.out.println("login failure!!!");
        return;
      }
      else
        System.out.println("login success");
        //login failure
      String cookie = sv.login(login, "wrongpasswd");
      if(cookie != "")
      {
        System.out.println("login failure - wrong password worked!!!");
        return;
      }
      else
        System.out.println("false login denied");
        //buy stamp
        String stamp = sv.buyStamp(cookie, "receiver@hotmail.com");
        res = Estamp.checkValid(stamp, "receiver@hotmail.com"); //should make it real
        if(res)
         System.out.println("bought valid stamp");
        else {
          System.out.println("buyStamp failure failure!!!");
          return;
        }
        //buy stamp with fake cookie
        String stamp = sv.buyStamp("fake cookie", "receiver@hotmail.com");
        res = Estamp.checkValid(stamp, "receiver@hotmail.com"); //should make it real
        if(res)
        {
          System.out.println("bought valid stamp with fake cookie!!!");
          return;
        }
        else

        {
          System.out.println("fake cookie refused");
        }

      }
  }

}
Appendix D. GUI Interface Test Descriptions  

GUI Testing of the Configuration/Estamp Book 
This next section outlines the tests of the GUI interface that will be performed on configuration feature:

1. “Config Estamp” panel should be shown with default values.

The “From Name”, “From Email Address” and “Issued Date” should be not editable.

The “Active” and “Reusable” should contain “Yes” and “No” in the drop down list.

The “Vendor” should contain all vendor ids in the drop down list.
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Figure 1: Configuration of estamp main panel 
2. Click “Add” button
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Figure2: Add estamp 
“Add new vendor” panel should be shown.

3. Fill in a new vendor id and click “OK”
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Figure3: Choose Vendor ID
The new vendor id should be inserted into the drop down list and set as current selected one.

4. If click “Cancel” button

The vendor id in the “Config Estamp” panel should not be changed.

GUI testing of the Sending Feature of the eStamp Email Client System

This next section outlines the tests of the GUI interface that will be performed on the Sending feature:

1. When we select the new message option from the write email icon on the panel,  the compose email panel opens.
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Figure 1: Selection of the New Message option when you click the write mail icon on the opening panel.

2. The Panel will be tested to see that if we use an eStamp it appears in the header.

3. If no eStamp is selected, that an eStamp does not appear in its header.

4. If the eStamp is selected, then the list of available eStamps to the appropriate person is displayed in the list.
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Figure 2: Opening of the Compose email panel, and selection of the eStamp panel.

5. Create eStamp information to be sent to the eStamp Vendor for use in creating an eStamp.
6. Confirm that the information entered into the estamp appears in the eStamp list.
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Figure 3:  Configure eStamp panel pops ups when the New eStamp is clicked. Matching eStamps from the eStamp Log appears in the list of available eStamps with the default dates

7. If the user clicks yes, check that eStamp saved will be listed in the eStampBook.

8. If the user clicks no, check to make sure there is no eStamp in the eStampBook.
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Figure 4: Select Option to save new eStamp for future reuse.
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Figure 5:  Client selects the appropriate eStamp to be used for the email.

9. When the email is sent, check and see that the complete email is received with the eStamp attached.

GUI testing of the Receiving Feature of the eStamp Email Client System

This next section outlines the tests of the GUI interface that will be performed on the receiving feature:

1.  Selecting Config Filters from toolbox, as shown in Figure 1, results in the configuration filters panel opening.   
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Figure 1: Setting up the eStamp configuration using filter configuration.

2.  When configuration Filter panel is open, several rule sets can be saved and recovered.

3. When a rule set is selected, the respective members appear in the rule set list.

4. When a particular rule is selected, it appears on the rules tab panel.
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Figure 2: Configuration Filters Panel for eStamp use

5.  When selecting a rule, an action panel is accessible to construct the action.

6. The Actions selected will be to move the message to a folder.

7.  The actions selected will be to log the eStamp
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Figure 3. Selection of action to log estamp if reusable rule is selected.

8. Turn log on.
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Figure 4: Selections under Log eStamp Action 

9. After the download of a selection of emails of  varied conditions of eStamp quality such as valid, reusable,  non-reusable and  no eStamp.

10. Look at the eStampBook and confirm that the actions have taken place properly.

11. Turn Log off  and recheck the eStampBook after subsequent emails.

12. Turn off the valid rule option.
Appendix E. Integration Test of eStamp Purchase of client and eStamp Vendor

The importance of the integration testing is to assure the proper function of the vendor in response to an actual request from the email client for an eStamp. This testing is to be performed from the client side to initiate a purchase request in the email client. The vendor logs the transaction and creation. To confirm that it has functioned properly, we should have an eStamp in the eStampBook with an associated log in the vendor. 
Appendix F. Security Tests for eStamp Integrity

Scenario 1:  fake estamp 
Description: Tester will try his/her best to put faked estamp to on the message header and try to let mail client to accept the faked estamp. In this scenario, tester will use various to guess the correct estamp format and the estamp location in the message header. 

Scenario 2: break into estamp vendor 
Description: Tester will try to break into stamp vendor and get the encryption and decryption information for estamp so that they will be able to fake estamp. In this scenario, tester will use various strategy to obtain the access of the workstation that estamp vendor resides and try to locate the estamp information.
Scenario 3: break into estamp client
Description: Tester will try to break into estamp client machine to obtain the estamp info, change the configuration of the estamp manager so that the client will unconditionally download the email with appropriate estamp. In this scenario, tester will use various ways to obtain access to the email client and try to control the configuration of the estamp software. 

Scenario 4: fake estamp vendor 
Description: Tester will try to use a fake estamp vendor and give wrong information to the estamp client so that he/she will obtain the control of the estamp configuration on the estamp client. In this scenario, tester will try to intercept the request for estamp purchase order and give estamp manager wrong information to interrupt the appropriate function of estamp client. 
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