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(A long but interesting and scary article – HCCS)
Four million Britons have fallen victim to identity fraud. Are you next?



As Christmas shopping moves online, Observer crime correspondent Mark Townsend reports on the international e-criminals who are stealing our identities, selling our details and running rings around the police 
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For one so young, he seemed a peculiarly precocious convert to retail therapy. Mobile phones, iPods, swish suits and fancy holidays. You name it, he bought it. The detectives asked to investigate his strangely spendthrift ways would, though, soon find themselves facing a conundrum. Their big spender was dead. In fact, he had succumbed to a childhood brain disease when seven months old. 

In total, the identities of hundreds of dead babies would be plundered by businessman Anton Gelonkin in one of the largest identity theft networks uncovered in the UK. Hiding behind the stolen identities of deceased infants, Gelonkin's gang would, in the space of a decade, amass a fortune worth millions. The ease and rapidity with which his team stole so many identities perturbed officers investigating a case which provides a rare insight into the modus operandi of those perpetrating Britain's fastest-growing crime: identity theft. 

Although the dark art of courting favour by impersonation may be as ancient as humanity itself, the practice has never been as simple to execute. More than 4m Britons are estimated to have fallen victim to identity theft. As Christmas approaches, more will inevitably follow. Gelonkin's gang may be behind bars, but a network of auction houses deep in cyberspace continues to trade stolen identities (bank account details, passwords, etc) to organised criminals for as little as £35. 

Identity theft has never been so high-profile. Several weeks have passed since a junior civil servant absent-mindedly popped two CDs crammed with sensitive Child Benefit data into the post, leaving the identities of almost half the British population at risk of falling into criminal hands. They may already have done so. International internet investigators await intelligence bulletins with a sense of foreboding. Their greatest fear is that the compromising details of 25m Britons will eventually fall into the hands of 'Flyman', the mysterious young Russian behind the most notorious player in global cybercrime. His online hosting company, the Russian Business Network (RBN), is blamed for 60 per cent of all global online crime - in essence, the online nexus for worldwide identity theft, child pornography and spamming. 

Weeks before the missing CDs debacle, security experts deduced that the RBN was behind most identity theft in the UK. But as the spotlight of the internet's blogging community swung towards the shadowy, almost mythical Flyman, something very odd happened. Just after 2am on 7 November, his vast online empire vanished. 

It was a forgettable transaction, a Christmas present ordered for his youngest son from a major shopping website. However, the simple act of acquiring a remote-controlled racer led to thousands of pounds being pillaged from the account of 49-year-old John Lewis from Worcester. At first the fraudsters would order pizza or treat themselves to a splurge on a gambling website using the Lewis family's credit card. Gradually, they became bolder, ordering two trips to the Seychelles and a clutch of designer items worth £4,000. 

Lewis remains troubled by the perceived lack of care by the British public towards identity theft. Britain, he feels, isn't really that bothered with a crime most are aware of but few understand. 'Maybe because it's not seen as a traditional crime, there is often no criminal that people can see,' he says. 'Plus, there is definitely an "it will never happen to me" mentality.' Two Christmases on and still he has no idea who raided his account. 

Hypothetically, Flyman might have been involved, perhaps a gang in the mould of Gelonkin, who arrived in London from Moscow 12 years ago already a wanted man. As chairman of the Moskovsky Gorodskoi Bank, he had been accused of defrauding customers of at least £1.2m. Then, on the eve of 'Black Thursday', the Russian banks' liquidity crisis of 1995, Gelonkin suddenly disappeared leaving debts of around £60m. Known as Anton Dolgov in Russia, he became Gelonkin only after fleeing to Britain, a clue perhaps to his future career in identity manipulation. 

Gelonkin settled in suburban Sunnyfield Road, Harrow, where the 42-year-old appears, initially at least, to have slipped under the radar of the authorities. The disgraced tycoon's career in fraud had, though, simply entered its latest chapter. 

Prosecution documents portray a ruthless, sophisticated criminal mind. Tens of thousands of innocent people would fall victim to his identity-theft gang. By the turn of 2005, their use of dead babies' identities, alongside a database of stolen account details, was yielding daily profits running into the thousands. 

Manchester United strips, iPods and cameras, picked specifically for their traditionally high resale value, were bought using fraudulent credit cards and flogged on eBay. Yet even the canniest criminals require luck. And on 19 January 2005 Gelonkin's finally ran out. 

Officers received word of a break-in at an unremarkable strip of industrial premises in Conlan Street, Notting Hill, west London. For some time the premises had aroused suspicion. The decision was made to launch Operation Tertiary and take a closer look. Inside, detectives from the Serious Organised Crime Agency were confronted with banks of high-powered computers. Gelonkin and crew were crouched before them, hard at work. Piles of blank credit cards, holograms, registries of births and deaths, council tax documents and electoral registration applications sat beside them; raw materials for one of the most prolific ID fraud factories found in Britain. The haul confirmed how vulnerable we all are to having our identities stolen. Despite such a threat level, no one has a clue of the precise scale of identity theft. 

The Home Office does not currently distinguish between internet crime and other fraud, an oversight rendering it impossible to gauge the true impact of criminal ambitions. Even the successful capture of Gelonkin and gang failed to shed much light on the potential magnitude of identity theft. Cornered in his corrupt Conlan Street computer suite, Gelonkin's deputy, 31-year-old Aleksei Kostap, initially appeared to accept that they had been caught red-handed. Yet during the chaotic moments that invariably follow such raids, Kostap somehow managed to leap up - while handcuffed - and flick an electrical switch, eradicating the huge databases that chronicled their activities of the previous decade. 

In an instant, an impenetrable encryption code locked away the gang's secrets forever. Computer experts estimate it would take 400 computers 12 years to pick a way through the electronic barrier. Based on the evidence that remained, detectives confirmed Gelonkin and company had made £900,000, but how many more millions they had accumulated in the name of dead infants was anybody's guess. 

What is certain is that the threat is evolving. Lost amid the tumult that followed news of the missing Child Benefit CDs, an internet investigation underlined the threat level to consumers. Security firm Symantec found bank account details on sale for between £15 and £198, the difference in price reflecting the affluence of their legitimate owners. Email passwords could be procured for between 50p and £173. Credit card details were doing the rounds for 25p. By contrast, the worth of a stolen identity provides, according to latest analysis, an average windfall of £84,000 to criminals. 

The findings corroborate evidence obtained by MPs during a recent six-month inquiry in which they interviewed another team of international internet investigators, Team Cymru. 

Observing one corrupt web server for a month, Team Cymru found 31,932 Visa cards and 13,218 Mastercards for sale. In one day, the combined value of potentially corrupt transactions on a criminalised internet stream was almost £800,000. Team Cymru's database of malicious codes and samples was mounting by 6,200 a day. 

The House of Lords' science and technology committee also learned that during one month in 2006 there had been 1,513 direct attacks against UK banks by online criminals looking to steal the accounts of customers. For the entire year previously there had been just 18 such attempts. 

Where, though, is Flyman? For the past few weeks, an intriguing game of cat and mouse has been played out in cyberspace as investigators try and track down a figure fast becoming one of the globe's most wanted. Since slipping his internet moorings in the Baltic city of St Petersburg over a month ago, Flyman's online whereabouts have become a mounting matter of concern. British police have due cause to be worried. One unwanted side-effect of the current strength of the pound is that UK consumers are the most sought-after victims of identity theft in the world. Even before his online presence disappeared, the notorious 'blocks' - internet addresses - of the Russian Business Network were linked to a number of operatives based in the UK. 

Speculation is mounting that Flyman's network will shortly resurface in China, where from a larger online platform it could provide criminals with more internet space to trade the financial identities of more consumers than before. Analysts recently recorded unusually large bulk registries of thousands of web addresses in the Far East, a tactic that mimics the previous behaviour of Flyman's group. 

Wherever he surfaces, Flyman is a problem for us all. Sites supplied by the RBN have been named as holding lists of stolen account details, whole identities and computers infected with software that can extract the most sensitive details of their unsuspecting users. In essence, the RBN is described as 'providing the plumbing' for the organised syndicates increasingly turning to the internet. David Perry, of global security experts Trend Micro, describes Flyman as offering 'a hydra, a many-headed beast' for the underworld. 

His colleague, Paul Ferguson adds: 'They have got their fingers in all the areas you could possibly imagine. They have operatives in Europe and even some hosting facilities in the UK prior to them going underground.' 

The actual identity of Flyman is a matter of intense debate. Most concur that he is a young Russian, possibly just 24, who shunned a legitimate career as an unusually talented IT whizzkid to seek greater riches by launching the RBN. Rumour suggests he is the nephew of a powerful and well-connected Russian politician who, in turn, has ties with the country's well-established crime syndicates. Documents compiled by Symantec allege 'strong links with the Russian criminal underworld as well as the government, probably accomplished by bribing officials'. 

Like most successful companies, Flyman's relies on a simple business model. Ostensibly, internet addresses are rented by criminals in return for guarantees they are 'bullet-proof', meaning they are largely impossible to remove from the web. It is certainly effective. Flyman proves that a complex market in selling the financial identities of millions of consumers is alive and well. 

One of the most common ploys of fraudsters linked to Flyman is 'phishing' - sending emails to lure people into entering personal and financial data at fake banking sites. 'They are experts in social engineering in this respect,' says Ferguson. 'Hundreds of thousands of British customers have been targeted. Our advice is for people to be a little bit more careful what you click on.' Once users log on to seemingly genuine sites, he adds, they are infected by a virus which is able to scour their hard drive for material such as passwords and logins to online accounts. Software secretly planted inside the computer can log every keystroke subsequently made on the computer. 

Secrets are soon yielded. Compromising details are sold on the cyberspace auction houses. Analysts estimate that 5 per cent of all the world's computers might be infected, 20 million in total. 

Evidence emerged of the potential size of such international cybercrime groups at the end of November. An 18-year-old from New Zealand, known only by the alias 'Akill', is alleged to have infiltrated more than 1.3m computers and skimmed more than £10m from bank accounts using 'spybot' software. The teenager, who honed his hacking skills while at school, has been questioned by the FBI as part of a joint operation with the New Zealand and Dutch police. 

As the hunt for Flyman continues, so too do attempts to track down Gelonkin's superior, named in court as Vaino Kaljusaar. Yet in this tale of stolen identities, the chances are that this is unlikely to be his true name. The prosecution of Gelonkin a year ago was one of the first trials to rely on the electronic presentation of evidence. Despite Kostap's attempt to destroy all proof, 1,200 documents helped ensure both men were convicted for conspiracy to defraud. Twelve months on and the case remains one of the most notable triumphs for officers tackling identity theft. The reason more cases have not come to court is partly the complexities in penetrating the criminals' haven that the internet is in danger of becoming. There are also more prosaic explanations, such as inadequate funding and the ever-evolving world of internet crime keeping criminals one step ahead of the police. Identity theft is no exception. 

Of the 36 police forces in England, more than 20 have still to include ID fraud in their local policing plan. Even as Gelonkin awaited trial last spring, Britain's National Hi Tech Crime Unit was being dismantled to make way for the creation of the Serious Organised Crime Agency. 

In addition, senior officers say that the scale of the crime dictates that they cannot investigate every complaint. During evidence to the House of Lords inquiry, the experienced Metropolitan police commander Sue Wilkinson admitted her force would not be able to cope if they launched enquiries into all allegations of online crime. She said: 'The scale is such that the police service would fall over if it tried to investigate every case. I would hate any member of the public to feel that they can't report a crime, but people need to understand that each individual e-crime can't be investigated.' Estimates by Cifas, the UK's fraud protection body, suggest only 1 per cent of ID thefts are investigated by police. 

Major banks are also accused of not adapting to the challenges of cybercrime. The British Bankers' Association recognised the problem five years ago, yet many customers complain that their personal information remains too readily available and that some banks are unforthcoming when compensating ID fraud cases. For John Lewis, the issue remains unresolved. 'I had a proven credit rating with this high street bank and they just wouldn't help me when I needed them most,' he says. 'After 28 years together, I just had to close my account.' Almost two years after becoming another ID theft statistic, Lewis faces having to pay off some of the debts with his own money because of his bank's intransigence. 

Of wider concern is the government's attitude to ID theft. Critics point out that a legal definition of e-crime has still to be agreed; likewise, a specific criminal offence of ID fraud. Hopes for a specialist online-crime-fighting unit depend on increased funding. Of the 30,000 officers in Scotland Yard, only 150 special constables are trained with the intensive IT skills required to assist in complex ID fraud investigations. 

MPs were no doubt alarmed to discover that the fraud alert team at Scotland Yard could not even afford the £40,000 needed to automate the processing of internet-related complaints. Critics seeking to point the finger at the government's mishandling of the threat also ask why three ministers have been handed responsibility for identity fraud during the past two years. Anyone who has studied Whitehall's idiosyncrasies appreciates that such a merry-go-round approach guarantees only that more time is needed to get things done. 

Worst of all, perhaps, is that the government has yet to ratify the Council of Europe's 2001 Convention on Cybercrime, created to ensure co-operation in investigating online crime. Summing up their findings, the House of Lords' science and technology select committee described an 'outdated' and 'inefficient' response by the government to identity theft. Indeed, so profound was the collective failure to protect the UK's 40m-strong online community that the internet was likened to the lawless 'wild west', a 'playground of criminals', a veritable honey pot for fraudsters like Flyman. 

Analysts argue that the UK should start to adopt the American way. As with many matters of criminality, one need look west across the Atlantic for an indication of how large a particular crimewave might grow, but also for possible solutions. The Federal Bureau of Investigation currently lists e-crime as its number-three priority after terrorism and espionage. Surveys indicate up to 10m cases of ID fraud occur in the US, with at least 450,000 official complaints. To combat the threat, police are instantly alerted at the first report of online crime. Specialised forensic laboratories are dedicated to solving major cases, tools privately craved by British-based detectives. 

Yet it is east, towards Gelonkin's homeland of Russia and Flyman's potential new home, China, where the real debate on identity theft will be shaped. The very nature of the internet means that most of us now function within the radar of organised crime. Shoppers in Sevenoaks are as likely to be targeted by fraud syndicates in Somalia as in Suffolk - probably more so. 

Christmas is close. An estimated 27m Britons are forecast to shop online in the coming weeks. It promises to be an anxious period. Efforts will continue to prevent data from the missing government CDs emerging in the shady corners of cyberspace. The fear is that such information will be traded for many Christmases to come, and that details of children on the discs will be withheld and traded only when they reach adulthood and become eligible for credit cards and loans. Failing that, there will always be dead babies.

