Don’t Take the Bait

Hi there. I’m Sam. You know, we hear a lot these days about online scams and identity theft.  There have always been those who have schemed to get something that isn’t rightfully theirs.  Today, scams may look different, but the main goal is the same…to turn your money into someone else’s money. 

So, how can you tell the difference between a valid message and a scam? How can you help protect yourself? 

The good news is - there are steps you can take. Have a look:

Glad you were free to meet for coffee!

Me too… Oops… there goes my Blackberry… Sorry - I’m expecting an important email …this will just take a minute.

Sure. No problem.

… uh oh - this is from my credit card company.  Looks urgent. 

Is everything okay?

Hmm, there may be a problem with my card. They’re asking me to click on this link or call this number to confirm some recent transactions.

I’d be careful; it may be a scam.

Well, it looks real. I don’t want someone else running up my credit card.  Shouldn’t I call the number?  

Good question!  And the answer is…not yet.  Fraudsters are always trying new and clever ways to try and get your personal information. And not just through email.  A scam can come to you through any of the ways that we use to communicate with people: the telephone, pop-up messages on your computer and using social networking sites, to name just a few.

So how do you separate phony messages from valid ones?

What you need to realize is the sender or caller may not be who they claim to be. Your first step should be to check if the message is valid, before you take any action that is requested.  And there are always ways to do that without using information directly from the message itself.  

If that message is a scam, clicking on a link may download malicious software. Or a recording at the other end of the phone number may ask you to enter your credit card or other personal information on the telephone keypad, which is then captured by fraudsters.

Really?!   But what if the message is not a scam.

Well, you can check if the message is legitimate or not by using the phone number on the back of your credit card or from a recent statement, and calling THAT number to see if the email is valid.  

That’s a good idea. I’ve got my credit card, so I’ll check this out right now.  

Well done! You should always check out a message first, before you click on any links, call any numbers, or engage in any personal or business transactions.  It won’t take much time and may save you from falling victim to a scam. 

Next time you receive a message, you can help protect yourself by following these easy steps:

First and foremost, make sure your computer protections are always up-to-date.  This is a critical step! Take advantage of automated software updates for your web browser, operating system and for all software that supports you online (even your browser plug-in’s), or regularly check the applicable websites for your required software "patches" and updates.

Next, always independently verify a message before you take any other action, because the sender may not be who or what they claim to be. Do not click on a link, provide login or other personal information, call a phone number included in a message, wire money or provide credit card or bank account information, unless you first verify that a request is legitimate. Don’t use any links or information from within a message to verify it.  Find the appropriate contact information or website from another source.

Third, limit the online information that you make available about yourself.  Just because you are able to provide information online, doesn’t mean that you should.  Fraudsters may try to get at your information for their own benefit and to your detriment.  You should always be careful about including personal information online, on social networking sites, in chat rooms and within unencrypted emails.    

… and our fourth tip, if it looks too good to be true, it probably is!  Be cautious of emails and websites that promise incredible deals, monetary windfalls or other variations of “something for nothing”.  You may end up buying items that you never receive, putting your financial information into the hands of fraudsters, or unknowingly downloading malicious software by clicking on a really tempting link.  

Be careful how you handle email and other messages, as well as the websites that you access.  A little caution now may save you a lot of headaches later.
