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Payment Card Account (PCA)

Incident Response and Continuity Plan














Merchant ID (MID):
       




FY:
     
Department Name:
       




Review and/or Test Date:
     
Payment Card Accounts at the University of Minnesota are contractually obligated to adhere to the Payment Card Industry Data Security Standards (PCI DSS) for safeguarding cardholder information. The purpose of this form is to provide departments with a template for documenting your department’s incident response and continuity plan for security incidents involving payment cards (credit and debit cards). See the University’s Acceptable Use of Information Technology Resources Policy for further information.

An “incident” is defined as a suspected or confirmed “data compromise”. A “data compromise” is any situation where there has been unauthorized access to a system or network where cardholder data is collected, processed, stored, or transmitted. For purposes of PCI DSS a “data compromise” can also involve the suspected or confirmed loss or theft of any material or records that contain cardholder data.

The department is responsible for determining if the department’s Business Continuity Plan must be invoked to ensure business operations continue during the investigation to the extent that Accounts Receivable Services (ARS) and University Information Security (UIS) can allow. (If a department’s Business Continuity Plan doesn’t cover this scenario, the UMN Department Continuity Plan template found below may be completed.)
UMN Payment Card Incident Response Team Contact List

· University Information Security (UIS) Incident Response Team:

1. UIS Incident Response Team 


University Information Security

abuse@umn.edu
(612) 301-4357

(Request immediate page of the University Information Security Incident Response Team)

2. Chief Information Security Officer
Brian Dahlin
 


bdahlin@umn.edu
(612) 625-1505

· PCI DSS Compliance Program:

1. PCI DSS Compliance Program 

Accounts Receivable Services

pmtcard@umn.edu
(612) 625-2392

2. Accounts Receivable Services Director
David Laden 



laden003@umn.edu
(612) 624-0929

· Department:

1. Payment Card Manager (include name, cell/office phone numbers and email address)

     
2. Information Technology Contacts (if applicable)
a. Unit IT Director (include name, cell/office phone numbers and email address)

     
b. Other IT Support Contacts (include name, cell/office phone numbers and email address)

     
3. Other Department Contacts (if needed) (include name, cell/office phone numbers and email addresses)

     
UMN Department Incident Response Plan

All security incidents involving payment card cardholder data must be immediately reported to the University Information Security (UIS) Incident Response Team upon suspicion of a suspected or confirmed breach of payment card information – either electronic or hardcopy.

The following actions must be taken immediately:

1. Contact the University Information Security (UIS) Incident Response Team by sending an email to abuse@umn.edu stating that this incident involves payment card cardholder data. Include a brief description of the incident and how you can be reached.


2. In the case of electronic exposure of payment card cardholder information:

a. DO NOT SHUT DOWN the suspected machine.

b. IMMEDIATELY CONTAIN AND LIMIT THE EXPOSURE by disconnecting the physical network cable from the network jack or from the back of the machine

c. Document all steps taken. Include the date, time, location(s), person/persons involved and action taken for each step.

d. Physically label the machine to not be touched by anyone except as directed by University Information Security.

e. DO NOT ACCESS or alter suspected or confirmed compromised machines or systems. For example:

i. DO NOT log in at all to the machine to change passwords, do not log in as ROOT, do not log in remotely

ii. If actively logged in during suspected compromise, do not log out; do not open any more files or software services.

f. Anticipate that UIS will collect all logs including remote logs and ancillary electronic evidence.
3. In the case of hardcopy exposure of credit card cardholder information:

a. Document all steps taken. Include the date, time, location(s), person/persons involved and action taken.


4. In all cases, follow the next actions:

a. Contact your Department Contacts listed in the Department Contact Section above.

b. Contact the PCI DSS Compliance Program.

c. Assist the Incident Response Team as they investigate the incident.

i. If an incident of unauthorized access is confirmed and cardholder data was potentially compromised, staff from the PCI DSS Compliance Program will notify the proper bank(s) and card brand(s).

Additional notes for your department:

     
UMN Department Continuity Plan

If the department’s Business Continuity Plan doesn’t address payment card processing interruptions, the template below may be completed
1. Brief description of the department’s payment card process: 
     
2. Identify payment card processes and equipment most likely to be affected by disaster, breach, or failure:

     
3. Risks/Hazard Analysis: 
     
4. Roles & Responsibilities: 
     
5. Operational Continuity and Recovery Strategy: 
     
Department Payment Card Manager:  
Print Name:
     





E-Mail:

     
Title:

     





Phone:

     
Signed:    _________________________________________   
Date:

     
By signing this form, I am certifying that the department’s incident response and continuity plan has been reviewed, tested, and modified (if needed) according to lessons learned. 

Instructions for the Payment Card Account Incident Response and Continuity Plan
UWide Form: UM1634

Description: Incident Response and Continuity Plan

Following are instructions/guidelines for completing the Incident Response and Continuity Plan for your department’s payment card account(s). This plan should include technology processes, office processes, and hardcopy handling and storage.

Merchant ID(s): Include all payment card accounts you, as Payment Card Manager, are responsible for.

Department Name: Enter the name of the department in which the above payment card account(s) reside.

FY: This is the current fiscal year which runs from July 1 to June 30.

Review and/or Test Date: This is the most recent date the Incident Response and Continuity Plan was reviewed and tested. Incident Response and Continuity Plans must be reviewed and tested annually.

Route this form to:


Accounts Receivable Services


1300 S 2nd St, Suite 209


Minneapolis, MN 55454


Phone: 612-625-2392


Fax: 612-626-3969


Email: pmtcard@umn.edu





U Wide Form:


UM 1634








Rev: 06/09/16








�





The University of Minnesota is an equal opportunity educator & employer.


( 2000 by the Regents of the University of Minnesota.








PAGE  
2
                                              


