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Shohei:
Hi everyone, thanks for coming to class number 4 of Social Data Revolution. We had some technical difficulties as well as Professor Weigend having some delays right now. He's on his way so he should be here around 4:30-4:40. If you could hang in tight there, we'll start as soon as he gets here. Before we get into discussions, he worked at Snapfish and he's in charge of the photo book contest this Saturday, so I'd like to give him five minutes.
Venkat:
Thank you very much. As you all know, I think most of you subscribed into this photo book contest. The basic thing is why you're doing it, what's the outcome we can expect. Let me go directly to questions for the class. The purpose of this thing is Snapfish, millions of customers (indiscernible) with Snapfish every day. They create photos, share photos, create photo books, photo cards and all sorts of photo products Snapfish sells. 

As a part of that, most customers share their data, not just (indiscernible) but their parents' email addresses and cousins' addresses, and stuff like that, and they share. So there are a bunch of elements, data, social data elements that we capture as a part of this particular engagement with the customer. The touch points are huge here. 


We have chats, customer supports, and (indiscernible) websites and mobile. We have the channels were the customer can upload, share, create photo books and whatnot. 


The point is there is some social data that's coming into the site from all those millions of users. For example, last year alone we had about 40-plus million transactions which is the second-largest (indiscernible). The question is; what sort of social data that we gather on this site, we know what we do but what is it that you can actually identify the social data options? That's number one. 

The second thing is what social data elements or items that we are not capturing today that you would want us to capture going forward? What we're doing today in respect to social data, what we're capturing and what we're not capturing, that's number two.


This third thing is when a customer is creating a photo book he's doing many things. It's a very creative process. If you go to Amazon, you click, you buy something, you're not creating anything. You're buying something that is already done. With Snapfish the consumer is the one who is creating this thing. Actually, many customers spend hours creating a photo book. (indiscernible) people spend about (indiscernible) hours to some extent, to a large extent. Largely, most of the people spend about 80-90 hours on average to create a photo book of 30 pages. 
Student:
You said they spend 80-90 hours for how many pages?

Venkat:
30 pages. The question is; in this photo creation process, it's not that they create, they spend these hours in one single shot. It's a typical mom, she does home work and then she gets time around 9-10 at night. That's the time they spend. Some spend time very early in the morning. You can see the login times and number of hours at what point they're spending.


When the consumer is spending so much of their personal time on our site, to create this product, my point is I want to understand how can they (indiscernible) the process? How can we ensure that this consumer is actually feeling the enjoyment into this flow? What sort of excitement, what sort of fun can I create for this customer? That's something I'm looking for from you. 


When you go through this process, you'll encounter some issues, some (indiscernible), some ideas. I would to know those things. 


The next point is the most important aspect. A photo is the most (indiscernible) object we can ever conceive, so what is it we're missing when we look at a photo? When a consumer (indiscernible) photos, (indiscernible) thousands of pictures (indiscernible). So when there are photos, what is it we're missing or in terms of social? How can we ensure that consumers actually are getting the value from the photos or photo book?

I have a document, it's sort of semi-industry, (indiscernible) document. This talks about how photos are explicit, what sort of explicitness – how can you compute explicitness of photos? How can you compute the intimacy in the photo? If there are two people in the picture which are close, you can compute some sort of intimate quotient. When you see two people apart you can compute a different intimate quotient. So the explicitness and intimacy of the photo is something I'm very much interested in. I'd like to hear your thoughts on how we can capture that explicitness as well as intimacy of a picture.

Of course how can we use their social data, social media to increase the product exposure, to increase the product relevance (indiscernible). That's it, how can we use social data to connect to the customers? This (indiscernible) thing, most people do it. 


Here's an interesting thing; if you look at social media, most of the companies adopt social media because they got (00:06:49.3 to 00:06:54.5) of Facebook and he spoke nasty things about the particular company. Most of the corporations got scared, and to avoid negative PR these companies are actually on Twitter, Facebook, and other social networks.

In other words, my hypothesis is that corporations like IBM or many corporations are adopting social networks for fear of negative PR, backlash. That's definitely one use, but how can we use social networks to promote products, to promote service for good PR? This is a very interesting area of research if you're interested in those things. 


If we look at a photo and social data and social media, how can we use that particular social data and media to tickle the memories of the consumer? A photo is actually useless if the particular photo is stuck somewhere such as an attic. Unless we see a picture, the memories are not evoked. The memories will come to fore only when you look at a picture. All those memories will come rushing in.


How can we use social data and social media, either mechanisms within social data to create that evocativeness, to bring back those good and fond memories? These are the basic questions. I'm sure that (indiscernible) may save a different set of questions but these are the ones I'm looking at. At the minimum I'm looking to figure out how can we improve the photo book process using social data, the concepts the we learn in this class – what are the four things: communication, collaboration – (indiscernible) two things. Those are the ones.

The other thing I'd like to know is how can we compute the explicitness and intimacy of a photo book? Questions?

Student:
You said there's an event Saturday?

Venkat:
Yes.

Student:
Where is that?
Venkat:
That even is in the San Francisco office. I will give you the address. (indiscernible).

Student:
How would he disperse it fastest to get the word out?

Shohei:
You can put it on the wiki.

Venkat:
Another thing, I have gift cards, a coupon, a physical – there is nothing more tangible than touching a physical thing. A physical thing has its own value. I want to see something, our senses, touch, feel, and sight have their own place. I brought a bunch of them for all the people who signed up. Whenever you're ready I can distribute them. .

Student:
Thank you.

Venkat:
I really enjoyed this class. (indiscernible) very bright. When I was your age I was not this bright, like you. You guys are really a different class.

Shohei:
Thank you Venkat. 

(00:11:01.4 to 00:11:09.3)

Shohei:
Today we have three guest speakers. We have Hugh Fletcher over here, (indiscernible) head network APIs at Verizon Wireless. Over here we've got Chris Conley, he is the technology privacy and free speech attorney at the ACLU, as well as he's on my screen right now. He'll be on the project as soon as he starts talking. He's the associate product manager at Google working on several dual-location based program software and APIs. First of all I think you had some demos to present.

Hugh:
Hi, I'm Hugh Fletcher. I'm from Verizon. I always feel like it's like I'm from the government, I'm here to help. So I didn't bring gift cards but I brought a couple of iPhone 5s to give away. Yeah I know. Everybody is a platform now. Everybody has APIs. It exploded a couple of years ago. Everywhere you look, somebody has a new platform and everybody has APIs because we all need developers to program against our platforms.


The operators, Verizon is really no different, in 2005 I worked at Sprint Kansas City, and we launched network APIs at Sprint. If you can imagine trying to talk about web services, to telco execs in 2003, that was tough. Came out to the Bay area and did some small startups and that sort of stuff, and Verizon decided they wanted to do network APIs in Verizon three years ago, and we launched them as well.


This is a fun one. We have an innovation center (indiscernible) in the city. It overlooks the bay. This is all marine traffic. All the boats in the world now are broadcasting their GPS and it's a open API. You can get the latitude and longitude and speed and direction of all the boats out in the world. There's a lot of individuals out there who have their own tracking devices who see boats when they go by Nova Scotia or some place, and then you can plot them out there.

This is what's happening. People are creating platforms to do stuff and then they create APIs as an open platform so developers can get access to that. In Verizon, we've done this as well. This is our test harness. We're going to run through how some of the APIs might work and how some actually do work. Later we'll show what people are doing. Does anybody have a Verizon phone in the audience? Great, you'll be our test.


There's a couple things in here. As part and parcel to making phone calls, the network needs to know where you are. There's a cell tower. We all have cell towers. Some are dressed up like fir trees or palm trees or just cell towers. Each cell tower has three cell sectors in it, in general. Verizon has hundreds of thousands of cell sectors throughout the country. At any point in time, your phone is known to one of those cell sectors. 


We decided in the E911 sense we could commercialize that capability, and so that all hundred billion people that are on the Verizon network should be locatable with their permission. This is very key and Chris will talk about this in some detail. I want to show you how this works. Our test can test in the back, your phone number is?

Student:
I'll give it to you. The classes are recorded. Of course I'm the privacy researcher. Letting it all hang out.
Hugh:
I'm going to do a "get location" on this phone number. Notice what happens. I get a policy error. A policy error says I went in and did a get location request. The first thing I did was to see if this phone number had opted into this particular application. The answer came back no. But there wasn't an opt out. I sent a text message to your phone, so there should be a text message in your inbox saying this application wants to communicate with you to get your location. 


If you were to reply with an "A", that will opt you in for 24 hours. That means 25 hours from now if I do a get location it wouldn’t work. If she replied with a "W" then she's permanently opted in and you could track her and stalk her. 

What we're seeing is an explicit consent with notification, knows what she's doing. We should be able to do a get location now. Sure enough it's doing it, and it will get the approximate location based on her cell sector. Sure enough, we show an approximate location here in Berkeley within an accuracy of 2,200 meters. Not very accurate but it was very fast. No hardware, no software on the phone. Essentially with consent we could sit here and get the location of all devices on the Verizon network, with consent.


Some of the other things we could do with this, and we are doing with this, and people are doing is carrier properties. We already know she's a Verizon user, but let's have another phone, a non-Verizon phone. Knowing who your operator is could be very helpful. So our friends at AT&T (indiscernible), if you go to American Airlines and want to get a text message alert, could be you have to put in your operator so they can format the text message correctly. You'd be surprised how many people don't know who their operator is. 

This is an API that doesn't require user consent because it's used to make messages go back and forth. It can help that. Let me do one more, device characteristics. This is another one that could be very helpful that does require user consent. I wasn't sure what type of phone she had, but let's say we're formatting some content and we would like to know what sort of phone she had. That's a Motorola A55. That's what we have in our database for that particular phone.


If you look at operators, they know things about your phone, about your subscriber profile, about your phone's relationship to the network. These are things that are in the network that can be exposed that can help people be more efficient. 


I think I should do a few minutes of the presentation as well. People have heard of Sarnoff's Law and Metcalfe's Law and Reed's Law? You should Sarnoff's Law is broadcast networks, televisions. What's a more valuable network, a computer network or broadcast TV network? A computer network. A broadcast TV network broadcasts from me to 100 people and the value of that is 100. Metcalfe's Law is the internet or Ethernet networks and those are N2. But if you look at Reed's Law, it describes the value of social networks, how many sub-networks you make up in a regular connected network. That's something like 2N. It's really big numbers.

What do we have in our platform that can help people create to the N sort of value networks? These are things like location and presence, things that are in operator's networks that potentially can be used to do things.

Network APIs, what are we doing today? Location, we have course location, we have precise location on the phone, precise location is with GPS. Assisted GPS, and Wi-Fi. Those technologies are all brought to bear. (Indiscernible) terminal status: is your phone on or off? Potentially it will show is your phone roaming. Maybe you don't really want to make a VoIP call if your phone is roaming. 
Student:
What would happen if you were in airplane mode? 

Hugh:
That's like an iPod in that case, so it's off. If you're in airplane mode when we do a terminal status, you'd show up as non-reachable. Terminal status and carrier properties, which North American wireless operator serves this phone number. We can extend that to wireline numbers as well as global numbers. These things become very powerful in routing messages and figuring out how to interact with your customers. The device characteristics, what's the device make and model associated with this phone number. 


Those are some of the responses, so yes, I actually block out (indiscernible) number as well so it doesn't get published. This is some of the things. In our labs, these are some of the APIs that are doable. Should we do them? Can we do them? Still open negotiation. Some of them can be scary, so we have lots of lawyers. We spend lots of time to make sure that it's explicit consent from you to make sure these things are available to end users.


Enhanced location, historical location are some useful things. Enhanced terminal status, like I said it could bring in roaming, so if you're roaming please don't make the VoIP call because it would cost way too much. Subscriber profile information, the operators have a billing relationship with you. They know your credit scores, billing address, and all that stuff you might want to have available to people that you want to have available. We've been holding that, and maybe for your benefit, you would like us to tell you the billing address to somebody else. If you don’t then we shouldn't do it but those are the sorts of things that can be available.


Capital file, how many people on your account; when was the last time you changed phones; how long have you been a Verizon subscriber. These can all be very important things, particularly in fraud prevention. Call control, click to call, those sort of buttons, quality of service; quality of service is a big one, particularly in the 4G world. Should you be able to programmatically change the quality of the connection the phone has with the network? Should you be able to request more bandwidth? Lots of policy issues around that, the net neutrality issues are really interesting in the quality of service conversation. 


Place messages, OAUTH seems to be the standard way to fine grain permissions today. Any questions on those things? 


Look at Verizon as a big platform, just like Google and Facebook and Twitter and Foursquare. The developers can have REST and SOAP API access into that platform. I'm not going to talk about those things, our privacy policy, that we will talk more about.


The ecosystem, some of the interesting applications that are going on today, roadside rescue. Chances are if your car breaks and you pull over on the side of the road, you call one of the standard roadside rescue companies, they will ask you if they can locate your phone to help in the dispatch of the tow truck, using this exact technology to locate your phone for that. 


Emergency text, if you actually text 911, text something to the short code 911, you'll get an answer back saying it doesn't work; call 911. We've run some proof of concepts in a couple of counties that some people like to text to 911. I don't know, maybe there's some place you don't want to talk so you text 911. I think that will start rolling out more broadly later on. 

Parole bail bonds, if you're on parole and you have a bail bond, maybe you have less privacy in order to do that. Lots of bail bond and parole companies now are tracking your phones as a proxy for the GPS ankle bracelets that Martha Stewart got to wear.


LBS marketing, am I close to Starbucks – get a coupon. Lots of that going on today. Field force automation, you probably get 20% improvement in efficiencies if you GPS-enable your flee management. As a proxy for putting GPS into your car, just get the permission of your drivers to track them while they're working during work time, and you can get that same sort of benefit. 

Family locator products, I think we're all there. Fraud protection, I think what we'll see for a lot of our ATM and credit cards in the not-too-distant future is a location request against your phone when you ATM withdraw. When was the last time your phone wasn't close to you when you did an ATM withdrawal? If it's not, not that you're not going to get the money, but that will probably raise a fraud flag. Once again this is all with your opt-in, and we should be very transparent. I think that was kind of what I had. Any questions?

Student:
Do you charge for the API to find a phone?

Hugh:
The business model today, you can go to developer.verizon.com and everything is out there. There are some small charges today. 

Student:
What is the charge per day?

Hugh:
It's somewhere between a third of a cent and a penny and a half, depending on the API. 

Andreas:
Welcome to Class 4 of the Social Data Revolution. That was a beautiful example today of what we learned at the end of last class, the future of work, actually being relatively location independent. The problem was I wanted to see the sun set last night. The sun set on the volcano 2,500 meters high above Kito (ph.), and actually I had pretty much enough time scheduled in. Didn't realize that the American Airlines plane had a part missing, which had more than a three hour delay getting out of Miami back to here. 


With apologies and with much appreciation to everybody else here helping out getting this off the ground, let's quickly review where we were last week, the tech and the mindset of the future of work. We talked about social business models, Craigslist not being social, being amazing when you need to do things anonymously; versus thinking back to the first class when we talked about identity. Other tasks where the history of a person including the geolocation of the person might make a difference to whether you're going to hire that person or somebody else. How do you trust people? You trust people because you have some idea about where they were in the past and what they did in the past.

Then we had the CEO of Astrid talk about the creation of work and specifically there costs that we might often ignore, like the cost of describing the task or the cost of negotiating a task. I don't mean necessarily negotiating the price of the task, but negotiating what really needs to be done.

We talked about two kinds: one was future of team work where we talked about having social data, socializing the team where you are, by you having implicit data in addition to the explicit data, trying to figure out where you might be stuck and somebody can help you. And it's not only that it's a software problem, but in many cases about integrity, about people doing what they say to do as opposed to yeah I'll get to it, or don't worry about it; I'll be there in a minute. But that never happens. It's both a linguistic and attitude problem as well as technological solutions.


The second point here is that for individuals what the CEO of Astrid called the gig economy is carving out small things where you are an expert. The cost that needs to be considered here is the cost of putting things together, the cost of assembling the pieces.


The second part where Jeremy Carr talked about big data and I appreciate that Hugh gave one example here of the API Verizon has which is in the space of most people a pretty big data example. 


Today geolocation and I wanted to start with an example from London hundreds of years ago. Cholera, how was cholera (indiscernible)? A dude called John Snow plotted the incidences of cholera in London. Then he figured out that all these people could be traced back to a certain well where the water (indiscernible). That's an example of using geolocation to actually get an insight, but I always say there insight wouldn't have been enough; he took the (indiscernible) of that well. Otherwise people would have not believed him, but by taking off the (indiscernible), remember the first class with PHAME, taking the handle off was what actually (indiscernible). That was the story about geolocation and the first example where I know somebody made a difference to society by using geolocation.


Why are we spending a whole class on geolocation? Because I think it's a very good example of social data, data we create all the time. It's a good contrast to social media. It's not a company pushing their own marketing message, excluding Verizon and other companies present in the room. 


As you know, I'm a physicist. If you haven't watched the video Powers of Ten, it's a video from the '70s or '80s, you should. It's a beautiful video showing you they world in an algorithmic way. I want to take only three, each of them (indiscernible) apart of scales here, and show you geolocation on those: one meter, the physical scale of people, the distance, the height. An example of a company is in Palo Alto called Euclid Systems. Basically on the resolution on one meter allow you to track down where somebody is in a store, based on the MAC address of their smartphone.

Path Intelligence, a U.K.-based company, Tim O'Reilly is one of the investors there, does this on other phone signals, for instance they instrument shopping malls. They instrument conferences to try to see how people are moving. That's the scale of one meter.


Popping up to the scale of 1,000 is the scale of kilometer, cities. I'm not sure if any of you went two weeks ago to hear the Smart Cities panel here, including Colin Harrison (ph.), who some of us had dinner with. Cities have become instrumented. We now know things about people flow when you use BART. BART has an entry/exit card, so you know where the person entered and exited, as opposed to unie where you only know when the person entered but you don't know they exit. (indiscernible) recognition knows how the car moves, and probably the most powerful country here – the most powerful company in this space is INRIX, Seattle based where they pretty much have geolocation of most mobile phones. 

Then of course we can talk about a mega meter, in other words 1,000 kilometers, where we have flows about countries. The first question is how do you figure out where you are? We talked about GPS. We talked about Wi-Fi and cell towers. Any other ways you can think of to know where a person is? What about when you go to an ATM machine? There's a camera. A camera is pretty good, particularly if you also enter your ATM card of somebody else's ATM card. Then there might be a problem. 


By the way, how these different sources of data combined, an example is when you use your credit card. Some credit card companies ping your mobile and if the location of the mobile is different from the location of the credit card, they send an alert out. If your credit card is in Russia and your mobile is in Mogadishu, then there might be a problem, because people assume that the cardholder and card, even if the card is not present, might be close.


Any other ideas? How do you know where you are? How do YOU know where you are?

Student:
When you use your computer your IP can be traced back to your location. 
Andreas:
Yeah, so if you do a Whois or an NSLOOKUP or something like that. That is you want to know where you are. Now let's flip this; what if somebody else wants to know where you are? If you use GPS, coming from satellites, by the way it's a beautiful application of general relativity (ph.). If you use GPS, the satellites don't know that you're listening in. If you use your MAC address, the other Wi-Fi router you're talking to knows very well that you're there, it's a handshake. 

Some of these technologies allow you to get the address without anybody knowing about it; others actually – (indiscernible) station is a big example. I think you can't just not let the (indiscernible) station know that you're pinging. Other technologies, there is no way to avoid that they are out there, whoever they are, who will actually also know where you are.

There was a case maybe three months ago, I read by the New York Times. I don't know the details, but approximately 1.3 million in the last year of requests were made by agencies of the United States government to get to the text messages, location, or whatever they could get. That's basically a third of a percent or something like that, of the people. If we were 300 people in the iSchool, on average that would be one of you who actually had his records looked at, or his records requested.

More traces people leave, when you upload a photo, the EXIF of geolocation; tweets allowing for aggregation. Search is a very powerful one because searches allow for statistic analysis. If you look for iSchool, and CoHo, then you're more likely to (indiscernible) Berkeley than if you look for the iHouse or GSB, or Haas, depending on where you are different searches get done. You can make inferences that people here look more often for Haas than people look at Stanford for Haas. Stanford people often look for GSB than they look for Haas.


QR codes, RFIDs, as the car crosses the bridge and Fastrac picks up for automatic billing and of course knows that that's (indiscernible). Many more things.

Now I want to just give a couple of uses, and I think it's planning and it's self expression. Planning, which route do I take? As I got late (indiscernible), the first thing (indiscernible) was crank up his Android navigator and figure out what Google thinks the fastest route is. But now there are bigger questions.

In South Africa, the government decided to figure out which locations to build service stations, like basic health stations for their citizens, based on their mobile phone geolocation traces have, because that's where people go, there's a certain model how far people are willing to deviate from that and that's how they figure out where to put their service stations.

The other one here is explicit data. I choose to actually share something with other people. What I want to do is to move to self expression, which can be explicit through checkins, Foursquare being an example here, Facebook, or implicit. As Andrew is getting ready on Skype over there, I'm going to share with you my geolocation history. If we just zoom in here, today, and the times I assume are Pacific, then you see that I arrived – there's nothing in between, but you can figure out if we had a better scale here, what time I arrived. 


We can zoom in here and maybe more interesting than big spaces is what did I do yesterday. Here this was my day yesterday, where I was hanging out in Peru, and the volcano's up here. Then I went to the airport at some stage, and left and came to the West. Now I want you to think about the power but also the problems and difficulties of having that information on that amazing granularity, based on my iPad, phone, and what have you.


I think this is a good time to switch over to Andrew and see what stories he has to tell us. (00:42:22.4 to 00:42:33.6). Why is Andrew willing to do this? My friend (indiscernible), she runs Google Maps for APEC (ph.) and she asked somebody who then asked Andrew, and Andrew said if I can do it on Skype then I'm willing to do it. Let's give a warm welcome to Andrew.

Andrew:
I'll tell you a little bit about myself. I'm product manager at Google on the locations team which means I get to work on a couple of cool things. Feel free to tell me if I'm speaking too quickly. We work on Google's history location stack, its location reporting stack, its location sharing stack, and a product called Google Now that we only (indiscernible) launched so you may not have heard of it. 


I'll try to spend as much time as I can answering questions that you guys have but I figure the most useful thing I can do is give you some of these internal technical details for how this (indiscernible) works, and talk about the huge sort of layer this happens to be.


We start the stack with device location, we have sensors to figure out where your phone is or where the tablet is. We definitely have (indiscernible) GPS using the platform (indiscernible) we see around you, using (indiscernible) you're talking to. There are a couple of others, so (00:44:11.8 audio gets too difficult)
(Video #1) 
(Error in Video) 

(Video #2)


Andrew:
(indiscernible) isn't exactly location but we sort of consider it as part of your location data. We do some detection on the device of what "activity" you're currently engaged in, and that means whether you're stationary, biking, walking, or in a car. That data, when reported anonymously, gets used to give feedback to Google, for example, on biking directions. So we can tell by some anonymized traces where people actually tend to bike, and then learn for cities where we don't have explicit data what bike routes are popular. If everyone in San Francisco bikes along 17th Street, Google can figure that out and that actually has had some big data quality improvements for us.


This is the device location layer where we talk about where is the phone, where is the tablet, what's it up to. The layer above that is where we start talking about user location, which is basically taking device locations and dealing with them in a way that's not anonymous. Any time you talk about user location, this is when the user is opted into one of our servers that take advantage of it. If you use latitude, location history, Google Now, you've turned on this location reporting feature on your phone, on Android devices, also on the iPhone.


The rough way location reporting works is we have an app on the phone that will pull the operating system about once a minute, or if any other app on the system asks for location we automatically pick that up. We store them in a local cache on the device, for roughly ten minutes or so, and then every ten minutes we batch upload a bunch of points to the server. That's if you have location history turned on. Then if you're a latitude user and one of your friends is looking for your location now, we'll use push notifications or (indiscernible) messaging to instantly ping your device for a fresh location, and that will cause it to dump whatever locations it's had in its local cache.

Andreas:
That was too fast. I should get closer to the mic. What was the story about the once a minute, the operating system (indiscernible) and also you mentioned Blackberry.

Andrew:
(indiscernible) is what I'm most familiar with. If you're a location history user we will once a minute poll the phone and say where are you right now, and then we'll batch upload that to the server all at once (indiscernible). The reason we do that is not to discharge your battery too much. Any time we send a message, (indiscernible) is pretty cheap.

Andreas:
On which devices?

Andrew:
Any (indiscernible) either location history, Google Now (indiscernible). (end of video #2)
(Video #3)

Andreas:
What we are interested in is what sources do you use? Do you just use GPS or do you also use Wi-Fi? Do you also query people?

Andrew:
Running in the background (indiscernible) because they're the (indiscernible) GPS (indiscernible) do turn it on because they usually have a card to plug their phone into. But if we're just running in the background (indiscernible) or cell tower.


I'll talk a bit more about once it hits the (indiscernible). 

(calling Andrew)

Andreas:
The question was do you have any questions. Here's what we heard, that you poll the phone maybe a minute for battery reasons because GPS calls are important. We were not clear whether there are other sources besides GPS that Latitude has as their underlying data sources.

Andrew:
(indiscernible) but for example if you have Google Navigation open, that will use GPS. Google Maps also records those locations, but it won't request them itself. Android phones generally have access to GPS, cell towers, Wi-Fi and then (0:05:33:14 to 0:05:42:25).

Andreas:
Do you have any questions?

Student:
I know you work as a product manager. What do you mostly work on for your job or what projects have you worked on, and what have been some of the challenges you face because I know it's a relatively new field.

Andreas:
The question is you as a product manager for Latitude, what were the challenges you had and also where will it be in two years from now?

Andrew:
A lot of the challenges we have are around getting (indiscernible) data. It's actually so very difficult to (indiscernible). As an example, we recently launched a third generation on our (indiscernible) on mobile phones, so (indiscernible) you should be able to tap on the (indiscernible) and have location history. Then it will show you the data (indiscernible) you've been. (ind we pretty consistently get home, work (indiscernible) but a lot of those places (indiscernible), we have a general radius (indiscernible) and then we have to sort of make a guess (00:07:19.12 to 00:07:38.04).


Where we're going is we've been (indiscernible) Google Now (00:07:46.15 to 00:08:58.05).

Andreas:
Google Now is very impressive. I was on the plane today before we deboarded again, actually the estimated time Google Now gave me was way more accurate than what the monitor showed on the plane. I don’t know how you get those data for Google Now. I had searched for that American Airlines flight. First thing on Google Now that shows up is the plane was three hours delayed as the monitors inside the plane still said we were arriving on time. It really shows what an amazing data company Google is, by grabbing data from all kinds of sources, putting them together, and making basically the user make better decisions.


One person who hasn't said anything yet, one more question, and then we'll take a quick break and go to questions. Any person who hasn't raised their voice yet, a quick question.

Student:
Do Google use our geolocation data to do something that we don't want?

Andreas:
Tell us five things where Google uses our geolocation data that we won't know yet. The obvious things of course is Domino's Pizza, you give me the Domino's Pizza which is nearby. So for search disambiguation, there are a bunch of things which we all know and expect, but tell us a couple of unintuitive ones where Google, in order to help the user have better experience, uses geolocation in ways we might not know.
Andrew:
That's interesting. (00:10:44.27 to 0:13:15.00).
Andreas:
I think having exhausted Andrew on the nonexistent audio, let me thank you here for having shared your insights with us. You're welcome to hang out with us. We'll leave the computer on, but be aware we see you as you're seeing us. Or if you want to sign off then thank you now.
Andreas:
If you want to sign off, sign off. But if you want to stay with us I'll leave the camera on in the class, but I feel the sound is so bad it's probably hard for you to hear.

Andrew:
I hope it was useful. (end of video #3)
Andreas:
Absolutely yes, thank you Andrew. That brings us back to the class. Shall we take a five minute break? Then we'll have Chris who is going to start with Quora. Question, if you were Dr. Evil, what would you do to create maximum havoc, to create maximum profit for yourself. 
(Break) 
(01:02:37.5 to 01:04:27.9)
Chris:
So I guess I want to lead off with who I am. My name is Chris Conoly and I'm an attorney and technologist with the ACLU. ACLU for those of you who don't know is the American Civil Liberties Union. It's a nonprofit, nongovernment organization, defend individual rights. And I will leave it at that for now.

My job in many cases is to follow up Professor Weigend's question which is what would Dr. Evil do. So I know he threw that out to you on Quora. Anyone want to throw some examples of what would Dr. Evil do with all of the world's geolocation data at his fingertips? There were a bunch of responses, so somebody must have had one.

Student:
I believe he would sell the location data to governments, speaking to military operations.
Chris:
He'd sell information to the government for military operations. That's a good one, how about some more?

Student:
I think he would could make where are the hot girls app. (ph.).
Chris:
He could make where are the hot girls app.

Student:
He can – 

Chris:
Are you going to steal my entire presentation here?

Student:
-- to look at the pictures. And figure out you know, if they're hot or not.

Chris:
You mean like this one? I like that one.

Student:
I think Tom Cruise (indiscernible), where he walks into the mall and every display knows who he was, what he bought last time, where he was. 

Chris:
Sure, anyone else?

Student:
I don’t think that he would prevent geolocation thing (indiscernible) missiles (indiscernible).

Chris:
So you can reprogram the missiles and then anytime someone tries to fire at his secret base he can turn it around or you know, nuke the Kremlin or whatever he feels like doing.

Student:
He could blackmail people if he had their personal data and where they'd been.

Chris:
You could blackmail people. Anyone else?

Student:
I think the most creepy thing is the whole crazy aspect of a person (indiscernible) everything would be exposed.

Chris:
So peoples' secrecy, getting personal information, maybe for blackmail, maybe for other forms of coercion or harm. I know there's at least one more, they were going to destroy maps on the iPhone which I actually liked because it was a good way of misusing – 

Andreas:
There was also the other one, (indiscernible) point that do what (indiscernible) does with developing countries, that if you give (indiscernible) destroy the local ways of (indiscernible) and then it can't do anything but continue (indiscernible) yourself. The same model, (indiscernible) argues we can use for geolocation data. Making people depend on them and then (indiscernible).
Chris:
If you make everyone dependent on location data, on being able to find everything and your location data in particular, and then you yank the plug or fudge the data or do whatever you want to with it. These are all – consider a lot of these scenarios. I think the first thing he'd say is I have all the data and give me 100 billion dollars. Then the next thing he'd say is what do you mean somebody beat me to it? They asked for 100 billion dollars for all the world's information. They got it, then they lost it, market's not so fond of Facebook right now. But we're seeing that people see the data is worth an immense amount of money and just sharing the data is worth a lot of money. Maybe the next step would be I've got all this data; how can I use it. How can I scare people and do creepy things with it. I'll give it away for free in a way that really creeps people out. Somebody already led off with. I'll write an app. I'll call it Girls Around Me, and make it seem really creepy and scary and basically take information about everyone that I can get, their location information, sync it up with other details, their profile picture from Facebook, their personal information on Facebook, and then share it with other people so that if you walk into a room, you don't know; half the room might know things about you.


They might know where you've been recently, and you're not telling them anything about your identity but suddenly you're at a disadvantage because these people know who you are. They know where you've been. They know who knows what about you because they can track – they can link to you very easily through your location information.


Then you say that's been done before. So let's with the old tried by true, or the old tried and true method of (indiscernible) money which is of course blackmail. That's seems like Dr. Evil's method. Alright, we've already got some good business models out there. We've got mug shot sites which have been in the news lately. So you've been arrested for something, you know, a website – yourmugshot.com, finds your picture from a police report, puts it online as a public service. Then tells you but for a fee we'll take it down. We'll remove your mug shot from the internet. We'll also make sure at first we'll do everything we can with search engine optimization to make sure it shows up so if you have a prospective date or you're looking for a job or whatever, that is the first thing  that they will see. Then we'll sell you the right to control your own data.


That is a pretty good business model with mug shots. It's scary, creepy, disturbing, I'm not sure I see the social benefit of selling this. If you weren't taking it down that would be one thing, but when you're obviously looking at the money, it's a different thing.


We start with that and then you start thinking how can we transition this to location information. Location information has a couple advantages. One is it's about everybody, not just the guy who got arrested, but everyone is carrying around their cell phone. I'm collecting all the geolocation data in the world as we've already heard; that's everyone, all sorts of information about everyone who's carrying a phone. Sometimes whether or not they know they're communicating with a network. People in this room probably are pretty aware that your phone is pinging cell towers, is regularly communicating with Wi-Fi networks, but most of the world doesn't know that's happening.


As a (indiscernible) put it, when you have access to someone's location information, in particular when you have access to their history, so not just where they are right now but where they've been, you know all sorts of things about them. You know whether they are a weekly churchgoer or not. I'm going to use your location history, if you don't give me ten dollars, I'm going to tell your mom how often you've been to church in the last year.

You can tell from location information whether someone's a heavy drinker. How often do you go to the bars, which bars. You can tell whether they are a regular at the gym, an unfaithful husband, an outpatient receiving medical treatment for disturbing things. Or an associate of a particular religious or political group, and not one such thing, but all such things about people.

So when you collect location information, in particular historical location information, you are collecting the details of someone's life. It's not just where they have been, but what was that place; was it a hospital, a church, a political rally? You're collecting their associations. Do they seem to intercept with the same person over and over again? Do they spend Thursday at a different room than they spend Friday nights? You can infer all sorts of information about individuals.


Of course, if you have that information you can use that to influence them, to blackmail them, to control them. Maybe you can predict where they'll be on Thursday and show up and harass them. Maybe you just are Dr. Evil and you hold out for 100 dollars per person. Whatever it may be, you have all sorts of information about people, and this really can impact their private lives.


The other thing of course is that when you have location information, you're making inferences. You don't actually have to be right about these inferences. All you have to do is threaten people with them. Conveniently we have about 20 people in this room. 20 people is two standard deviations. If I take location information, I'm looking for someone who randomly has crossed paths with their ex-girlfriend a lot more than you would expect, like two standard deviations more than the norm. That's one person in this room.

If I do the same thing for drinking, you've randomly walked by this notorious dive, there's another person in this room who's done that. So if I'm just looking for something that I can use location information to harm you, it doesn't even necessarily need to be true; it just needs to be compelling enough that someone thinks about it. 


I hear you are looking for a job at Apple. Look, randomly I know you've met with someone from Google for lunch three times in the last two months. Does Apple still want to hire you? Are they going to think twice about how they're going to treat you when they know something about your potential associations? Is it just random that you were in the same café? 


There's all sorts of information that can be conveyed by location information, whether accurate, whether false or not, that can really impact peoples' lives. It's not only by what you've done and using that to harm people, it's by controlling what you do in the future. 


This is a picture form a panopticon (ph.), this idea this is the perfect surveillance society, where you never know whether you're being monitored at any given time. There's a central room, maybe one guard in the room, maybe no guards in the room. But you don’t know what's happening and you don't know whether you' activity is being watched. 


How does that change your behavior? Would you go to a rally if you knew that there it was going to be tracked and on your permanent record? Would you show up at this class if you knew you were going to be stuck in the room with an ACLU guy who's going to (indiscernible) and it's going to be on your permanent record? You can leave now but it's too late, sorry.


This is the kind of information, what we think of as privacy. It's not so much just the right to keep something secret, because it's not a secret to the people in this room that you're here. But using that information, collecting that information, combining with other sources can really be used to impact peoples' lives. Our goals and what we think about is how can you minimize that. How can you make it so that people can gain the benefits of technology, of location aware services, of latitude, of Verizon's APIs without having to trade off the ability to live full lives and not be concerned about going to a clinic, or meeting a friend at a bar, or if you want to have two girlfriends you have the right to do that.


Some of this is socially unacceptable but it's not to say that that means everything society wants to know about you should be fair game. Location information can convey an awful lot of that. 


Since we are running late and I want to make sure there's lots of time for discussion, I'm going to skip through the legal stuff very quickly. Our take is always the Constitution is supposed to protect personal information. It's supposed to protect privacy because privacy enables you to exercise all of the other rights of association, of freedom of religion.


The problem is that the Constitution was written in a few centuries ago, and courts are trying to interpret that in a modern world and are really struggling. One of the things they've tried to figure out is what happens if it's not you who holds your location information, but some other person has it. What if you're driving down a public road, is that private? Maybe not from watching me right now, but does it matter whether someone watches me continuously for 28 days, using technology?


There's a difference in whether someone watches me using my phone for 28 days versus having an officer tail me for 28 days. We would yes, an officer is a constraint. It balances out interest. If law enforcement really wants to know where you are, they can follow you. If all they have to do is ask Verizon or Sprint or someone else for information about you, and there's no checks and balances, it's very easy for the government to really intrude upon your personal life. 

Congress recognized this and they actually passed a law that was called the Electronic Communications Privacy Act, which was designed to essentially protect the privacy of your communications, of your electronic information when it's held by third parties. It wasn't written with location in mind, because it was written in 1986. 1986 is a long time ago. Your cell phone, if you had one, looked a whole lot like this. 


We're trying to work in the legal space to figure out what we can do about access to information. I focus mostly on the government but a lot of this goes to third parties and private parties as well, because private parties can collect all sorts of information about you. Again, one of the big concerns is people collecting information about you when you don’t know you're being tracked, when you're not voluntarily sharing information.


When you're just driving down the road, and a camera somewhere scans your license plate and automatically records it, this can be great for looking for a stolen car, but it can also enable people to track location without any kind of interaction. It's not even a device where I can measure a signal coming off. It's my car. There's a camera behind a tree, I've been logged. One camera, not a big deal. A few thousand cameras scattered around, moving around, it's a lot more information there. 


Same thing goes for your cell phone. The access to information about your cell phone's location which is always on us, almost always available, can convey everywhere you go. We've been fighting in the courts and trying to figure out the law around when can law enforcement, when can government entities, when can others demand access to your cell phone information. That's something that's really been struggled with.


Technology keeps evolving and making even new things. This is called a stingray device. It's a relatively new technology that is designed to mimic a cell tower. It acts as a fake cell tower and sits there and says we know a cell tower works by communicating back and forth to the cell phone. If you can set up your own cell tower, you don’t have to go to Verizon or anyone else anymore. You can automatically collect information about the phones that come by. 


Does that mean if you don't have to ask anyone else, if your phone is just telling me where it is, is that voluntary or involuntary? What does that mean? The point being there's all sorts of information being collected. We're looking at ways that – the privacy implications I've kind of summarized, but because this information is so compelling, can say so much about the intimate details of everyone's lives, the question we really face moving forward is how do we make sure there are controls for this? How can individuals have meaningful protection over the information that they are knowingly or unknowingly sharing? 


Part of that, as Hugh said earlier, is knowing and voluntary and consent. Finding ways that actually work on smartphones and other small devices, to give people control over their location information; how do you actually tell people what's going on? 

It has to be more than just are you sharing your location information because as we're seeing, location information and the mobile phone ecosystem is a pretty complex thing. As Hugh said again, there are location providers who may or may not be obtaining information about you at the same time they're telling you where you are. There are applications that run on your phone that can access your location information. There are advertisers and analytics and platforms and carriers and many other people who engaged in this ecosystem, and there's a real challenge here about making sure that whatever controls, whatever policies we have in place actually address this.


That we give people meaningful control and the ability to understand what's happening with their location information. Showing this slide is really a good way to say you don’t understand. There are too many words, it's just a lot going on.


The goal needs to be really to get people to understand how valuable is my location information. Where is it going? How can I opt out or opt in? What's meaningfully happening to my data? How's it being used? How long is it being retained? And ultimately what are the protections around this. This is kind of the topic that I'm most interested in and would love to give you guys a chance to talk more about is how do you protect this information? How do you actually interact with users with the people who are being tracked so they can get the really cool services that Google, Verizon, Facebook, Foursquare, everyone else provides while not being subject to all the things that Dr. Evil might come up with. By not being subject to influence, blackmail, or direct pressure for the information that they have knowingly or unknowingly left behind, that may or may not be accurate. What can we do about the government, but also about third parties who can really impact our lives, who can sell our data online or threaten to if we don’t pay them off? How do we create a system where the individual's in control and we maximize the value of the data, both to the individual and to society? 


I was surprised the Google person didn't say – the one I think of as a surprising use of data is flu trends. Google flu trends, you search for illness. It registers that you're searching for something about being sick, so we're going to log you as a potential person with the flu. We know your location, and we can track that and see where illness is migrating and we can vectorize it. That's really interesting and it's possibly socially beneficial. Where that's collected in aggregate that's actually pretty harmless to the individual. But where more and more information is collected in ways that can be linked back to a person, okay you called in sick yesterday but you're not in Google flu trends. Are you really sick? You keep calling in sick and saying you have the flu but you never seem to go to a doctor; you never seem to look for help. How do I really believe you anymore?


The more this information is available to third parties that are beyond my control, beyond the person's control, and the more it's being used in ways that the person doesn't expect, the harder it is for them to protect it. The goal has to be to make sure that expectations match reality and not in the way that you expect everyone has it and is fair game, because that really erodes your ability to act.


That is most of what I have to say. We have a law in California that we proposed  called the Location Privacy Act of 2012. It is currently sitting on the governor's desk and we are hoping he will sign it. The goal of this law is it's very much directed at government. It requires a search warrant to access location information and the idea is it's about location information. Again it doesn't matter whether it's coming from your GPS or Wi-Fi or cell towers, it doesn't matter whether it's dragged off a phone, demanded from a cell phone carrier, whether it's captured by a stingray.

Student:
Is that something that all mobile searches or just location?

Chris:
This bill is on location solely. 

Student:
Are there bills that cover other – you get pulled over and cops ask for your phone. 

Chris:
That bill was passed last year and then vetoed by the governor. There was a bill last year about cell phone data essentially. A bill that would have required a search warrant to search your cell phone, because someone else said on the Quora, your cell phone is more than just your location. It has all sorts of other records, and this is not – you don't typically hide a gun in your cell phone. The reason we have a doctrine that says police can search your belongings is because basically there's a threat, they need to be able to know you don't have a gun, a knife, you're not going to hurt them. Or they have a right to make sure you don't destroy evidence. If you're going to go in and throw away the marijuana in your pocket, they have a right to search you and to prevent that from happening. 


Somehow the California courts have extended that to say that means if you're carrying a cell phone in your pocket, they can search that. Perfectly constitutional, no problem with picking through, pushing buttons, and seeing what's on your cell phone. We obviously disagree with that. We disagreed in court. We passed a law. It was passed unanimously in the California Legislature, and then vetoed by the governor. It didn't help that the governor was the attorney general who argued this was constitutional and valid police practice. That probably did not help us get his support for this bill.


It is an issue and again the same with location. Many of the challenges here are there are so many different sources of this information, so many people who have it. That's why it has to be user centeric. Our legal efforts are only part of any solution because having a law that says you must not share location information is only good if everybody follows it. If one out of a hundred companies who has your location says too bad I'm going to move to Micronesia where there's no law, and you can't catch me, and I'm going to sell this anyhow, there's not much the law can do. So giving people more information and more control at the front end really is what I would like to see and what I'd love to hear you guys talk about, where can you meaningfully give people more understanding of what you guys are learning? How can you really convey to a user through tools, through visuals, through whatever what's going on? 

Hugh:
Chris it seems to me that the young people are more transparent, and maybe that's good, maybe it’s not good. But it does seem to be true. If that is true, do you find that potentially young peoples' lack of acknowledgement that location is too sensitive to be shared, because of their general increased transparency. Is that a problem for you?
Chris:
No it's not. The issue with young people – there's one thing that's changed which is that young people, there are tendencies to be more transparent, to share more information. What has not changed is a desire to be in control, to choose who that information is shared with, the context in which it's shared, and to have a choice in the first place about whether or not it's shared at all. The best example of that is Facebook. Facebook has privacy settings and the largest users of privacy settings are the 16-25 demographic. That's of course because you don't want mom and dad to see your college pictures.


The reason number one to use FB privacy settings, they want to be your friend, they don't actually get FB that well, so you make them your friend and silo them off and you're good to go. But it is true that young people do want control. That's why we try to emphasize privacy is not just keeping things secret. 

Student:
I know a couple months ago Kevin Rose published in the New York Magazine something called (indiscernible) Wall Street", and he put pictures, tagged or geolocated on Wall Street of people taking pictures inside banks. That's against a lot of companies' policies. What's illegal, if somebody takes a picture and posts it on Instagram where in the workplace it's actually illegal to take pictures, and they get fired on that basis, is that against any law or is that – sometimes something like Instagram, you're not sure, you forget to put it on private because the privacy settings are a bit harder to find.

Chris:
That's a real issue. When you're using Instagram or location services or whatever, do you understand exactly what you're doing? Is there a meaningful control? It's probably not against the law for someone to fire you if their policy was you can't post a picture from inside the office, and you post a picture from inside the office. There's not a lot you can do about that legally. Can you go to your boss and say it was an accident, and hopefully they'll believe you? Probably. 


Definitely one of the challenges is that as tools make it – more and more tools encourage sharing because it's good for Facebook. It's good for Instagram. It's good for all these to make these more and more public. That's what I think the class is mostly about, how this social sharing, many of the benefits of it. 


But there can be negatives too, and even from a company perspective, there are negatives. If people are scared to post things on Instagram because they're worried that their friend just lost their job because they accidentally stuck something up there without making sure it was totally private, that impacts how people use Instagram. It impacts how people use these services. Part of my job is actually going to companies and saying if you're not actually caring about how your users are going to respond when they over share, when they have a friend who loses a job, when they're stalked on girls around me, it impacts your business. Companies don't necessarily – even the don't be evil companies are not necessarily in it for the best of everyone's best interest. 


When you tell them this actually impacts your bottom line, when you're going to lose users or they're not going to be as willing to share on your service anymore because they just don't trust you that works. It especially works for small companies. It's really hard to tell Google to stop doing this or everyone is going to leave. It's probably not going to happen. It's even harder with Facebook because you're not going to leave Facebook unless your friends come with you. It doesn't make any sense. You can quit but you can't really get the same service somewhere else. 


With smaller companies, and with big companies, Google Buzz is a good example in the privacy space of a product that completely flopped because it used information in a way that people didn't expect. A very brief summary of that, and then I'll go back to location or stop talking.


Google Buzz was one of Google's early social network startups. It was competing with somewhere in between the Facebook and Twitter space, and they wanted to have followers. They took your most common email contacts and had you follow them on Buzz. Then they made that list public so everyone could see it. When you're emailing your ex-girlfriend or your recruiter or your local clinic, suddenly anyone that looked at your Google profile could see you're following Heidi. Why are you following Heidi? I'm not happy. And you told me you haven't spoken to her in six months. 


Google Buzz – it's been axed officially. I don’t think it's dead yet but it's officially on the chopping block. That's one of the examples where even a big company blew something in privacy and that was one of the major reasons it never took off. They had to back track, redesign the entire project around we can't just take data we have and use it in some other way that we think is cool. We have to get people to opt in and voluntarily participate, understanding what they're doing and how it's going to affect them. Even if we get them to opt in and they realize later that's not what I wanted, they're still going to blame us. They're still going to look for something else. They're still going to respond negatively to our brand when they don't trust us, when they think we're going to use their data in ways they didn't anticipate. Even when we put it all in the legalese, that does affect how people respond to companies and how they interact.

Student:
What is the solution? You're talking about all these concerns, what do we do?

Chris:
Don't think I can condense that into a five-minute sound bite. That's my job. The solution really comes – it has to be multifaceted. One of the things we do – I'm a lawyer and we work on the law, which is kind of the backend protection. At the end of the day, the law protects people who want to not go to jail, who are bound by it. It prevents them from doing certain things. We would like this bill to be passed so the state police have to get a search warrant before they go to Sprint, Verizon, or somewhere else and demand where you've been for the last year. 


That's one form of protection. It works on some people. But that's the backend. The frontend is also very important, the user control piece. How do you really give people understanding of what's happening, so a lot of my job is actually education, finding ways to use technology to help people understand technology. I'm toying with a mobile app that will help people understand where – my location, if this app can track my location, then show me every church I've walked by, every rally I've walked by, every bar I've walked by. Just giving people more visceral, personal understanding of how their data is being collected, because people are peripherally aware that their data is going on, but most of them aren't in this classroom. We have a small fraction.

Student:
Can you go back to the OshCon slide?
Chris:  
OshCon is a mobile researcher par excellence whose slide I've stolen for many purposes, with his permission.
Student:
This is a good one. When Andreas was talking earlier he mentioned a company called Euclid Systems that loves to track where people are and (indiscernible) MAC address on your smartphone. I completed my own smartphone user research and found the issue of location people generally aren't particularly sensitive about the use of location but in all the contexts I discussed with them, it was completely contextually relevant. And it was probably the expectation that the information was being shared with Bank of America or Yelp or whomever it was they were interacting with on their phone, and then would go no further. A nearly unanimous finding I had across all my research was that almost everybody said do not share my location with their (indiscernible), any of my phone data. 


When location is contextually relevant, most people seem to trust its use. They really don't think of it as going beyond the borders of what it's being used for. Most of the requests make sense to them, they're straightforward. But it's these interesting side cases that I find really fascinating. For my own research, I'd say that it generally (indiscernible) peoples' expectations. I'm curious from your legal perspective if you're seeing any leverage against those usages currently? I would think that collecting MAC addresses and walking through a (indiscernible) is borderline shaky. If you have (indiscernible) that it's occurring, you may never know, but suddenly you might be getting advertising that pushes, based on where you are in the store, and you don’t have any connection (indiscernible) this happened. But that collection also seems particularly like it's going into gray area.

Chris:
It definitely does. I'll answer the easy question; is there an easy hook that I know of? Not really. The easiest one is the surveillance, wire taps and such. Is this a communication? If so I have to consent to it being intercepted. The question is if I'm broadcasting my MAC address to you, I don't have to consent to you receiving it. I have to consent to someone else listening in. It's really, there's probably an argument to be made there that I'm not actually broadcasting it intentionally to Euclid. I haven't heard that argument made yet and it’s not quite in my house so I'm probably not going to make it, but it certainly is an interesting one. If I'm not sharing this information intentionally with Euclid, so if it's intercepting it to capture it, are there legal questions? Quite possibly. I would hope they've talked to someone about them. 


Certainly I think you're right, much of the information sharing, again this is for location and privacy in general, this is about context. People are comfortable and are willing to share information for the benefit they get in the context they're sharing it, whether it's economic, I get a coupon every time I check in on Foursquare at Starbucks, whether it's the social benefits of being able to find my friends, or tag my favorite places. Whatever it may be, they see a benefit in sharing. But when it's used beyond that it's challenging. I think that actually leads to the next point.


What do we do about it? One of the things is to put those two together. Give people more transparency around how their information is not just being used where it's collected, but how is it going downstream? This is one that we would like to see more laws around, so that companies have to actually tell you. If you're collecting my information and then sell it to someone else, don't I deserve to know? Maybe I deserve a cut of the money. I don't know if you got to that in your identity class, but that's one theory, is you should be getting a cut of all the transactions that involve my data. The simpler version is I need to know where it goes downstream. Without that, I can't understand whether or not my data is being violated. I can't meaningfully control and set limits on how my data is being used because I don't have any identity to push on. 

Again, it's harder to see how do you push on the companies downstream, how do you push on the data collectors, on the third parties. But at least I can go to the stores, the mall, and say I'm sick of you selling my data. If you don't stop selling my data, I'll go to the mall down the street. If they all do that, it's harder. 

Student:
Where do you think that's even disclosed to you?

Chris:
I don't think that's even disclosed. The first step is making it disclosed. I think that has to be required because there's not an incentive to disclose. (Indiscernible) said at the beginning that 1.3 million demands for information were made in 2011. The only reason we know that is because a U.S. Senator Markey sent letters to the telecoms asking how many times did you receive demands for information. There's no voluntary disclosure, and it's not hard to see why; you don’t want to be a company that handles personal information and say and by the way half a million times last year we had to give it to somebody else. That doesn't help your business.

Law enforcement doesn't have a great incentive to say how often they're doing this either, because they would like to maximize their access to it. Their incentive it so solve crimes and to push for the ability to do that. It's not necessarily to minimize uses of information that might be harmful but not related to that purpose.

Student:
(01:37:33.1 to 01:38:06.1)
Chris:
The question is what kind of laws exist now to improve transparency or give people control. 

Student:
(01:38:14.5 to 01:38:28.0)
Chris:
CP&I is one. There have been some regulations. The bigger picture one is maybe do not call. The old mechanism of controlling things where you could block direct access to me, so I could get on the do not call, do not mail list. I could opt out of things. In fact California has a law on the books around some of the transparency issues but it's written around direct marketing. If you sell my information for direct marketing purposes, meaning someone is going to send me an email, letter, or phone call I can demand at least under some circumstances who you sold it to. 


As we transition less to an I'm going to tell you I'm interacting with you, push something on you, and then give you a letter or make a phone call and more into the world of targeted advertising which is mostly transparent to the individual, some of those laws have expired. I think you probably know CP&I better than I do because I'm not a telecom expert. There are some other regulations around how specific information the telecoms have can be disposed. There's a fair bit of regulation around that; how that applies when you're not serving as a telecom but as a location provider is harder to say. As businesses are doing more and more things and collecting more and more data that's not always wearing the same hat and there are plenty of arguments saying I'm not a telecom, saying I'm a communications carrier for voice but not for data. Under data I'm under a totally different regulatory regime. Location information is clearly data, whether that means it's under a different regime or not is hard.


I'll try to finish this one which is to say the way that data is silently collected and silently used is probably the biggest change because a lot of the old laws were written around people  understanding and being able to challenge someone who I just saw you collect my data; I want to know what you're doing with it. It doesn't really work when it's a private camera that's scanning your face and using recognition to identify you as you walk down the street because you can't necessarily know who that was. If it was on a building maybe you can tell. If it's someone who snapped a picture and scanned Google's database and found you somehow, which isn't out there yet, but certainly companies are interested in that; it's much harder to see how you apply the same concepts to an unknown person using an unknown source to gather and use information about you.

Hugh:
How anonymous is aggregated data? How easy is it to disaggregate?

Chris:
How easy is it to disaggregate data? I will point you to Paul Ohm (ph.) and lots of research on this. The short answer is it depends on how it's done but in many cases you can disaggregate. The starting point is –

Hugh:
So be leery if somebody says we're aggregating your data.

Chris:
Anonymous data is very dangerous because anonymous often means we're taking out all the direct identifiers and replacing it with a persistent ID of some sort. We're just going to give you a number. You're number 3 in our records and there's nothing else that links to you. Until you realize that this location data links to me. You're just collecting my location data and giving it a number and all you have to do is at one point see me in these two spots and say you were the only person in this class on Tuesday and Starbucks on Thursday and suddenly it points right back to me. Anonymous is pretty dangerous these days because if often just means replacing identifiers with something else that can link back.


When it's actually aggregate, when it's really N people were seen at this Starbucks or Google flu trends there were 5,000 people in San Francisco Bay area that reported searches for flu medication in the last hour, but there's no more than a number, relatively safe. It depends on the scope. If you say there are ten people in this room who did X, that's a much smaller set so aggregate only becomes protective in larger scale. At smaller scale the aggregate of knowing that two people in this room did something because if you have another information you can start inferring; I know it was somebody on this side of the room because I wasn't looking at you. I was looking over here when it happened, so it couldn't have been you. I'm pretty sure professor didn't do it. I'm going to lean towards the back of the room.


It is a way to use information without the privacy implications but it has to be really by aggregating it into X people did this or here's the distribution, and not retaining some kind of persistent identifier because any persistent identifier can point back to the same person.

Student:
Is there any anonymization scheme that works well in both small and large scales?

Chris:
Is there any anonymization scheme that works well at both small and large scales? Delete everything works wonderfully at all scales. That's actually one of the principles (indiscernible). If you have information and you processed it, delete what you don’t need anymore. That is an effective way of minimizing the data. In many cases the value of the information declines as it gets older. You get the maximum value out of zip code and very little additional data out of the block you're on. Obviously for some purposes it's very different. It's not true, but in thinking about where can I maximize the utility of the data while even capturing as little as possible, don’t ask for specific location when you only need city or something like that. That's probably the easiest way.

Beyond that technically it is complicated because anything – frankly anonymization and aggregation are both subsets of that. They're deletion of data in some sense. You're deleting some part of identifying information in order in theory to protect this. But if you only delete part of it, it can be possible to recreate. The further you aggregate, the further you delete the data and especially removing not just the identifiers like name/address, but anything that persistently says this is the same person on these seven records the better off you're likely to be. But there's not – the only final way to remove – information itself is value and that information is one person in this room had this; we have a probabilistic scale of who did it. Every additional bit of information changes the probability spectrum. It may never be perfect. You may never know exactly who did something, but for most cases in the real world, that's not what matters. It's having a sufficient suspicion that you did X that changes how I behave towards you.


Aggregate can mute that. If there's a threshold for certain things, for criminal investigations if you say everyone has 1% chance of doing it, nobody is going to go to jail. But in a lot of cases am I going to date someone who has a 1% chance of being a murderer? Maybe less likely. 
Student:
(01:44:54.3 to 01:45:52.4)
Chris:
The question is somewhat we've gone from an era where the government was the only one who collected this kind of data, whether they got all of it or not, that they were the only massive data collectors to the point where private companies are the ones who collect most of the data these days. There are a lot of ramifications of that. One is that you have a lot more people who have information that can be used to influence you. Google decides to send you different search results than everyone else, that can influence your life. 

Student:
The reason why I mentioned it, (01:46:27.9 to 01:46:55.7).
Chris:
I'll give you one example and then answer your other question. There's an app called Obscuracam, it was actually designed by Guardian that tries to identify faces in pictures and then blur them. It's designed around taking photos of rallies especially in repressive regimes. So you can take a picture showing the crowd at a rally while in theory blurring out anything that could be used to identify who's there. That's a nonprofit, a project that sounds similar to what you're theorizing. There are tools we could come up with that would help people control the accuracy or precision of their data. I can say I'm not going to tell anyone exactly where I am, so even if an app asks me for my exact data, just tell them I'm in the middle of San Francisco. That's close enough. I don't care or want them to know, and I get to choose rather than the app. That's something that platforms could do, the OS vendors, but it's also something that you can see other add-ons adding to the system, maybe more so in the Android space because you can modify your stack, as opposed to iOS where you can't. 


Going back to the other thing, one of the challenges as you've talked about, we had a government maybe twenty years ago that was the only one collecting data but they were incompetent. The issue now is we have really competent people collecting all the data and the government still has the ability to lock people up using it. That's in some sense a greater threat than it might have been before because now the government can go to Google and say tell me everything you know about Chris and they know far more than the government used to know. I share voluntarily, and they have many more sources of collection, and because their profession is organizing and using data. When that gets leveraged for other purposes, that it wasn't shared for, that can be a real threat. 


That's one of the concerns we have, not just how companies can use data; Google can misdirect me but they can't lock me up. Whereas the government can.
Andreas:
Thank you for this amazing talk. I only wish we had more time with you. I think the depth, the amount of knowledge that Chris has and we are only here scratching on the surface, is something I really appreciate. I'm wondering what we can do, maybe show up in the office and do a video where some of the insights, if you're willing to share them there. I have to think about what we can do to do a better job than just having you in class for twenty people. 

What I want you to do is 1) send me an email tonight before going to bed, tell me what you thought was interesting today because this was a very action-packed class. 2) What would you like to do next Monday. We have many classes lined up. Next Monday I have some freedom to be by myself and do what you think. I would like to process some of the things we learned today. Do the class a favor, whether you officially registered or not; send me an email before bed about what was really surprising or interesting for you today. And what would you like to do in more depth this coming Monday. 


Second, I want to thank Sho for having made this class happen. Sho found Hugh and made it happen with me, my plane being delayed. Thank you Sho. Thirdly, he needs somebody to help him with the wiki for this week. Whether you are registered in class or not doesn't matter. There needs to be ideally two people who are responsible. 

Student:
I can help.

Andreas:
We need one or two people who are responsible for having the backbone of the wiki up by Thursday at 10 p.m. Who's going to help Sho? Rachel? One other person? Who hasn't done the wiki yet? Why don't the two people close to you negotiate with Sho and Rachel. What's required is that we find the time to get together, ideally tomorrow or so, for an hour or so. The PowerPoints Sho already has. You're responsible for collecting the PowerPoints. I'll give you my audio which is not the best today. This might be the best. 

Thank you and thank you all for your questions.
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