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ABSTRACT

In this paper, I describe a notification system that monitors credit and bank accounts for suspicious activity and automatically alerts users. Results from user evaluations of initial prototypes are discussed, conclusions are drawn about the system, and the next step in designing the system is discussed.
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INTRODUCTION

With the Internet having a huge impact on today’s economy, people are starting to use credit and debit cards more frequently for their purchases.  This has brought about increased convenience, but also increased risk of your account information falling into the wrong hands.  Many banks and credit companies have safeguards in place so that you are not liable for fraudulent charges to your account, but this is not a complete safeguard against abuse. If a user does not actively check the status of their account daily, they must rely on the statements that come at the end of the month. A need exists for real-time information about transactions that occur on user’s accounts, so that suspicious activity can be curtailed immediately.

WHAT IS ACCOUNT ALERT

Account Alert is a system that will monitor a user’s credit card and bank accounts, looking for suspicious transactions. The user defines the rules and behaviors that Account Alert uses to examine and mark activity as questionable and needing review. As credit and debit transactions are posted, Account Alert compares them against the rules, and sends a notification to the user if any are flagged. The notification types and platforms are discussed later.

The Dynamic Rules

The account holder determines the rules that the Account Alert system uses to examine transactions. The assumption 
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is that a user knows enough about their own spending habits to determine what would be a suspect transaction or not. The rules can examine transaction logs by any key or value, such as the amount of credit or debit, the number of transactions, geographic locale, time frame, or even blacklists and whitelists of merchants.

Users and Scenarios

In designing the Account Alert system, 4 different user classes were considered:

· Parents giving their child a credit card.

· Shoppers who frequently make purchases online and have increased risk of identity theft.

· Company executive or managers that oversee employees with expense accounts.

· Users that want frequent account updates sent to them.

INTERRUPTION VS PRIVACY

The two key issues with a system of this type are providing timely and comprehensive notifications that interrupt the user at appropriate times, and keeping a user’s account information private. The problem however is that these factors are inverse to each other; as one is increased the other decreases.  One of the goals of this research was to determine if an optimal balance can be found that satisfies the majority of the users, or if different user classes and types prefer different levels of security vs. interruption. Users were asked to rate how interruptive notifications should be and how secure they wanted their information to remain, each on a scale of 1 to 5. The results showed no consistency amongst the interruption values, indicating that each user is going to have different preferences. Most users ranked their security preference as moderate or high, which suggests that users are more concerned with keeping their information private, so that the system does not cause more problems than it solves.

EVALUATION

The goals of my research were to:

· determine what platforms were feasible to implement an efficient notification system of this type.

· examine the issue of interruption vs. privacy and get feedback from different users to determine if an optimal balance exists that can satisfy a majority of users.

· compare I, R, and C ratings from the design models of prototypes that users favorably rated to determine I, R, and C ratings for a user model.

To accomplish these goals, I developed nine different low-fidelity prototypes and inserted them into a PowerPoint presentation for users to view and a survey with questions to answer. The specific I, R, and C values were not given to the users. The questions in the survey asked them to rate each design, comment on their feasibilities and shortcomings, and rate their needs for interruption and privacy on a scale of 1 to 5. In the end, 26 people responded to the survey, giving enough feedback for an accurate initial assessment of this system. The full results of this survey are included at the end of this document.

DESIGNS

The feedback from users ranking each design can be found on the last page of this document.

Desktop Design 1

I/R/C Values: 0.75/1/1
A small window sits on the side of the user’s screen, similar to Microsoft Sideshow or AOL Instant Messenger, displaying a list of the user’s accounts and the status of each one. Each entry in the list is a scrollable window containing the full account information and recent posted transactions. The background color of this window determines the status of the account. When one of the rules that the user has set up flags a suspicious transaction, that account’s window changes from green to red and begins flashing to get the user’s attention. The user then double-clicks on that account in the list, and a new window appears on the screen, displaying full details of the suspicious transaction and the rule that flagged it.

Desktop Design 2

I/R/C Values: 0.5/1/1
A small icon will reside in the user’s system tray that flashes and beeps when a notification message is received, similar to Microsoft’s Scope software.  The flashing and beeping action prompts the user to double-click the icon, which brings up a window displaying a detailed list of transactions and the rules that Account Alert used to flag them.

Email Design

I/R/C Values: 0/1/0.75
An email is sent to an address specified by the customer detailing suspicious transactions. Included in the e-mail is the time, date, purchase amount, account number, 

merchant, and a phone number to contact for more information. The emails are flagged as urgent so that the user’s client will detect and display them prominently, if it has that capability.

Text Messaging Design

I/R/C Values: 0.5/1/0.5
The small display size of most text messaging platforms limits the amount of information that can be sent in a notification. Only time, date, account number, and a contact number for more information can be transmitted and displayed legibly. The benefit however is that the user will have already configured their text messaging device to some preferred interruption level, such as ringing, vibrating, or beeping. 

Pager Design

I/R/C Values: 0.75/1/0.5
A pager system suffers from the same display space problem as the text messaging system. Only a very brief message noting time, date, and a contact number can be effectively displayed on this platform. The user is expected to call the contact number, which brings them to a voicemail message with more details. The benefit of a pager system is that its interruption level is customizable by the user, and is already associated with important calls.

Automated Phone Call Design

I/R/C Values: 0.5/1/0.5
The user provides a phone number for Account Alert to contact and leave a recorded message with the receiver whenever account activity is flagged. The message will contain account numbers, transaction amounts and times, and a customer service number to contact if needed. A sample message follows:

· “This is an automatically generated message from Account Alert. There has been activity on your Visa Account 459749573 that you indicated you wished to be notified about. Four transactions occurred within a 24-hour period on March 3, 2002. For more details, contact our customer service department at 555-555-1111.”

Card Design 1

I/R/C Values: 0.25/1/0.25
A special card is issued to the user with a pictorial icon in the top right corner. This icon will have a memory chip that stores the balance on the account at the last time the card was used. Every time a merchant processes this card, the value in the memory chip is compared against the account balance returned by the bank and factoring in the 

current transaction. If there are discrepancies between these values, the icon will flash or animate, alerting the user that a transaction has taken place that the card does not know about.

Card Design 2

I/R/C Values: 0.25/1/0.25
A special card is issued to the user similar to the one discussed in the previous design. The pictorial icon however has a wireless receiver, designed to pick up signals from Account Alert. As transactions are flagged, signals are sent out for the user’s card to detect. When one of these signals is received, the icon will flash and animate, alerting the user.

Specialized PDA Design

I/R/C Values: 0.5/1/0.25
A PDA with a wireless receiver and LCD display is given to the user that they can wear on their wrist, similar to a watch. This PDA is configured to play a sound or flash colors on the display when the receiver picks up a signal from Account Alert. The PDA will not display specific account information, only the date and time of the transaction. It is up to the user gather more information on their own. 

REENGINEERING

The feedback received from users (see last page for details on feedback results) indicated that platforms that should be 

examined for further development are:

· Desktop 2

· Text Messaging

· Pager

· Email

The next step is look at specific features of each platform 

and determine the most effective use of the platform’s 

display space and built-in interruption capabilities. 

CONCLUSIONS

From analyzing the 4 designs that were favorably ranked in the survey results, several conclusions can be drawn about a theoretical user model for this system. The Interruption values of the 4 designs were 

· 0.5 (Desktop 2)

· 0 (Email)

· 0.5 (Text Messaging)

· 0.75 (Pager) 

With no consistency amongst the interruption values, it can be concluded that different users will have varying preferences for how interruptive the notifications should be, and designers should consider differing levels of interruption when developing the system.

The Comprehension values of the 4 designs were

· 1 (Desktop 2)

· 0.75 (Email)

· 0.5 (Text Messaging)

· 0.5 (Pager)

This pattern of higher values suggests that users want messages with as much detail as possible sent in their notifications.

Due to the important nature of the notifications, Reaction values were fixed at 1. Any time a user receives a notification, since their money and important accounts are involved, they are expected to immediately take action.

