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WLAN (Wireless LAN) Devices include desktop PC's, portable PC's, Windows CE (Pocket PC), Palm OS, credit card readers, barcode scanners 
Standards

1. Original IEEE 802.11 standard provided provided wireless networking using the 2.4 GHz frequency range (2.4 GHz to 2.4835 GHz) at speeds of 1, or 2 Mb/s using DSSS (Direct Sequence Spread Spectrum) or FHSS (Frequency Hopping Spread Spectrum) DSSS typically used for computers. FHSS used on low power, low range applications like 2.4 Gigahertz cordless phones. Uses 11 bit chipping at 11 and 22 Mb/s (Baker code (1, 1, 1, -1, -1, -1, 1, -1,-1, 1, -1).
2. IEEE 802.11b High Rate (Wi-Fi) standard. International standard for wireless networking that operates in the 2.4 GHz frequency range (2.4 GHz to 2.4835 GHz) providing speeds of 5.5 and 11 Mb/s using DSSS (Direct Sequence Spread Spectrum). Backward compatable with IEEE 802.11 DSSS at 1 and 2 Mb/s.

a. In North America, the 802.11b spectrum ranges from 2400MHz to 2483MHz, and is divided up into 11 channels from 2412MHz to 2462MHz, spaced 5MHz apart. However, each channel is 22MHz wide, so there is great overlap. Channel 1, for instance, is centered at 2412MHz, but extends out from 2401MHz to 2433MHz. Channel 6 is centered at 2437MHz, extending from 2426MHz to 2448MHz
b. On a large floor, assign Channels 1, 6 and 11 so that neighboring access points use different channels.
3. IEEE 802.11a. An IEEE specification for wireless networking that operates in the 5 GHz frequency range (5.725 GHz to 5.850 GHz) with a maximum speed of 54 Mb/s 
4. Wi-Fi (Wireless Fidelity) certification from the WECA (Wireless Ethernet Compatibility Alliance) at http://www.wirelessethernet.org/OpenSection/index.asp

Frame Formats

1. Physical Layer Convergence Protocol (PLCP) header is 24 bytes, including bytes for sync (8), framing (2), data rate (1), reserved (1), length (2) and CRC (2). Transmitted at 1Mb/s. Attached data field (transmitted at 1, 2, 5,5, or 11 Mb/s.

2. MAC (Media Access Control) Frame uses 30 byte MAC header, 0 to 2312 bytes of data, and 4 CRC bytes. 30 byte MAC header includes

a. Four 6-byte addresses - source, destination, sender, receipient, and access point. (Because access points may overlap, most packets include the access point address along with the source and destination address.

b. Two frame control bytes support frame type and subtype (e.g., data, ACK, RTS and CTS for collision aviodence), address bits for (a), above, more flag for fragmentation, WEP bit for encryption.

c. Two sequence control bytes for fragmentation.

d. Control messages (ACK, RTS, CTS) range from 14 to 20 bytes.

802.11b (Wi-Fi) Security

1. Service Set Identifier (SSID) - SSID - a 32-character unique identifier sent over a WLAN that acts as a password when a mobile device tries to connect to the base station. The SSID differentiates one WLAN from another. The SSID segments wireless LAN into multiple networks, each with its own identifier. 

a. Broadcast SSID (the default setting). Any passing 802.11b station can connect. 

b. Even if broadcasting is disabled, each brand and model of base station comes with its own default SSID which hackers know.

c. Even if you disable broadcasting and change the SSID, hackers can monitor traffic and get the SSID.

2. MAC address filtering. Requires manual entry of Ethernet addresses into base station so base stations usually default to "filtering off".

3. Wired Equivalent Privacy (WEP) Encryption and authentication. Clients and access points manually configured with a single key 40 or 128 bits in length which is used to encrypt the WLAN traffic. A KnownWEP attack needs about 20,000 packets per bit to crack the key.
4. May include DHCP server (and by default it may be on). No need to guess IP addresses.

5. Many wireless routers default to the 192.168.1.0 with the router at 192.168.1.1
6. The combination of 1, 2, and 3 has many flaws, but using nothing is much worse.

Evolving IEEE 802.11b (Wi-Fi) Security Standards
1. 802.11b WEP

2. Virtual Private Network (VPN) over 802.11 WEP LAN. Put firewall between access points and corporate network. Pretend access point is Internet and use tunneling. Like any VPN, uses IPSec (IP Secure), DES (Data Encryption Standard) or Triple DES (3DES), digital certificates and public keys

3. 802.1X. Dynamic keys. (from the 803.1 "management" committee) WEP attack needs about 20,000 packets per bit in the key so change key. With 802.1X, each client can hae individual WEP key (rather than one shared key for the entire network). Requires authentication protocol and server like RADIUS (Remode Authentication Dial-In User Service). Uses EAP (Extensible Authorization Protocol, an extension of PPP) for a message protocol to communicate between RADIUS server and wireless access server. One version of EAP ships with Windows XP. Five incompatible EAP versions for 802.1X.

	EAP Type
	Client Authentication
	Network Authentication
	Standards Body
	Vendor

	EAP-MD5
	Password
	None
	IEEE (802.1X
	None

	EAP-TLS
	PKI
	PKI
	IETF (RFC 2716)
	Microsoft

	LEAP
	Password
	Password
	Proprietary
	Cisco

	EAP-TTLS
	Password
	PKI
	IETF (Internet draft)
	Funk, Certicom

	PEAP
	Password
	PKI
	IETF (Internet draft)
	Cisco, Microsoft


a. EAP-MD5 (only one mandatory in the 802.1x standard) client sends MD5 (Message Digest 5) hash of the username and password to the authenticator. Subject to man-in-the-middle attacks.
b. EAP-TLS (Transport Layer Security - IETF's version of SSL). version has no known weaknesses but requires each client to have a public key certitificate.

c. LEAP (Lightweight EAP) from Cisco is proprietary.

d. EAP with Tunneled TLS (TTLS) and Protected EAP (PEAP) simplify EAP-TLS: The client authenticates the RADIUS server using a digital certificate, and then the two set up an encrypted tunnel through which the RADIUS server can authenticate the client and supply WEP keys
5. IEEE 802.1Q is designed to allow more than four thousand Virtual LANs (VLANs) to share the same physical LAN infrastructure. Could put each wireless access server (or wach wireless client) on a separate VLAN and limit what users on the VLAN can do.
6. Wi-Fi Protected Access (WPA) with TKIP (Temporal Key Integrity Protocol).TKIP uses a new encryption key every 10,000 packets. Fixes all knoin flaws in WEP. Products in the second half of 2003. Includes the completed components of 802.11i (below). Software upgrade to existing WEP cards. Question, shoud a wireless access point allow WPA only or WPA and WEP mixed for backward compatibility?

7. 802.11i with AES (Advanced Encryption Standard). New Access Point hardware. Available in 2004.

