Chps 3&4  short Written assignments

1. Critical Thinking Questions TA page 137  #1
Internet and Society  

The Internet was initially created in part to enable scientists and educators to share information quickly and efficiently. The advantages the Internet brings to our lives are evident, but does Internet access also cause problems?

a. What advantages and disadvantages does the Internet bring to your life?

b. What positive and negative effects has the Internet had on our society as a whole?

c. Some people argue that conducting searches on the Internet provides answers but does not inspire thoughtful research. What do you think?

Should use of the Internet be banned, or at least limited, for research projects in schools? Why or why not?
2. Critical Thinking Questions TA page 137  #2
File Swapping Ethics  
The original file-swapping site Napster’s unprecedented rise to fame came to a quick halt because of accusations of copyright infringements. However, downloading free music from the Internet still occurs.

a. What’s your opinion on having the ability to download free music files of your choice? Do you think the musicians who oppose online music sharing make valid points?

b. Discuss the differences you see between sharing music files online and sharing CDs with your friends.

The current price to buy a song online is about $1. Is this a fair price? If not, what price would you consider to be fair?
3. Written Assignment  Gift of Fire – Computer Crime

pg 322  Exercise 7.17

eBay and Copyright Infringement

A court ruled against Napster for contributory copyright infringement.  Compare eBay and Napster concerning their responsibility for unauthorized copyrighted material available on their sites.  Do you think there should be a similar ruling against eBay for copyright-infringing material sold there?  Why?  What are the similarities and differences?

4. Written Assignment  Gift of Fire – Computer Crime

pages 318-319  Section 7.5.1

Scanning for Scams

Periodically, fraud investigators at the Federal Trade Commission (FTC) and the Securities and Exchange Commission (SEC) surf the Web for potentially illegal scams.  They send warning letters and investigate further, as appropriate.  In 2000, the SEC announced a plan to use automated surveillance software to crawl through chat rooms and Web sites looking for suspicious activity or phrases like “get rich quick”; the software would build a database of suspicious postings.  Is there a difference between the two methods, between human and automated surveillance?  Is the SEC plan consistent with the Privacy Act and the Fourth Amendment to the Constitution?  Live agents manually visiting sits will undoubtedly miss some crimes.  The surveillance software monitors constantly.  Is this government surveillance too intrusive in a free society?  AOL said it prohibits the use of similar software, to protect the privacy of its members.  AOL and eBay have the right to ban spam and information collecting software from their sites.  Should they have the right to ban government surveillance software too?  Should the government need a search warrant, which requires a specific reason for a search, before running its automated surveillance software on a site?

5. Written Assignment  Gift of Fire – Computer Crime

pg 322  Exercise 7.25

Credit Cards

If you have a credit card, then over the next few weeks, count the times each of the following occurs:

· You use the card without providing a signature to be verified (e.g, at a gas station or on the Web).

· You sign a receipt, but the merchant does not compare your signature to the signature on the card.

· You sign a receipt, and you are not asked for your id (e.g. driver’s license) for verification.

Provide a short report with details on each of these, and any conclusions that you may have come up with.  Do you feel that the merchants are making sure your card is being used by you?  Would you feel more panicked, less, or no different about your card being stolen than you did before we discussed this issue and before you did this exercise?
6. Written Assignment  Gift of Fire – Encryption & Interception of Communications

pg 130  Assignment 3.21

Wiretapping & Email Interception

Contact police departments in your area and ask whether they can describe a case where they used wiretapping or email interception to catch or convict a criminal.  Write a summary of such a case.

7. Critical Thinking Questions TA page 183  #1
Software Ethics 1

The cost of new software applications can be prohibitively high.  You need to do a project for school that requires the use of a software application you don’t own, but your roommate has a copy that her dad gave her from his work.  She is letting you install it on your machine.

a. Is it okay for you to borrow this software?

b. Would your answer to the preceding question be different if you uninstalled the application after you were finished using it?

c. Would the answer to the preceding question be different if the software was on the school’s network and you could copy it from there?

d. What if you just borrowed her computer to do the project?  Would that be ok?

8. Written Assignment  Gift of Fire – Intellectual Property

pg 272  Exercise 6.14

Software Licensing

You are a teacher. You would like your students to use a software package, but the school’s budget does not include enough money to buy copies for all the students.  Your school is in a poor neighborhood, and you know most of the parents cannot afford to buy the software for their children.

a. List some ways you could try to obtain the software without making unauthorized copies.

b. Suppose none of the methods you try work.  Will you copy the software or decide not to use it?  Give some arguments for and against your position.  Explain why you think the arguments on your side are stronger.

9. Written Assignment  Gift of Fire – Intellectual Property

pg 275  Exercise 6.30

Software Licensing

Read a license agreement for a software package.  It could be a spreadsheet, word processor, game, operating system, utility, or so on, on a package you bought for your own computer or one in a store or on a Web site that sells software.

a. What does the license agreement say about the number of copes that can be made?

b. Does it specify penalties for making unauthorized copies?

c. Was the agreement easy to read before purchase (e.g. on the outside of the package or available on the Web site)?

d. Do you consider the license agreement to be clearly stated?  Reasonable?

